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Abstract: Cyberspace sovereignty, also known as cyber sovereignty, is the extension of national sovereignty to the platform of

information and communication technology systems. This article defines cyberspace and cyber sovereignty, argues against several

erroneous points of view that deny cyber sovereignty, and discusses the existence of cyber sovereignty.
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1 On the meaning of “cyberspace”

Before researching cyberspace sovereignty, it is necessary to
understand the concept of “cyberspace,” the connotations of the
word “cyber,” and the range of meanings that are referred to by
this word. It is generally recognized that the term “cyber,” which
refers to nodes and connection edges, is used to represent a
multi-object and interconnected system. In real life, the informa-
tion network can be abstractly summarized in the following way:
“Connection links” (physical or virtual links) connect isolated
“tip nodes” (producers and consumers of information) to achieve
transmission among tip nodes through an “exchange of nodes”
and to realize exchanges of loads among nodes. The term “load”
refers to the data and information in a network, such as electro-
magnetic signals, optical signals, quantum signals, network data,
and so on. Thus, a network contains four basic factors: tip nodes,
switching nodes, connection edges, and loads.

The definition of “cyber” reflects the wide range of its
meaning. Not only is the Internet accorded this feature, but also
telecommunications networks, the Internet of Things, sensor net-
works, industrial control networks, radio and television networks,
and other information networks that are composed of electro-
magnetic systems, which align with the “cyber” concept. There-
fore, discussions of cyberspace should not be confined to the
Internet. Many countries are formulating cyberspace strategies,
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which include an explicit definition of the term “cyberspace.” In
general, there are four kinds of definitions, as follows: (D The
first kind of definition concerns only information and commu-
nication infrastructure. According to the US National Security
Presidential Directive/NSPD-54/Homeland Security Presidential
Directive/HSPD-23 [1], cyberspace means the interdependent
network of information technology infrastructure, and includes
the Internet, telecommunications networks, computer systems,
and embedded processors and controllers in critical industries.
@ The second kind concerns both information and communi-
cation infrastructure and the data it carries. According to Italy’s
2013 National Strategic Framework for cyberspace security [2],
“cyberspace is a man-made domain essentially composed of in-
formation communication and technology (ICT) nodes and net-
work, hosting and processing an ever-increasing wealth of data
strategically important for states, firms, and citizens alike, and
for all political, social and economic decision makers.” (3) The
third kind includes humans, infrastructure, and data. According
to Israel’s Resolution No. 3611: Advancing National Cyber-
space Capabilities [3], cyberspace is defined as “the physical
and non-physical domain that is created or composed of part or
all of the following components: mechanized and computerized
systems, computer and communications networks, programs,
computerized information, content conveyed by computer, traf-

fic and supervisory data and those who use such data.” @ The
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fourth kind includes four factors: humans, infrastructure, data,
and operations (i.e., activities). According to the Concept and
Strategies of Cyberspace Security of the Russian Federation [4],
cyberspace is “a sphere of activity within the information space,
formed by a set of communication channels of the Internet and
other telecommunications networks, the technological infrastruc-
ture to ensure their functioning, and any form of human activity

on them (individual, organizational, state).”

1.1 An analysis of four factors of cyberspace

In essence, the concept of cyberspace comprises those of “cy-
ber” and “space.” “Cyber” includes both Infrastructure and data,
where infrastructure includes tip nodes, connection edges, and
switching nodes, and data refers to load. “Space” includes both
characters and activity. Thus, cyberspace has four basic factors:
facilities (carriers, namely infrastructure), data (objects, namely
the load), virtual characters (subjects, namely the users), and
operations (activity or behavior). Virtual characters, data, and fa-
cilities exert management in cyberspace, while management reg-
ulations often restrict activity. Therefore, in order to understand
cyberspace activity, one must understand both the nature of its
links and interactions, and its characteristic of being restricted

by certain future regulations.

1.2 Defining “cyberspace”

Cyberspace can be defined simply as an artificial electro-
magnetic space, with terminals, computers, and network equip-
ment as its carriers. People can calculate data and communicate
through it to realize specific activities. In this space, people, ma-
chines, and things can be organically connected to interact with
each other and to produce all kinds of life-changing information,
including content, businesses, and controls.

To further analyze cyberspace, academic and technological
definitions need to be put forward. Cyberspace can be academi-
cally defined as follows:

Cyberspace is an artificial activity space for humans that
comprises virtual characters, also referred to as “cyber charac-
ters,” and relies on ICT systems in order to operate generalized
signals. A cyber character is the subject that produces and trans-
mits information, thus reflecting human will. ICT systems in-
clude the Internet, all kinds of telecommunication networks and
communication systems, all kinds of transmission systems and
the radio and television networks, all kinds of computer systems,
the photo-electromagnetic or digital information-processing
facilities such as embedded processor and controller in the key
industrial infrastructure. Generalized signals are electromagnetic
signals that can be stored, processed, and transmitted, includ-
ing optical signals, electronic signals, audio signals, magnetic
signals, as well as the signals that can interact with electromag-
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netic signals such as quantum signals and biological signals, all
of which are processed in the ICT systems to produce, store,
operate, transmit and display information. Operation refers to
the activities that reflects human will by means of generalized
signals and ICT, including signal production, data saving, status
modification, information transmission, and content exhibition,
which are summarized as cyberspace activity.

In this definition, ICT systems, generalized signals, cyber
characters, and operations jointly reflect the four factors of cy-
berspace, namely, facilities, data, virtual characters, and opera-
tions—that is, the comprehensiveness of facilities and data, the
generalization, subjectivity, and initiative of virtual characters;
and the intentionality of operations.

The United Nations does not often use the word “cyberspace”
when discussing cyberspace issues; rather, it stresses the expres-
sion of ICT. Therefore, from the perspective of ICT activity, and
being similar to cyberspace characters by other countries, this
paper defines cyberspace with an administrative slant:

Cyberspace is an artificial space based on ICT infrastructures
that support humans in conducting various activities related to
ICT. ICT infrastructures include the Internet, all kinds of tele-
communication networks and communication systems, all kinds
of transmission systems and radio and television networks, all
kinds of computer systems, and various embedded processors
and controllers in key industrial facilities. ICT activities include
the manual processes of creating, changing, transmitting, using,

and exhibiting information.

2 On the meaning of “cyberspace sovereignty”

Sovereignty has the following “three sets of four” features:
the four basic factors of territory, population, resources, and re-
gime; the four fundamental rights of the right of independence,
right of equality, right of self-defense, and right of jurisdiction;
and the four basic principles of respect for sovereignty, mutual
non-aggression, non-interference in each other’s internal affairs,
and sovereign equality. As an extension of national sovereignty,
cyberspace sovereignty naturally inherits these features.

2.1 The “three sets of four” features of cyberspace sovereignty

2.1.1 The four basic factors of cyberspace sovereignty

The four basic factors of cyberspace sovereignty are cyber
territory, virtual character, data, and activity regulation. Of
these, cyber territory is equivalent to territory, virtual character
is equivalent to population, data is equivalent to resources, and
operation regulation is equivalent to regime. Specifically, cyber
territory is a cyberspace carried by facilities consisting of an
ICT system, virtual character is the main body of operating
data in an ICT system, data is the electromagnetic signal form
carried by the ICT system, and operation regulation comprises
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the conditions that decide the achievement of real-time data
operation.

2.1.2 The four fundamental rights of cyberspace sovereignty

The fundamental rights of cyberspace sovereignty are the
right of cyberspace independence, the right of cyberspace equal-
ity, the right of cyberspace self-defense, and the right of cyber-
space jurisdiction.

(1) The right of cyberspace independence: This is an import-
ant manifestation of sovereignty, and requires a country’s Inter-
net system, whether regarding resources or application technol-
ogy, not to be constrained and intervened by others. However,
the current global Internet depends on only 13 root name servers
to resolve domain names, a situation that directly affects cyber-
space independence of those countries that do not host one of the
13 root name servers. A feasible means to solve the problem in-
volves adopting an architecture for a domain name system (DNS)
root zone governed by an association of nations. This architec-
ture will employ an idea similar to the equivalent diffusion of in-
ter-domain routing in order to structure a “root name equivalent
diffusion” method. It will not only allow the owners of top-level
domains to report to an original root name server, but will also
enable them to report their root zone information to other owners
of national root name servers, free from the confinement of the
original root name server [5].

(2) The right of cyberspace equality: This is an extension of
the right of independence. It allows networks of countries to
connect with each other on equal terms, in contrast to the current
inequality of most countries’ Internet statuses, due to unequal
network resources. Regarding the international governance of
the Internet, all countries, big or small, should have equal rights
and should adopt the “one state, one vote” system.

(3) The right of cyberspace self-defense: This is also an ex-
tension of the right of independence. A nation has the right to
protect its domestic cyberspace from external invasion, and it
must build a military power that can protect its sovereign space.
Firstly, a country should defend against external attacks by
building a “network frontier defense” to protect its “sovereign
network;” secondly, it should clarify its army’s responsibility
in protecting the national network infrastructure and important
information systems, and give full play to the role of the regular
army.

(4) The right of cyberspace jurisdiction: The right is to exert
the sovereignty over the cyberspace within a nation’s territory,
which are actually performed by all the countries. Although
some countries argue against the claim of cyber sovereign-
ty, in reality, almost all countries impose strict management
over their cyberspace, and prevent the interference from other

countries.

2.1.3 Four fundamental principles of cyberspace sovereignty

Respect for cyberspace sovereignty involves respecting the

right of cyberspace independence, rather than taking actions that
impair the autonomous operation of a sovereign cyberspace. Mu-
tual non-aggression involves not carrying out cyber attacks on oth-
er countries’ cyberspace. Non-interference in each other’s internal
affairs involves not dictating the jurisdiction of other sovereign
cyberspaces. Finally, cyberspace sovereign equality involves equal
right of management over cyberspace among sovereign countries,
rather than some countries losing this right while others control
the global cyberspace due to a “stakeholder” pattern.

2.2 Defining “cyberspace sovereignty”

A general definition of cyberspace sovereignty is that it is a
natural extension of national sovereignty over the cyberspaces
carried by ICT systems located within that nation’s territory, in-
cluding activities performed by ICT systems (i.e., cyber charac-
ters and operations), ICT systems themselves (i.e.,facilities), and
the associated data (i.e., cyber assets) that are under the jurisdic-
tion of that sovereign state (which holds the right to intervene in
manipulating the data).

From this perspective, ICT activities are virtual-character
specific, and virtual characters are considered as population;
ICT systems are facility specific, and facilities are platforms to
carry cyberspace, which are considered as cyber territory; data
carried by ICT systems are similar to virtual assets; and sover-
eign jurisdiction refers to the right to intervene with data and
operations, which are considered as cyber regime.

Considering that cyberspace sovereignty contains the “three
sets of four” features described above, a more precise definition
of cyberspace sovereignty is as follows:

A country’s cyberspace sovereignty is based on the ICT
systems under its jurisdiction (cyberspace territory), and the
boundary of its function is defined by the collection of device
ports that directly link the country to other countries (boundaries).
Cyberspace sovereignty protects the various operations that vir-
tual characters perform on the data (regime, user, and data). The
facilities, data, and operations carried out within cyberspace is
under the judicial and administrative jurisdiction of its hosting
country (right of jurisdiction). In addition, the governing states
of each country are equal in their management of international
cyberspace (right of equality). Furthermore, the operation of
ICT infrastructure within a country’s territory cannot be inter-
fered with by another country (right of independence). Finally,
a country has the right to protect its cyberspace from infringe-
ment and to acquire military capabilities (right of self-defense).
Cyberspace sovereignty should be mutually respected (respect
for sovereignty); therefore, countries may not infringe on other
countries’ cyberspace (mutual non-aggression) or on their right
to manage their cyberspace affairs (mutual non-interference in
each other’s internal affairs). The cyberspace sovereignty of
each country has equal status in the governance of international
cyberspace (sovereign equality).
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2.3 Cyberspace sovereignty virtually exists in the affairs of
countries around the world

Although many countries insist that stakeholders should
dominate the Internet, and do not admit the existence of cyber-
space sovereignty, almost all countries are in fact exerting their
sovereignty in cyberspace. Therefore, conflicts in cyberspace
can only be solved once and for all by governments. Proofs in
recent years have shown that national sovereignty has, in fact,
been exerted on the Internet. For example, the US combated
online piracy by confiscating domain names [6]; the UK banned
infringing websites [7]; Germany required the filtering of illegal
information spread by the Internet [8]; the Indian government’s
ministry of telecommunications blocked websites [9]; Singapore
opposed the spread of extremist content [10]; South Korea com-
bated the spread of cyber rumors [11]; France cracked down on
cyber racism [12]; and Israel combated online gambling [13].

3 On the conflict of sovereignty in cyberspace

Western countries, represented by the US, regard cyberspace
governance as a technical level of governance. They stress free-
dom of connection and emphasize that the free circulation of
information should not be hindered. Other countries, represented
by China and Russia, consider content regulation to be one of
the focuses of cyberspace governance, and advocate cyberspace
sovereignty [14].

3.1 Views supporting the idea of cyberspace sovereignty

Not only do Chinese and Russian scholars actively support
the idea of cyberspace sovereignty, but some experts in the US
and in other western countries also hold the same view.

Articles published in Air Force Law Review [15] stated that
cyberspace sovereignty exists for reasons including the follow-
ing: O Cyberspace requires a physical structure because, with-
out one, users have no access. That physical structure, however,
is terrestrially based and thus naturally falls under the purview
of the state where those physical assets sit. @) Cyberspace needs
laws to govern financial relationships and transactions. 3 The
information that can be accessed by the users is constrained by
the laws of the states where they reside. @) States are increas-
ingly required to assert their presence in cyberspace, as a matter
of national security. & Many users see the Internet as a means
of disseminating a specific message of hate or violence. Conse-
quently, cyberspace needs a sovereign influence [15].

The US Senate Committee on Commerce, Science, and
Transportation [16] has stated: “Cyberspace is not a global
commons. It is a shared global infrastructure. There is rarely a
moment when a collection of bits moving from one computer to

another is not actually on a network that someone owns and that
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is physically located in a sovereign state.”

Eric Talbot Jensen, an expert from Brigham Young Universi-
ty in the US, has stated [17]: “As a matter of sovereignty, States
have the right to develop their cyber capabilities according to
their own desires and resources.”

In 2013, the Tallinn Handbook of International Law Applica-
ble to Cyber Warfare [18] stated: “A State may exercise control
over cyber infrastructure and activities within its sovereign terri-
tory,” and “This Rule emphasizes the fact that although no State
may claim sovereignty over cyberspace per se, States may exer-
cise sovereign prerogatives over any cyber infrastructure located
on their territory, as well as activities associated with that cyber
infrastructure.”

Scott L. Malcolmson of the Carnegie Corporation [19] has
stated that “in some cases, Internet sovereignty can mean a state
protecting its citizens’ privacy against international corporate
surveillance or infiltration by another state. In other cases, it can
mean the state ensuring that it can invade the privacy of its citi-
zens whenever and however it likes.”

3.2 Views against the idea of cyberspace sovereignty

There are many reasons that lead to a repudiation of cyber-
space sovereignty; however, such views are generally found to
be one-sided after their implications have been analyzed.

Some argue that the Internet has no “cyberspace territory.”
For example, Microsoft’s Azure cloud covers a vast region
spread across the world. However, if a country’s government or-
dered Azure to shut down its computing systems that are located
within the territory of that country, the cyberspace these systems
carried would naturally disappear. Thus, the cyberspace that is
entrusted to a territory’s ICT systems is subject to national sov-
ereignty and cannot exist in a vacuum. In fact, the aim of the US
cyberspace army is to protect cyberspace territory.

Some argue that the Internet has no borders, and thus has no
territory or sovereignty. This argument was originally based on
technical capabilities. However, if there is cyberspace territory,
there must be a boundary. For example, North Korea’s official
website “By Our Nation Itself” (www.uriminzokkiri.com) is lo-
cated in the Internet data center (IDC) room in Shenyang, China.
However, this site is blocked by South Korea through filtering
measures set at the Internet border.

Some argue that the Internet is a “global commons” over
which no sovereignty exists. Compare the following situations:
As it is a public act, international consultation and agreement are
required in order to strike at piracy in the high seas of Somalia.
However, when the US District Court for the Eastern District
of Virginia ruled that the domain belonging to Maya Shanghai,
cnnews.com, was an infringement of the Cable News Network
(CNN) trademark, and that the Shanghai company must there-
fore stop using this domain, no international consultation is
conducted and thus this action no longer followed the model of a
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public act [20].

Some argue that cyberspace sovereignty is against the free
flow of information. This argument is erroneous because of its
misunderstanding of the source of the regulation involved. In the
Schengen Area, people can move freely between countries; how-
ever, such movement is not proof of a lack of national sovereign-
ty. Similarly, the free flow of information should comply with
regulations that depend on the public policies of governments,
rather than on those based on the existence of sovereignty. For
example, the Counter-Terrorism Internet Referral Unit of the
United Kingdom has secured the removal of 65 000 items from
the Internet that encouraged or glorified acts of terrorism [21].

Some argue that the Internet is led by its stakeholders rather
than by governments, and that there is naturally no sovereign-
ty. From a technical point of view, it is reasonable to say that
stakeholders play a central role in the Internet; however, from a
public policy point of view, the Internet is clearly not led by civil
users without administration identities. On December 12, 2003,
the Geneva Declaration of Principles made by the United Na-
tions and International Telecommunication Union (ITU) World
Summit on the Information Society stated clearly that [22] “Pol-
icy authority for Internet-related public policy issues is the sov-
ereign right of States. They have rights and responsibilities for
international Internet-related public policy issues.” The Patriot
Act of the United States authorized law-enforcement agencies to
require Internet carriers to cooperate with intelligence demands.
Thus, it has fully demonstrated the role and status of the govern-
ment with regards to the Internet.

Some argue that there is virtual space sovereignty in cy-
berspace, and that this has nothing to do with the government.
In 1997, Professor Tim Wu of the Columbia Law School [23]
advocated virtual space sovereignty, stating: “States, their gov-
ernments, and their citizens ought never to be taken for granted
as players in cyberspace.” In fact, if the Internet is an analogy
of the market economy, it is notable that the government must
still maintain order in the market economy. In 1998, with the
rapid development of the Internet, the US announced its resump-
tion of the management of Internet domain name ownership.
Therefore, it is no longer objective to say that the Internet has
nothing to with the government. Similarly, the government must
be involved in deterring various cyber crimes, so it is rootless to

assert that there is virtual space sovereignty.

3.3 Problems cannot be tackled by stakeholders alone

The Internet is significantly different from telecommunication
networks, in that the Internet initially ran in the US, and other
countries were invited to participate and given access. This means
that other countries must follow the criterions set by the inven-
tor. The US avoided dealing directly with other governments

in the beginning, and therefore the stakeholders who contributed

the most to the development of the Internet had speech rights. In
essence, this stakeholder management model establishes a “law
of the jungle”: the stakeholders are the strong, and the weak only
have the right to follow, not the right to make decisions or be
heard. This model can also be interpreted as a certain strategy
by which the US relinquished the management of the Internet
Corporation for Assigned Names and Numbers (ICANN) and
handed it to the stakeholders of the international community.
To avoid being condemned as manipulating ICANN, the US
government handed control to the international community as a
strategy. Because US enterprises are “predators” at the “top of
the food chain,” this strategy maximizes the interests of the US.

However, it is not feasible to deal with problems by relying
only on traditional stakeholders in the reality of the Internet.

(1) From the perspective of rational resource allocation, at
present, ICANN is the distributor of the core Internet resources,
which include IP address space allocation, domain name approval,
and so forth. IP address space allocation, for example, is based
on the application priority principle; its “first-come-first-serve”
philosophy seems fair on the surface. In fact, however, it is the
opposite of fair because some countries are limited by their devel-
opment level and by their understanding of the importance of this
resource. Only an organization made up of sovereign states would
consider the inter-nation equality that is required to act fairly to-
ward less-developed countries in issues such as these; such issues
would not be considered by stakeholders.

(2) From the perspective of computer emergency response
organizations, computer emergency response organizations are
responsible for dealing with cyberspace security incidents. They
are generally non-government entities, and belong to stakehold-
ers. Because of their non-government identity, these organiza-
tions can only assist victim enterprises in a basic manner; it is
difficult for them to trace the source of an attack and verify an
attacker. Over time, transnational cyber crime will become a
blind spot in laws and regulations. Therefore, in order to achieve
effective cross-border cooperation, computer emergency re-
sponse organizations require government authorization.

(3) From the perspective of cross-border e-commerce, the
United Nations Commission on International Trade Law (UN-
CITRAL) is seeking consensus and viable options for laws and
regulations on transnational identity management, which cannot
be addressed simply by consulting stakeholders.

3.4 Starting points for China to advocate cyberspace
sovereignty

At present, different countries’ interests are in confluence or
even conflicting with each other in cyberspace. What identity
management model, for example, can be used to construct
cross-border e-commerce systems? Allocating Internet resources
is the same as allocating a carbon emission quota: Sovereignty
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demands will appear. To this end, it is necessary to impose na-
tional sovereignty on cyberspace and to constitute an interna-
tional co-governance system.

(1) Strengthening the international law status of states in
the network era and promoting international co-governance of
cyberspace: The popularity of the Internet has broken down the
prestige of governments, as representatives of sovereign states,
in their participation in international co-governance, and has
made it possible for Internet stakeholders, by virtue of their tech-
nological superiority, to play a leading role in the development
of the Internet. To maximize the Internet’s positive impact on
a global scale, and to ensure that all nations share the benefits
from it equally, national sovereignty must be respected and all
states must have the right to speak and make demands.

(2) Enhancing the state’s right of speech with respect to the
Internet in an international context: To play a responsible role
in the international management of the Internet, China must in-
crease its voice as a world power. By clarifying and introducing
national sovereignty to cyberspace, sovereign states can partici-
pate in the Internet co-governance process.

(3) Maintaining political stability: Maintaining political
stability is, in any case, an unshakable choice for all countries.
However, the contradiction between the territoriality of a sover-
eign state and the transnationality of cyberspace has become a
hindrance to controlling cross-border Internet behavior. Strength-
ening the concept of sovereignty in cyberspace will allow gov-
ernments to defend their national sovereignty by controlling the
input and output of information concerning cyberspace and the
economy, as well as information relying on cyberspace defense
lines.

(4) Protecting the basic data resources of the state: Tradition-
ally, the input and output of geographical mapping and other
important resources are strictly controlled by the state. However,
great threats will occur if important digital data that is stored in
cyberspace, including location information, medical informa-
tion, and gene sample data, are poorly protected due to a lack of
a clear definition of cyberspace sovereignty and of clear legisla-
tion.

(5) Constructing the foundation of cyberspace security: Dis-
cussions on the concept of cyberspace sovereignty have resulted
in the naming of strategies to deal with cyberspace security
events. They have contributed toward a common basis for peo-
ple to understand the importance of cyberspace security and the
notion that “if there is no cyberspace security, there will be no
national security.” Finally, they have laid the foundations for
legislation, institution developing, mechanism establishing, and
plan arranging.

(6) Regulating cyberspace according to the law: A clear defi-
nition of cyberspace sovereignty can provide legal support for a
country’s cyber activities. The government of China stresses that
cyberspace be managed according to the law. It is suggested that

the security of cyberspace and the healthy development of this
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country will be guaranteed by the development of appropriate
laws regarding cyberspace management.

(7) Regulating the military presence: Military presence in
cyberspace is based on the existence of cyberspace sovereignty.
By strengthening the concept of cyberspace sovereignty, the
responsibilities of the army in protecting key information infra-
structures can be made clear, so that the army can actively de-
fend the country’s cyberspace border and play an important role
in cyberspace confrontations between nations.
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