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Abstract: With the development of the Internet, the process of computer software globalization continues to advance. A lot of 
identical software is installed on tens of thousands of computers. This makes widespread exploitation of software vulnerabilities 
easy and attractive for an attacker because the same attack vector will probably successfully affect numerous targets. Traditional 
software security methods can only be used to repair the vulnerabilities. Although software-diversity technology can remove the threat 
momentarily, it cannot eliminate the risk caused by vulnerabilities. This paper proposes a scheme of combining software diversity and 
mimic defense in the software security industry to eliminate the threat.
Keywords: software diversity; mimic defense; software security industry

1  Introduction

As early as the 10th Five-Year Plan, China had clearly pro-
posed prioritizing the development of the information industry 
in economic and social fields to promote industrialization. The 
recent 13th Five-Year Plan also suggests that China should 
focus on the development of cybersecurity and informatiza-
tion, safeguard the security of national network infrastructure, 
important information systems, and data resources, as well as 
should improve network management capabilities to assure the 
security of national information. China should also focus on the 
innovation of information management, information protection, 
security review, and other key technologies to meet the fun-
damental cybersecurity requirement of national development. 
As the foundation of cyberspace security industry, the soft-
ware security industry is the driving force for promoting world 
economic growth and social development in the 21st century. 
The software security industry represents the national strategic 
direction and a wind vane of national economic development. It 

has become one of key competitiveness regarding national eco-
nomic, social, and political security for a country. In the process 
of advancement of the international software security industry, 
developed and developing countries choose different paths and 
modes. It is necessary to start from the theory of economics to 
construct and choose a suitable software security industry devel-
opment model. Thus, China must adopt a new mode to develop 
software security industry based on the current conditions of the 
software security industry of China, and that is, therefore, of tre-
mendous significance.

Currently, mimic defense technology involves mimic 
computing and mimic defense technology systems that are based 
on multidimensional reconstructed functional architecture and 
dynamic multivariate operation mechanisms, and it is focused on 
achieving high efficiency and security of computing. Mimic de-
fense technology is mainly directed against the notable asymme-
try between the cyberspace attack and defense costs, and the se-
riousness of the information technology core and industrial base 
of China lagging behind national security demands. It is a type 
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of revolutionary technology that modifies the rules of industry 
development and attempts to reverse the current cyberspace “easy 
to attack, difficult to defend” strategic pattern.

2  Security status of the software industry of China

2.1  Security problems in the software industry

2.1.1  Attack software vulnerabilities
On August 23, 2016, the China Internet Network Information 

Center (CNNIC) released the 38th Statistical Report on Internet 
Development in China, which revealed that up to June 2016, 
China’s Internet users have reached 710 million, and the Inter-
net penetration rate has reached 51.7 %, indicating that half of 
the China’s population has access to the Internet. However, this 
number is increasing constantly. As an important carrier of the 
development of the Internet, software has penetrated all areas 
of people’s lives; thus, it has become the target of attackers. 
This suggests that users are increasingly being threatened by 
malicious software. In 2015, a team from the security company 
Secunia scanned 2 484 software programs obtained from 263 
software vendors and discovered a total of 16 081 vulnerabili-
ties; compared to 2014 and 2010, this was a total increase of 2% 
and 39%, respectively. The researchers determined that of all the 
successfully detected vulnerabilities, a majority (45.6 %) were 
not important, 25.5% were medium-risk security vulnerabilities, 
13.3 % were high-risk security vulnerabilities, and 0.5 % were 
extremely dangerous. In the vulnerability classification, 57% of 
the vulnerabilities were accessed through remote network access, 
35 % through the local network, and a small portion (8 %) re-
quired the computer of the victim to trigger defects. ANSI/IEEE 
Std 729-1983: IEEE Standard Glossary of Software Engineering 
Terminology provides the standard definition of bugs: Inside a 
product, a bug is an error or a problem present in the process of 
software product development or maintenance; outside a prod-
uct, a bug is a side effect or breach when the system is required 
to achieve a certain function.

2.1.2  Crack into software reversely
The code of the developer is the main cause of computer 

software defects owing to irregular and insecure programming. 
Several software developers give little or no consideration to 
software security issues during the design and preparation phase 
of the initial code, and thus, after the delivery of the software, 
inappropriate use by the user often easily leads to the generation 
of defects. In the present open architecture of computing sys-
tems, users have complete control over their systems and can 
modify the software and its associated processes. Some users 
will attempt to analyze the software protection mechanism, often 
with a malicious purpose. Software developers are usually re-
quired to prevent reverse engineering of the software to protect 
unauthorized copies of the software or intellectual property in 

the software. Commonly used encryption algorithms, such as 
advanced encryption standard (AES), Rivest-Shamir-Adleman 
(RSA) cryptosystem, and elliptic curve cryptography (ECC), 
are designed to exchange encrypted messages between “trusted” 
entities. The operations of encryption and decryption are per-
formed safely inside a “black box” to avoid repetition. Attackers 
only exist between trusted entities, and cannot know the mean-
ing of information and the concrete implementation of encryp-
tion and decryption entities. There are various code protection 
technologies in the market that prevent reverse engineering and 
code analysis. Regardless of their success and complexity, these 
technologies are unable to act against a common crack. The so-
called universal crack refers to that if a software instance is 
cracked successfully, this cracking method can be applied to all 
instances of the same software subsequently. This undoubtedly 
causes a huge loss to software vendors. The fundamental reason 
is that all the copies of the target software have the same binary 
code such that the attacker can successfully develop a common 
cracking method.

2.2  Significance of solving software security issues

Based on the demand and with the intensification of various 
information leaks and numerous advanced persistent threat 
(APT) attacks, the awareness of the enterprises regarding infor-
mation security has switched from “passive defense” to “active 
defense.” In particular, the latest Internet financing, electricity 
businesses, and cloud computing consider forward-looking secu-
rity as an important competitive force in the market and demand 
a variety of resources to enhance security.

The software industry with a large scale can not only raise the 
national economic index, but can also significantly improve the 
overall operational efficiency of national economy of the coun-
try. With further development of the information economy, the 
software industry will become a symbol of the overall national 
strength of a country. The software security industry, which is 
instrumental in protecting the development of the country, has a 
ripple effect on other industries. The significance of the devel-
opment of the software security industry lies in the development 
of not only the software industry, but also the traditional man-
ufacturing industry; the software security industry has a major 
stimulating effect on the entire social economy.

3  Solution of software security issues

3.1  Autonomous and controllable software

When considering software security, often only external 
security measures are considered, such as firewalls, intrusion 
detection systems, and anti-virus software; however, these secu-
rity measures may be invalid for backdoor attacks and vulnera-
bilities. The essence of information security is autonomous and 
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controllable, so it is necessary to attach significant importance to 
the security issues of information systems, particularly, the basic 
hardware, software, and core equipment. The concept of auton-
omous and controllable software lays emphasis on the adoption 
of domestic software. Although it focuses on using products 
domestically, it also clarifies that this does not ensure safety. The 
uniqueness of information security is the existence of a “third 
party,” i.e., a threat side that is not static. Furthermore, there is 
still some difference between China and the developed countries 
in the development of the software industry. In the IT field, as 
several key technologies and components are often dependent 
on foreign countries, the quality and efficiency of software 
developed by China still need to be further improved. Thus, 
achieving completely autonomous and controllable in software 
in China still requires significant effort.

3.2  Software diversity

Cohen pointed out in 1993 that the homogeneity of software 
can introduce a potential threat to the security of a computer. 
The attacker can easily attack all the computers that deployed 
the specific software by exploiting the software vulnerabilities. 
Software diversification indicates that multiple instances of the 
same software have different executable binary codes. It was 
first practically used in the fault-tolerant mechanism of some im-
portant areas. Using a variety of alternative versions of programs 
clearly results in higher reliability and security than employing a 
single version of program. With only minor variations in the im-
plementation of the function, the differences between the multi-
ple alternative versions of programs are transparent to end users, 
and these programs have the same function. As for the hackers, 
all the instances have the same function, but they have different 
binary codes and running processes. Software diversification 
prevents hackers from applying the information obtained from 
an instance to other instances. It also makes it difficult for them 
to develop generic exploitations and solutions that are applica-
ble to all instances of the entire software. Thus, each software 
instance must be individually attacked or cracked. Software 
diversification is a very effective technique to deal with common 
attacks and cracks. It can strongly increase the difficulty and 
time required to crack protected application software. In extreme 
cases, an attacker will even have to perform a separate analysis 
on the binary code of each client side. Software diversification 
is very proficient at preventing attacks when the software is dis-
tributed and installed in an open environment. There are several 
ways to implement software diversification such as multi-version 
programming using different programming languages   (C/JAVA/
Python/Object-C), compiler-based software diversification, and 
software binary code rewriting.

Although, software diversification increases to a certain ex-
tent the threshold for the attacker to attack and crack software, it 
also increases the difficulty of software development and main-

tenance. On the one hand, software development needs high 
cost; on the other hand, software maintenance is more complex 
with the implementation of software diversification. 

3.3  Mimic defense technology

Although software diversification increases the difficulty of 
utilizing a vulnerability for software attacks, it does not elim-
inate the threat. Therefore, to achieve higher security and reli-
ability of the system, it is necessary to not only use a variety of 
different software versions, but also introduce a majority voting 
mechanism to produce a more reliable output compared with 
a single version of the program. In this case, the idea of   mimic 
defense based on diversification (heterogeneity) of the voting 
mechanism, and the diversification can be applied to the soft-
ware, hardware, and other components.

A software protection scheme based on mimic defense 
technology does not depend on its own confidentiality, since 
it constructs a set containing multiple heterogeneous variants 
for protected software via the software diversification method. 
This commonly used method utilizes a diverse compilation to 
generate a set of variants. Compiler-based diversification tech-
niques, such as equivalent instruction substitution, control flow 
obfuscation, and insertion of junk codes, modify the object code 
of programs by different degrees, add new extraneous instruc-
tions, or change the direction of existing control flow. Fig. 1 
shows the generation process of functionally equivalent multiple 
variants, which relies on a diversified compiler. All input to a 
program is copied and distributed to all heterogeneous variants. 
The heterogeneous nature of the multiple variants is related to 
the diversified techniques employed. When the attack character-
istic coincides with the heterogeneity of the variant, the output 
of the attack is different for different variants. By comparing all 
the outputs of the variants and voting on them, an attack aiming 
at heterogeneous features can be defend, and thus, the attacked 
variant can be identified. The detailed design framework is 
shown in Fig. 2 and variants A, B, and C are generated by a di-
verse compiler within the same software source code.

From the designed framework based on the mimic defense 
technology, it is evident that the input of a program must be giv-
en to the three variants simultaneously. The advantages of this 
framework are as follows.

(1) It uses a variety of security mechanisms to disrupt or 
block the attack chain and increase the difficulty of the attack;

(2) It allows the use of “poisonous or bacteria-bearing” soft-
ware components and can control the security risk;

(3) A combination of software operating mechanisms can 
constitute a considerable dynamic space to effectively reduce the 
reliability of exploiting vulnerabilities and backdoors to attack;

(4) High availability of redundant and inherently redundant 
mimic architecture renders the mimic security defense system 
inherently reliable;
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(5) It can form special operating mechanisms such as symbi-
otic synergy, N variants, equivalent variants, and heterogeneous 
environmental migration to provide innovative methods for “poi-
sons-tolerant” operations and for timely detection, suppression, 
blocking, and removal of Trojans and viruses.

4  Conclusions

In the background of cyberspace security and globalization, 
industrial cooperation and competition between countries is 
becoming steadily intense. The software industry not only has 
significant development opportunities and challenges, but also 
faces increasingly complex security issues. The solution to the 
issues of software security not only needs the existing security 
technologies, but also needs the theoretical innovation guidance 

and technical support. The development of a new generation of 
software systems must cooperate with the national security strat-
egy. On the one hand, the research and development of a soft-
ware system with independent controllability should be focused; 
on the other hand, the security architecture of mimic defense to 
realize a trusted system based on non-trusted components should 
also be utilized to achieve software security in all aspects.

As a “rebalancing strategy of cyberspace,” mimic defense 
technology, an important aspect of software security architecture, 
can address software security vulnerabilities that can be attacked 
and cracked. Within the asymmetry of the current market share 
of the software security industry and in view of the differences 
in the security status at domestic and international levels, a mim-
ic defense technology provides a new way to solve the problem 
of component-level security. Thus, the security architecture tech-
nology can defend against software vulnerabilities and backdoor 
attacks, particularly unknown ones, and can alleviate the soft-
ware security threats introduced by technical weaknesses. More-
over, the mimic defense technology is one of the first proposed 
active defense technologies. The technology itself is autonomous 
and controllable for the security issues of the software industry, 
and it provides a universal solution for the information system 
software security issues.
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