T EEXM N R SR REEMR

DOI 10.15302/J-SSCAE-2021.02.008

TA BB R S % REEHR

Behian, 28, Topfe, 5KE%, Mk

(EZE TG B4 kg e A Cy, dE5T 100040)

TE: Tl H B R BECE (L b A P2 R AR T, R A E AR AR, KT Tk AR5 Fre &5 12208
T, BINT B 4 AR o X M BB (i S e 22 4k R I R, AR SCREIR T ok BRI (I R R R 3, Wi T oMk BBk
D) A I A A7 1R LR 22 A T R, 43 AT T R I Tl FL TG (4 7 5 TR I 114 2 A BR o AIF 32 77 81 Ty E T ) Jor 4 22 4 11 8
BRI RAERIE P AT A0 AR, IR Tl ELICN 22 A R = BUA &y, I S BUE BRIk R Ew, 12
Fh oMb BB A A N A e R e S fRBE RE 7, BT Dol BB AN R e i e 4, Sl bRk R YRR EUR R, fk ol BB
PERHE 22 A R IAER

KA T EB; fERiEE;, M%ws; RERE

hESES: TP393  ICHAFRIRAG: A

Security Development Path for Industrial Internet
Supply Chain

Fan Peiru, Li Jun, Wang Chonghua, Zhang Xueying, Hao Zhiqiang
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Abstract: While an effective industrial Internet supply chain improves production efficiency and reduces operating costs of enterprises,
it broadens the attack surface of industrial control systems and production equipment, introducing new security risks. This study
focuses on the security development path of the industrial Internet supply chain. First, the current status of the industrial Internet
supply chain is introduced. Subsequently, typical security problems are summarized and challenges faced by China are analyzed.
Furthermore, an innovative security development path is proposed for the industrial Internet supply chain. Considering the full range
of manufacturing, China should further enhance the layout of intellectual property for industrial Internet and construct an industrial
system for information innovation. Moreover, its capabilities for technically guaranteeing the security of the industrial Internet supply
chain should be promoted, with a focus on channel security. Furthermore, coordinated development between upstream and downstream
enterprises should be encouraged, and a secure development environment should be optimized for the industrial Internet supply chain.
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