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Country Initiative ?(ear O_f
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Germany Industry 4.0 2011
UK High Value Manufacturing Catapult 2011
USA Smart Manufacturing Leadership Coalition 2012
Sweden Production 2030 2013
Republic of Korea Manufacturing Innovation Strategy 3.0 2014
China Made in China 2025 2015
Singapore Industry Transformation Maps 2017
Japan Connected Industries 2017
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FEMHATS, A SR YR SRR AE R iU T & 35 B
HPATAES . IEHEK, T A5 CPPS A8 AR FH B AAE ]
PR A TUFN N AE P 28 15 R R A 51 S T AT R 7 [ 25—
26]. NAERIFEIA L& 1 B IR B B AT N S iR AT
N, HESH THLER R REREEE,  FIR e AR B A A
BN E 52 . NAE BRI 1) F € —
a9, EA&INCPPS A MBI FERB) ). N TH#
E B4R CPPS AH BL/E I K T #2 ARG, 39hm T
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w2 AT R A . RIS T H IR E B 7 4 g R
WEETERR UL T ENIER X, MIMIE S X o Fa ek
ANA AT IEHE KA RS AR BN . FE— DU S
FUH, ZhongZ 34K H T I B IEMAL 2 RFE 73 T (ReSFA)
XAt 2K g (PTA) I FEEAT 78 26 7= i ot 2= PP A
VRS (PRI 27 2 R T R ARLR PR I R, g — e
TAEZ P MERE . X OTVE N OB R R BN ML B
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TH T RS S ], P A = 28 0 R it 6 2T )
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B, R T PEAE S T I ERIEh A T . X
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JE, A HAL SEROL A R B2 B FE R 5 31.5%

3.3. /NG
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BRI, MK “REe” SIN TG . @ Sen g R e
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MIIRSSARAL, TR 4Edr . Sis WA Re i, i
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il 3k R o

4. HIHIE
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OB Las rpAE A G SRt P [41], BRIERES (UnZk
PRI REAEERD ALt R ARt ENURR S
&) HAT42]. EAMERARGREAIRANE, T
PEfl L B S TP R B A R RO R S
ey, I HIE AR FRAEL I SRS AL RE(43]. SR, XL R
e b1 LA E S5 M e R AR AE R AN RAE[10], fER &=
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FEERGHBEMR, T A de 8, BB R85
AT HAZ O HIT
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it FIS FUAE 5% B RRAR (1075 20 A1s 245 K A58 T R I 1
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LRI RIS L, BRI rp— N 2H B 23 B R AN
R REEANEFIEN0]; A S E N IR, W]
LA FH 3o ] B PR L PR 7 s 0 A 35 M SRR A 7 R
P, UG M AW 75K (451 Bm, A AR S
TR A, ANTTIED 1 T 5 RN ER £5 K A 0 7R
T, D T RIRIR SR [14]. TEMISS AR T TH, 3 AR
RGP R AR R, UL RGE L S
MZ TS [A6] PRI R A IR, $R5m T ARG ZAEEA
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4.1. 43 A& AR R

ARk, HBL T — ] DR CPPS 3 A U HES) K R
AR . ICT B4 A T EE S, RN E & CPPS [16]11 5%
BRI R Z —. FRARE BB, Amatpo dn
LA T AR 2 [A) 1 R <2 et T AT HiE
ST CASE LT S (e SR P | B oG E IR, R s
oA IR RGN R EAR L —, ERBIE RGN
N FE P (4712 [ o] 5 2 . X R T T
A R G BACT,  BLR R B AT 2R 42 R B
[47]0 — L& WA A AR SR R FE T T8CT Bl 4o — 4
(OPCUA) .\ #4843 < IR 55 N2 I A 30t Gii sRACH B4
T RE, X e R R R AN B SRR DCS [47]0 BT
Ko B, Q3 SGIE N B EE R ke, PAKHET
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W Sk R R R B B OR E R AR AR B AN
SREFEAT =S, EAT DR IEIRAR, 3
A B TG[46] 2 [ HE T ST HEAS o X AE K H s i AR il
W AW AR B PO A E R, phAh, R E IR A
ERIEOUR, MEFRN & BREE, XK AR
Az 7 LT I A B (AL 25K P S R M U T 0 R £ (48]

4.2. R ZE AR E

e AT G R G, ARV BN SRR A B b AU(E £
AT AT, BAT HS RN, A
PR K. TIAT IR BE 7 2 R 65 i v o3 A 2
G RG AT REIEA PR P, BFRN R CEXX N
S F AT T FREEIWE T, A SO 4% I TR JEAT 1] ot
Block % [49] 443 4ii X MES 5| X\ T — R (1 4F % CPPS 1
PPC J5ik. /A AHESE I Gt AR, %HE k47 s
Bl R&E, IR & DI TRV . P2PIEfE(f
M HTTP K, 2@ B SR 3 % Hi 1 WebSockets 5231



7. LiZE[41]38H 7 —MIE T 2R aRAE RS (MAS) 75
PRSI A A E A BRI e R B . 07
G- R 2R G R T RS, R EREEL. ZHEM
EIRLAACEE, AV DS A A AR . SERR A TR
WY, MAS J5 3] {5 18 B 3R 32 1 35.2%.  Vespoli Z[50]5]
NT —Fpo iR T7vE, T RS R A = 2 n ek
P . Z7hE 2 e B TE T HA R, RS
AP R T 4%. FuZE[S113R M T — Mm% Hbrk
RS, I MU IR FIRE R THFE, SRRV R
ZAN LR 43 A S RGO B e, oA T
] HA ML BN RO Z AR S AR S e HE
J7 18 AR FE L [521M1 2 B bR i A% = 48 R [S531P0 Fh S kit
ITHER, 1331 7 — IR, 2RSS BT H A
P, . Kumar S5 [S410F K T — Pl T B4 1 B 4 00 Kl
Tk, ZITERVPG R LA S IR B, AFFE A R
W12 77 15 N F B R 2R )3 Aol B A 1 DU ) i 1l ) A
X S % A I R R Re G, RIAEE K
AN B 1B 23 S0 T 21.6% F1150.8%. SR1, W5
AR, BRI TAEARTE A KM T AT,

o3 A 213 11 2 45 2 MPC (DMPC) (#4845 75 B4
Rl K, A DMPC H &2 8 7 22 R AR 2 Pk,
bl B At 1) B Ak 2 3 R AR 4 ) DA B KR A1 X
W M HARZ T RN R 1% [55-56]. DMPC #|
— RIVBRAR ()2 1) 25 7E AN [ A B0 38 R PRAT 42 o SR
T, 5 i[RI &N il 25 2 ) AH LR (S DUSEI Al A2 B
¥r. Farina %5[57]% i1 7 — MG EIEAK DMPC, HiEd7E
RIS A S ST St TR SRS HIA T I ThAE, K H SR
H1EEDMPC 347 T H# . AT TAER B, 5
DPC fH Et, DMPC R &EAN ST 42 1) 28 #0075 A1)
58 TAR AR, 75 000 AT Bl 2 PRI b S 42 i 28 1 T 9 g
PE. SR, BEEDARICT HATE GRS, LB T
(e, AT LU A R0 2 A B R E(E 75 R ok v AR
—F. fE FRBEF T, DMPC M RETE A Mk 5 b
#aid 7 DPC, WEBH T HAE S AT i i AR P AR e
T U3 AT 2 HHE A i AR 1 7], Ravi A1 Kai-
sare [58]3Lits T —Fi 7 i A MPC HEZE, TEIZMELLH, W&
BA T H— NS TR R R R A S, 2
Je X e R AR B TE [ AR R AT A I . ABATR AR A 1
"z, HRHERRBIEREP NS A &TE
RERE SR AL S G A T ), SR AR LR M R AEA )
FEIR N R HIERE . Yin 2[S9 NABE F —EALER (CO,)
FHARBE B P RSB BT T — A0 A U MIAEZE . A AT T
WSS A AN FEMEAR EAER T RS, I AT
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WEETT R T — At R A v 2 i) 2 A FORE Al T R 45
RIUTARRIE ST ERM R BAT BT B A A 25 A 035
PRI, Tl T PR IS SO e R S T U - A AT
i B A RRN], 27 VA RS B Al TS T R AL
R

4.3. /N

TE H 85 B A SE G- A =38 e T, B O
WAL, A R o e il R AR O E . Ay
i liE REER B ALEIAISI T, RGHUE AR Z
AL ARE E FPPRBEEAE . BHRS
e AT AL, FEA WA B PMERIZZ B, £
BT BRI FRSEES . XM RGRM T L4
Wb, LEInRIE RN IR AR ST, LR 9
BN EE S5 . R R R A MW R R AR
R A TEAR T, DA R B0 B AR AE i3 b 1 e
H, oA arass R ik . X8 E BT Hlid b i #4 a,
T 70 A AT Tk, e 2 N T A e A = o R A%
Ml TAEREE . BRI BOAI T 3% 5 % 4R 4 45 5 T 1Y)
[

5. fEN PEHNLZERBEHLE

i1 [7] CPPS (1) 43 A7 2 B 7244 il 38 P 458 7 1 38 45 244 I\
MR 5T = BT LN RS 1 AR e A o — il R
G A SAARES BT DUAH FLEAS AAE B GRS AE P2P 45 Hp
—FE) M. Bk, Bt SRR I
R Y B R [60]. X HREERIAR G IRV . AR
JZ SRR, YT DU i Oy —Fh o A UK
AREIAR, G R CATCEEAEfift AT i A I TRV P B 2 e, DA
B AR EE ) AV R R . ek, XHBE R IR BT {5 B A
EALAERY, BIOR T ARAYE . AVEEEATAE E[61-62]. A
I, DXHUBERN Tl BT & 45 S 2k 1 P2P 28 B HE
&, DARAE CPPS Al Bhry A sli v, SOl 7 AR B
SEAR 2 18] DU AT AN AT #EE i 5 AT A H[63].

5.1, FEACKHIE

5.1.1. LGB AN YR A R S ) A0 22 4

DXCBRAE Y AT R D Tk 2% S0 SRR N ok LK
PRI I o T X PR AT DLSEEL Tk B 1) 0 A X i 5
FAVE R, & T LLAT SEMB S s 00 M KRB
I 00 ok 55 3 25 5 BE R AR [64]. X BBl DAL B 4 L
7SN X R Re N € TR DS+ C R AP I b Ul 37
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FARNRGL . BLAh,  XHUBE AT DA RO 42 52 31 Tl Bk
P& s RAS, B R BE S 20 B 3k H 2 A XU AN
BEIBGLER60].

5.1.2. Tl EHRE f AT A5 USCHE 22 A dh =2

BET X HUBE 1) B0 A B 6 AT DA SE DA 1) m] SR AR
g d s, XA TAFEATIE & Z AR S, M
TR T I B BB . X e my DU S 3 22 4 f
Yy g, e SR A RO, AT AT A PR
BRI AR 256510 HUHE (1 A 2E iy JE 31 M mT DL i £
WAE VIR BHIRER. PGPSl KRB
BB, A tERE v ZIhRe Nl (5. XA &
HEBN T ok EHLIERR M BE A R4 . a4 1 iR IR 2% . iy
MR, BT BT B L= MBS e 4
Bidr e AEATIE . ANFESUIESE . B RS AR
S A B G HES) T B 2R A S0 A TE Tl
LI R IR 62]

5.1.3. T DX B I At B B A B

BT T HBMFEG, 7T LA 2 07 seif 5 B A .
TV LR OCBEEE R, B, PEALsETE. IRSITH. R
FEPFRAN S S AE B AT DU AR X BuE b BT e
W PRV RSSFIE . AT DASE AL R R R ) 2
WA MRS, WILZRIFRS hREER . SRR GEIT
Bo. P=im B DA . B REiE 4E2%E[66—67].

5.2 I Ml X BRI TN S B 7T

EHER, XRESEEVERAGNEGIIE TR
SRR RS A X iitie B MEEST RS 0 A6
B FE 2 ST T MR . BB PR DR %A A1
R IEAEAN T A, AR A A B I IR A T 5 Y
B RS T SOl kKR — R m Ok, ARt 7
A RIXHGELE R RE A A s P E IS s, EF
DXCERBEAE I P B SE PR BT, R AR AT IEAE HEAT (1Y
W&l

Lee FF[63132 1 T — Mg — M =R IX LBk Seky, B4
BRI L BRIV EE RS, DUR oA 2 i R St
MIEERAEYE. BEdt s, 2eth. B mavEE s
Ao Leng Z¢[68]13 T “miolbm A A AL ” S 1 12 A il
g bR R BER PP Fa bR o AT B 8 2 A T I
FEPR AT ESE T CPPS (1 RE il i AE S8 Py S AT 45 8 i
Ap= SR A B B . Angrish %5 [69]42 H T — 4N 44 A Fab-
Rec (IR &, HIT AL B0 A5 ARG SRk 4%, A0 45 A
ZERISEAA,  DAEAE LSRR GErh S Sk R GE 3% B LA

BEEAY), Xl LOEN # A RES R R RAE. AhATE—
AN SEIG S AR RS T & Bt — B T AT JE R, %
FEBFEEAT AL WK (W Raspberry PD fll—&
i £ LUK V5 8 e A LI AT EHLEE L. A AT45 &5
W, MESIUERF AT DU T R R g, ot — Dot &
Gui it . Pal #l Yasar [70]52 H 17— Ff FH Tl i b A1 S5 5
B RGHIIRA N, & IoT SR AL T X Bk i
A RIEALL L, LSS 7 A BRAR R 55 X 48 o R 22 5 PR
%o ABATTHIBEAY GG — AN H A ME— bk R 3 T ToT M B
AR, UMEdES S5z [ B AAE, #Emsesl
HLFE Hbr. ToTHEE A RKA (X4 3 —20)E,
DAOR R 2 43R0 5528 5 2% T A5 ELRTHE . 7Rl i) — T
I, Barenji SE[711492H T3 T XM i1 H, HT
oA G P P E TR, ASERLE S A . AT E SR
R T BT LRSI R EIE N B B RN AT 7
X, ZIEIFR T ETZ I EEAFF 6 1SR LR 4
SRR TEZARG BT T XS, DR S
SEREME . RIE MR A B ERSEE T LA S T 1
— S LEIRSCEE[72], 1ZSCEXT CPPS H By i 1) [X B A
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5.2.1. YA FIA A7 ik %
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Domain Challenges Authors  Year References

Data ex- * When data is processed at edge devices and is not transmitted to the centralized unit of the system, some infor- Sprock 2019 [74]
change and mation is lost by exchanging operational data over the edge computing paradigm, resulting in data degradation. et al.
analysis Balancing this trade-off is not straightforward.
* Currently, most of the data analysis is driven by artificial intelligence and machine learning capabilities that are Mocknej 2020 [44]
still performed at the cloud. The next generation of CPPS must transfer these capabilities to the edge network. et al.
* Data heterogeneity remains one of the main problems encountered; it extends beyond the standard syntax and Yuand 2021 [75]
semantics requirement needed for data exchange. Asghar
System com-  * Interconnected devices often experience communication problems due to mutually incompatible networks. Balador 2018 [47]
plexity These networks are normally provided by different vendors. et al.
* Each decentralized system could be exposed to dissimilar uncertainty patterns in the market needs, as well as to Mocknej 2020 [44]
different operational and environmental conditions. et al.

» The system needs to be scalable and flexible, as well as capable of self-adapting and self-organizing, so that it Mocknej 2020 [44]

is prepared to integrate new applications under any circumstances. et al.
Production » With the increasing number of product variants, the validity of planning data decreases due to the unavailability Block et 2018 [49]
planning and  of historical data. al.

control
Verification < Standards and methods for data handling, decision-making, and execution would not be complete without sup- Sprock 2019 [74]
and validation port for verification and validation. For a decentralized system, it remains a challenge to construct a virtual simu- et al.
lation test bed that enables the proposed models to be tested and verified.
* The challenge of the efficient and optimum utilization of resources increases significantly for decentralized sys- Mocknej 2020 [44]
tems under a multi-resource and dynamic environment. et al.
Security and  * Governance over valuable data may be lost to the cloud solution provider, which controls a relatively large Heloet 2014 [9]
data privacy ~ number of standards and procedures for its own business process. al.
» With greater interconnectivity and wider resource sharing in decentralized units, susceptibility to malicious at- Bhodke 2020 [46]
tacks and trust and credibility issues increase. To deal with complex interactions in CPPS, as well as trust and et al.

consensus among various stakeholders, the peer nodes must be able to handle secure access to resources.
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