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Concepts Major characteristics Supporting technologies Major research Applications Refs.
Intelligent man- * Al-based smart deci- * Big data processing » Advanced manufactur- ¢ A smart manufacturing system with a [11,39—
ufacturing sion- * Advanced robotics ing decision-making portrait of an ISO STEP tolerancing 42]
making * Industrial connectivity =~ models standard
* Advanced automotive services * Human-machine inte- * A product life-cycle test bed enabling
production « Last-generation sensors ~ gration intelligent manufacturing
» Adaptive and flexible * Al-enabled machine » Agent-based IMSs
manufacturing systems learning « Intelligent manufacturing planning and
* Machine-to-machine control systems
connec-
tivity
ToT-enabled * Auto-ID technolo- *IoT * Real-time data-driven * An RFID-based resources management [43-47]
manufacturing gy-based * Wireless production decision-making models  system
smart manufacturing *BDA * Real-time data visuali-  * An IoT-enabled smart construction pro-
system * Cloud computing zation duction system
* Real-time data collec- * SMO modeling * An RFID-based job shop WIP inventories
tion * Models of SMO behav-  management system
 Real-time visibility and iors * An RFID-enabled real-time production
traceability of produc- planning and scheduling system
tion processes
« Real-time manufactur-
ing decision-making
Cloud manufac- +Manufacturing service ¢ Cloud computing * Modeling of manufac- < Data visualization in a cloud manufactur- [33.48—

turing

distribution and sharing
« Intelligent capability
management
* Manufacturing cloud
service management

*loT

* Virtualization method

« Service-oriented
technology

turing resources and
capabilities

» Manufacturing services
configuration

* Manufacturing cloud
architecture

ing shop floor 50]
* QoS-based service composition selection

in a cloud manufacturing system
* Smart cloud manufacturing using the IoT
* A semantic web-based framework in

cloud manufacturing

Auto-ID: automatic identification; STEP: standard for the exchange of product model data; QoS: quality of service.
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RIS ZRE[54]. XEWREEEAWIEARATH
AR AN DT T, KR R AR G R 52 3 B R B
RETFZ -

AR BRI S — A . PEdkiE, F20204F
FAT T 20812 & Ve 28 P A 4 9 78 23 M F SRI0) BOR
[55]c IXAPEEADRE XS KIBIMAT M= A 5o, JUH R i
o BUAE, SRR O TR T a7
R, R E] S BoiE O B R A AL B S
BB &P [56]. BRI G, XEeYiA B A # 5
JNLRE JT, AT DL IR E 1 HLIBCTE 2O B R AL L,
AN AT DA LS B el g AT Jrh G R B BdE . e
SR TA) B LI R TG 5 LI, AR T A S A0 01 ) 152
A PR Z ), XL R IR T 5 5E 10 B 8 P i
B, GRS 7]. SR e AN AT LA Bl 2 g

EDAEYS S I S =P I RYE R RS PES PR (RSP SR
P, AN SEIRAE P48 BRI SEPE . #22([58-66141H T4
SR ) S TR N PR, R BRI AR 22 i) 32 B
BRI EC R

W2, WIBEMEOR Tl )iz B T s
G b AR ST PR AR S5 AN R k. AN [R] B0 N R PP IR 55+
AR EAR, PSS GURE T IS B A fE . RS K
32 [ % DA R e ) R DR 25 A e v R S IS D <3 SR AR S T
H & VR AR S 770 AR 3% 1R R0 25 b X2 18] 5 ZE MR
E, JCHGRAE RN SR I BRI, i LUIZ 2e A
ABUIRSE TR B (R A R, T HAE — s FE L Bk
T A ERER ] R

3.2. MR R Gt

I £ ) 3 22 G 2 ) 3 SRR A R 3 A 4UE — S 1)
— AL, A AR AN (R  2E A R DLGE I S R 1 T
LA B[67,68]. PILEHITE RGEH Ko KB HIEE 2R 72
W, WS . YU TREMMLE — Atk BRI R R
L s KGR EAURN S . Hrp— AN SRR R T
RMARRG, CHM TS E o R8RS
Z (e A G o8 RIE [ 69]. SESGEIARXR
GEASTRI A, CPSIZHRE R Gt Hb ok 4 B 4 N\ R0 &



6

|2 WIR RO R N

Industries/companies Aims

Improvements

Future research Refs.

Smart community, Cana- ¢ Neighborhood watch
da and China e Pervasive healthcare

* Value-added services such as utility
management and social networking

» Cooperative authentication [58]
 Detecting unreliable nodes

* Suspicious event detection in neighbor- e Target tracking and intrusion

hood watch

A cloud implementation
using Aneka, Australia

e Sharing data between application
developers
¢ [oT application-specific framework
ing
Healthcare and social
applications, USA

e Improving the quality of human life

Machine-to-machine * Easing the interpretation of sensor
measurement, Ireland and  data
France * Combining domains

Smart cities, Padova, * Providing open access to selected
Italy subsets
* Building an urban IoT system

IoT Gateway system, * Helping telecom operators transmit
China data
* Controlling functions for sensor
network

IoT application frame-
work, India and France work
* Implementing the methodology to
support stakeholders’ actions

IoT-enabled energy man- e Illustrating energy management at
agement, Italy and Spain production level

* A seamless independent [oT working
architecture
* Open and dynamic resource provision-  Big data for [oT applications

* Enabling ambient intelligence
* Examining potential societal impacts * Ubiquitous communication
e Increased processing capabilities

* Cross-domain connection
e Improved performance
* Enhanced interpretation from users

e Improved energy efficiency
* Reduced traffic congestion
e Smart lighting and parking

 Improved functions such as data dis-
play, topology, etc. tions
* Enhanced data transmission

e Integrated energy data management
* Improved energy efficiency

detection

e Integrated IoT and cloud com- [59]
puting

e [oT theory for management and [60]
operations

¢ [oT data complexity analysis

 [oT-enabled global business and
commerce

* Domain knowledge extraction [61]
¢ Interoperable ontologies and
datasets

* Smart city data analysis [62]
e Smart connectivity
¢ System extension

* Advanced IoT Gateway func- [63]

 Security management

* Developing an loT application frame- ¢ Improved productivity of stakeholders ¢ Mapping algorithm cognizant of [64]
* Improved collaborative work

heterogeneity

* Developing concise notion for
Srijan development language

* Testing support for loT applica-
tion development

» Conventional hypothesis testing [65]
* System extension

* Proposing loT-based energy manage- ¢ Enhanced energy data analysis

ment in production
* Providing a framework to support the
integration of energy data

IoT-enabled real-time ¢ Providing a new paradigm of [oT to

* Real-time information capturing

* Optimal production using cap-  [66]

information capturing and  manufacturing * Improved logistics tured data
integration framework, * Designing a real-time manufacturing * Prediction model of production
China information integration service exceptions

TR 1 X 255 22 T DA S P28 iR 55 i il By T 5
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B A RN T E(71]. BFRDBARMET RS
] L EE RN A EFRIAAT[72]. A AL S (S

RS HIRE PR R I RGN R A
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FEIT AT = KA HH R A K B It T 2 58 &
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Industries/companies Aims Improvements Future research Refs.
Power systems, USA and  * CPS test bed implemented in * Providing a realistic cyber-phys- ¢ Studying CPS vulnerabilities in ~ [74]
Canada RTDS and OPNET ical testing environment in real various power system models
time
Children keeper service,  © Proposing a key design method ¢ Designing CPSs with high-qual- e Data-driven CPS decision-mak- [75]
Korea for CPSs ity more feasibly and practically  ing models
Water distribution net- ¢ Integrated simulation method for e Facilitating modeling CPSs ¢ Extending the models and tech- [76]
works, USA reflecting the operation and inter- niques for other CPS domains
action of CP networks
Civil structure, USA * Developing and assessing CPSs e Illustrating the feasibility of ¢ Improving hydraulic actuator [77]
for real-time hybrid structural virtualizing CPS components models
testing ¢ Quantifying further scalability
of the proposed approach
Fire handling. China * Developing a simulation model ¢ Obtaining optimal sensing and ¢ Increasing computational time  [78]
for emergency handling problems  robot scheduling policies for more complicated scenarios
Autonomous vehicles, * Proposing a parallel program-  Guaranteeing timeliness for ¢ Addressing the dynamic nature  [79]
USA and Germany ming model for CPSs complex real-time tasks of CPSs in the proposed model
Intelligent manufacturing, ¢ Associating a CPS with holons, ¢ Ease of system implementation e Practical in dynamic manufac-  [71,72,80]
Sweden and USA agents, and function blocks in decentralized or cloud envi- turing with uncertainty
* Using CPS to digitalize pneumat-  ronment ¢ Time-sensitive networking for
ics with applications * Maximized flexibility and ad- synchronized motion control
vanced condition monitoring * Distributed decision-making and-
e Self-adjusting and self-adopting  self-organization between (sub)
subsystem systems
Healthcare, Brazil * Model-based architecture for val- ¢ Providing enough information to ¢ Proposing architecture for other [81]
idating medical CPSs perform medical tests medical device models
Communication, China * Analyzing the features of ma- e Outlining the challenges related ¢ Future design of CPSs [82]

chine-
to-machine, wireless sensor net-
works, CPS, and the IoT

* Reviewing home machine-to-
machine networks

to CPS design

RTDS: real-time digital simulator; CP: cyber-physical.

33. mitHE

P E R —NE AR, 50 B AT
AFNRT Y R B B IR R AL T SR IR S5 (30,83] IR AT
PR R ER G T2 AT AE G, BN
A ATTRT DAL/ (RIS G RS , A RS DR I P 4% B¢
DLSRAZBE 2 TEUR [84]. AR 3 H E Fbr v 5 B AW 7L bt
(NIST) HINH, — AN = NZA LNRE: %5
HBRSS . ol sz N SRR DU i E 55 s e Fl
AL R AR SS o XA AR R DY AN S AR 2 Y, BPA
. BAE HXFNREG 2B, LR =M A —
CERAFRI RSSO B RIRSS 7 AN “ BEREAEA RO IR 557 [85]
ANFEIEBAMB I H L AR =, i E A DA
TR I A B, A TR E AR O R
FEA A it 5 S YIET A L [86]

REZIFE AR, (HRA — LAy fiF ik
(I Bh A% 2 52 A X AN BT B HE S mT SR [87]. AT N B A
MRS PR LR QAT T K EMIH 7RI E = T EAH R 1)
MR, FEONH . BT SCERTERL, TE R T EAURAAT

oL B S B, W5 e AT O [88-90]. 1 U
RSB RYR A BC[91,92] ERCFAT[93,94] ATH R
PRI PE[95]. BB = A A PE[96,97 1 BL K 2= 2 [H]
(RIRE EL A5 A P AT A 45 (98,90 1) A Bk, PRAR T =%
RGHITT SR . 22 SCER[100]fF 7 X Le Bk b
HAFRRME T A IE R TT R

Bl AS BB AR RS, ZiE DRI 82
Ky L EARREE DA AN TR [101].
R TR RS Z MO KA A 72[102], =it
B TR R, 2410311115028 T =it E i —Lk
LRI .

WRAFIR, = ENAE . BT fliE. &
AT N LRz RIE . R AR I 1 T
fF, = E RG] LT @ T E LT LS AT I A
N AFRR o« MIEFH SC oAb FR R A 21 A 2H 2T R R I
SEHIDNL LT, #AEBAE & RG EHAT . BT RIEME .
FAG . PR DA BHRAI 2w, =i E RS T kR
iR = ) TE 5 77
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Industries/organizations ~ Aims Improvements Future research Refs.
Business, France * Proposing a method for * Reducing the technical knowledge e Integrating a discovery approach and [103]

cloud business applications for provisioning cloud applications semantic matching in the components

discovery phase
¢ Adding a negotiator module
National Natural Science  Presenting a hybrid infor- ¢ Achieving multilayer information * More comprehensive information fusion [104]
Foundation, China mation fusion approach fusion approach
¢ Identifying global sensitivities of
input factors under uncertainty

Business and healthcare, ¢ Developing cloud comput- ¢ Introducing cloud models to life-sci-  Identifying major issues [105]
UK ing in the life sciences ence business
IT and business, UK  Highlighting aspects and * Examining the true benefits and * Application extension in other industries [106]

uniqueness of cloud com- costs of cloud computing

puting
Manufacturing, Iran * Proposing a service-orient- ¢ Adopting a layered platform (LAM- ¢ Upgrading the XMLAYMOD layers’ [107]

ed approach MOD) for distributed manufacturing  procedures and structures

agents

Education, India ¢ Outlining the benefits of ¢ Providing opportunities for students * More cloud-based education applications [108]

using cloud computing for to test, learn, experiment, and inno-

students vate
ICT, China * Proposing a forensic method e Efficient location of large files * Researching the parallel extraction meth- [109]

ISO-New England, USA

Transportation, China

for efficient file extraction

* Developing cloud-based
power system simulation
platform

» Formulating a new entropy-
cloud approach

stored across data nodes

e Security schemes
* Cost savings

* Solving the railway container station
reselection problem

od for a Hadoop distributed file system
* Researching the analysis method on
EditLogs

e Real-life applications of this system [110]

e Study, design, and plan for the transfer-
ring network

(11

3.4, REHE M

Wt EL IR I AR DX F) AN BT A e, Bt iR B 2 5

[118]. 1 H.,

XF ML A A P e R O ) AT IR

N

R, HIAATE, BT 2 A7 3K 1)
[112] K& 0 BHE Tk B 2R, OfEEEs . X
By MU/EAS, W%, HEXHE. XS5 NERT. H
S WX LA A S AR SR 113 ] “ REPEIAEE” fEdE L
BHTRRAL. BARPIIBEN (IR ReAB IR AR ) D& ks 18
PRI, (BT SRAFAE — AR R X B 2 T e
W IE AL, DB AEGOE IR A Dy 1 B I H BRI
IEEMER[114]. fERBIEAEET, BUREERSEZ,
& G E G 53 BT ERAE AT BE TG A M A B A B [ 1157
BRI, RE T3 Rk R 4 A0 22 ) 1 B A 2 2N A
]Sk UL, FREBIBRIRAL. AL B T, %
J i G R0 AR A R IAS R R 4 43 B e AR SR 1 32 5%
B,

RGN TN AT Fe R Y], R AT LlE 5
HBDAHIA, fF#R BRI SRE R 15%~ 20% [116]. 1E
RKEHATI, W& P LREE (CRM) HdEdE47 74T,
PN R — I REA e i %5 7 2 5 B N = B 1 T ¥
117]. 0, V345 w) Al LI 447 P se 1T B ;I
WiE S, HEH ARG ERL, L DURTE AR 2 R EE R

Mr, WRBEHOR L AR = D) IR m e SE 4 1 [119]. 3
wi, RV 2 R, AR R E AR, DL
PRUFAERATE . PR A= . J0 I A RO, il ik o vl
DL A R B Bl 7 s W i K B LS4 [120]. N
TR BDALE ST N HFEST, #5[112,118,120—
124151128 7 SR B FH 461

WMAEBDAT R &4 H & Rl #, an&sprx, HHk
Mk (WGoogle) FIKMEER (WTesco) FHAAE
BDAR A ME— 52 23638 . 8RR 2 1 il id il [ 3@ A
HL (GED T80y T 78 REE 3055 T A Ak A 7= Al 4k 4
TAR. X AN H SRR P o 2 oG THl&E g, 1
FAT ML IS AT REAS R A F] . X3 T #E F N H BDAJT:
R R EMERRNER, 7L 555 A 7 Fl 4 il
FEE MK B H I

3.5 15 BALEMEHA
FRIEERAR (CT) &My RIEEER,
XA SR 148 — @ AE A HAE — A DL R A e A
fifi o AREANERAE RS A B RIHEOR [125]. ICTi#iRG 1T
ZHITHEABI NG S AL BEOR, ek R GE. ik
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Industries/companies ~ Aims Improvements Future research Refs.
Google, USA * Refining its core search and  Searching patterns and recommended  * Studying the algorithm [121]
ad-serving algorithms searches based on what others have
searched, external events, and etc.
Retailers, UK and USA e Tesco: precise promotions * Mining customer data from loyalty * Reducing potential risks of sharing [112]
and strategic segmentation of program data
customers * Recommendation engine based on * Avoiding using sensitive personal
* Amazon: accurate recommen-  collaborative filtering information
dations for customers * Enabling vendor-managed inventory ¢ Protecting IT infrastructure from cyber
e Wal-Mart: supply-chain opti- based on big data attacks
mization
Biopharmaceutical * Reducing process flaws * Making targeted process changes * Making a long-term investment in [120]

industry, USA ¢ Eliminating yield variation

according to statistical analysis
* Increasing its vaccine yield by more

systems to collect more data
* More advanced analytics

than 50%
Remote monitoring ap-  Assessing and predicting the ¢ Utilizing classification model to detect e Predictive manufacturing process [122]
plication for heavy-du-  health of the diesel engine analogous engine behavior * More comprehensive big data environ-
ty equipment vehicle, component ¢ Fuzzy logic-based algorithm for re- ment
USA maining life prediction

Tata Motor, India * Driving quality and reducing
cost in manufacturing process
e Increasing customer satisfac-

tion level

Premier Healthcare Al- ¢ Improving patient outcomes
liance (vendor: IBM), ¢ Reducing expenditure

o Utilizes process excellence and Six
Sigma principles
¢ Analytics of CRM system data

¢ Collecting data from different depart-
mental systems and sending to central
USA data warchouse

¢ Combination of optimization, emotion, [118]
and empathic use of data

* Developing efficient unstructured data  [123]
analytical algorithms and applications

* Generating reports to help users rec-
ognize emerging healthcare issues by

data processing

General Electric (Glob- ¢ Boosting industrial product

al Software and Analyt-  sales

ics Center), USA * Reducing after-sale mainte-
nance cost

products

Aerospace industry, e Predicting number of returns
USA in the future
* Minimizing product escapes

¢ Optimizing the service contracts and
maintenance intervals for industrial

e Integration with data processing in [121]
production process

* Combining large datasets (manufactur- * Automated process of datasets combi- [124]
ing and repair) together
 Using predictive algorithm to analyze

nation

data in aerospace test environments

(RN T R 8. B B T3 i A 2k B0 26 08 15 b
SRR T R REAT AR B A, TR REIE I A
((ENIZIRP S U i s R L 7k €/ P PR D S ST E S NS
B AT LABRIA 2, ICTXS T4k 240 216 56 R I 5
m, DRk, Jhgs L) EEN A T RALE A S B
HAFTAR, ROk 2 A B B2 4%
L1261 Bhn, TCTHIA N A R 2 i il 18 b 38 5+ 75
MEZERRZ —, BOVERH B igm 17k 55 SEEdE
RIEHERIEF=T].

PN R UL, R BIEAE AR AR
RETHFEF IR R, BN B REXT 22 4k 1A T 37 i
I ) SR A7 DB AE BRI R 15 B BRI
AR, FRAR T ORISR R TR IRAMEL127]. EBIAR
I AR, E A2 B By B a A AT BL i) IR ) A
2o IXFP PRI O S BB A BOR O I IE R 4
M3, B AR @A BRI R TR

SCRF 2 A5 B S v B S ) 7 o AR PR A SV T
AR R A [128]

ICTYEAR 2 4t ) iz Bk, B E . Fiiipll.
HlE . A RIER ST EAE BT AR
TEAREEST AR . #26[129-137151%& TICTH L
AN F o

ORI LAE H, fEZ Pk, AHEEBDASE HoAh
B, ICTHIN A B BIREM T L. X Z&FNICTRZ
THEME AR —A 2, HHCERANEHILTET .
METICTHI N F ZEAE P E S AR e R -, Iz
EEAPIEN, BT LA FIE B RS A R 5 ATy
R4 G, EF2MEEGF, ICTHMACS
FEAET EREW . FI, ST AR IEEF R E R T
ICTHI T R N AL, 7E Tolk4.09, FRATAT AT
DLBR R 10T RFRE FAKICT R A BZ AN 55 R}
$, DA PRAE AR Z2 77 M A B 3
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Industries/companies Aims Improvements Future research Refs.
Nigerian national policy  * Examining the ICT impacts on e Integration in teaching and learning ¢ Maximizing ICT potential [129]
analysis, Nigeria education e Improving teachers’ professional ~ * Proper ICT implementation
* Determining suitable policy for development and monitoring
ICT potential in the Nigerian
education system
Foresight processes, ¢ Identifying the channels for ICT * More precise strategic deci- * Insights concerning specific [130]
Delphi, Germany in foresight sion-making tools
* Determining the focus on fore- ¢ Increasing product variety in ICT- ¢ Expanding the scope
sight processes using ICT based foresight tools
Job satisfaction evalua- ¢ Examining the association ¢ Improving sales and job satisfac- ¢ [CT-enabled training [131]
tion, USA between ICT factors and job tion * Educational influence of ICT
satisfaction ¢ Integrating ICT tools in daily pro-
» Examining technology orienta- fessional activities
tion impacts
Tourism, Hong Kong, e Establishing the process of ICT ¢ Improving hospitality in tourism ¢ Industry applications [132]
China in tourism * Improving tourism services ¢ Incorporating ICT into busi-
ness missions
Water and soil monitor- ¢ Using ICT to efficiently improve e Improving environmental assess- ¢ Collecting data analytics [133]
ing, Taiwan, China monitoring systems ments and environmental manage- * Increasing the potential of
¢ Classifying the focal area into ment decisions environmental monitoring
different agricultural environ- ¢ Increasing awareness of ecosystem  coverage
mental risk zones services
Nursing education, Aus- ¢ Examining e-learning with ICT ¢ Improving learning efficiency  Learning-quality evaluation [134]
tralia ¢ Finding the impact of ICT e Increasing motivation for learning ¢ Preregistration nursing curric-
changes on nursing education ula
Women’ s primary ¢ Analyzing the ICT incorporation ¢ Improving women’ s healthcare ¢ Incorporation and the quality  [135]
healthcare, Brazil in primary care  Improving ICT resources utiliza- of primary healthcare
¢ Identifying different aspects tion ¢ Policies implementation
associated with better quality in
the care
Emergency medical * Storing and interpreting data * Improving emergency medical * Applying standard data mod-  [136]
services, China * Building an ICT system for rescuing processes els
emergency medical services ¢ Increasing data access e Short value chain
ICT-enabled manufactur- ¢ Examining industry deci- * Improving decision-making effi- ¢ Allocating production capaci- [137]

ing landscape, Germany

sion-making using ICT

ciency
* Improving product quality
* Decreasing time-to-market

ty within a value chain
* Establishing a heterogeneous
tool environment

4. EIrEE
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g HR b A B AE AR, I BEXTHLAS A B 1) K = 2
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