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SR BABVLE . Ve e H e T B,
WEP K02 RCA FFIFE L, HEARFEZ
RAEmAEIFFES RENE £ (PRNG) =
HIBENL I F 5] (PRKS), 1% 3% B i 51 #0
AR REHBRE TS, REwmAZTFIMmE
XHRHERE BB

B A 8 AR B T S VAR T 41 %t
FHBATIR BB AOMERE, 128 b AR WEP th
BRI LABLHE B A F B tE B T LA T 58 1
f#, E3CHR(3, 4118, MARTFER N BHARA
UM HZNY, TH WEP BHKER LD 55
BHEFREFERAE LD RR, WEP EHK ivE
B/, BfEARMEREE RC4 HATME, Win
FREN—NEERERZNRERAHERL v | SK
g 2 MHBA, BdrE ARG

C2DC1={PI®RCA(iv || SK)}®
{ P2DRCA(iv || SK) | = P1DP2 (1)

MEHEFH—MHEEHAXER, Z—MHEEMN
BSOS BPBE AT LARRAR . ZEBUSEHH R, B FHHE
RENESRHEHRITUEREMN PLOP2 $15%] P1
M P2BY, R TR X P d, WEP RA iv || SK
YERTEE, HF SK R, iv BEH— KA #ok
WEARKERR, v AW R E%, WEP
Y iv 258 R 24 b, BRIR—ETH AP
—ANEHH TN 5 Mb/s BIfEE S E N 1500 B
FIBAEDT, iv S EEE RRFER,

iv 7£ WEP MR FE#R 4 2 1~ oheE, ——A
RAEBMEHRH, —R—IAEPREITHESHITEH L
PRAE AR % XUT KRS RFER 2 . MICHR[3, 4]38
HEBERE, RFE A iv M2 E (B
ivP BN 128b, HEIAXHSIFHENFHALK,
WATLAB K; = Sk@iv, iv B 128 b), fBLF 7T LA#
B EREEE, {25 WEP MR FES — N E AR
W, YivikERRX (A+3, N-1, z) B, AT
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Nextcomm 73 7 B Key-hopping ¥ K1, LI &
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WEP # RC4A R AT N 2845 24 b
VIHEmE vl 40 b B‘Jﬁfﬁ SK., BInE—K ivH&
BE—K, iv LB BEE % OB C &
AW . SK N BSS 14 STA B EHN R F(F
B, E¥HTHERFIREMS £, —HTTLIA 4
A SK, BIERHEFRS 1 MEA, B THLEH
HEANEBRLE L TR, —SREHERLEA
128 b H4H (SK KEH 104 b) WEP2 HM¥l, %4
W T ERAE WM EES, EREFRHAK
B, 802.11 RAx#E M R ALVT R R, H
TRIESIEM 52 %, WEP 3R CRC32 Btk
HHEBNER S, RN HE B AIES ICV'HE
HAXH—E S —RmE, EXIREREEE,
EEHE W BIAER ICV, HMkE ICV K,
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Encrypt Algorithm E(M, SK)

K, <iv | SK

ICV<-CRC32(M)

P<M | ICV

C<-P@ORC4(K;)

out<iv | C

Return (out, SK)

Decrypt Algorithm D(C, iv, SK)
K;<iv || SK _

P’<C@ORC4A(K;)

M’ || ICV'<P’

if CRC32(M’) = ICV’ then Return (M")
else Return (failed)

Key-hopping 1 TKIP Hh LB KM, BAT1ER
AN EFBREBEEERTERA WEPH K, =
iv || SKo Key-hopping f#f F§ HMAC-MDS5 & &, iv
#7128 bo TKIP .0 A MBI Z B EHER
8, BHEHERATECRITHEARES R, %k
BON—IEETEE . 48 b Y iv LA K& % mH MAC #2
b FH WEP seed, #I0CE MR MPDU $115
Bl iv, AFRERAFEHARS RIS WEP seed #1T
fRw, B, X2 MRy RER T RS A SR
A—HM iv BERIK/DA—FESh, HLERHER

HEK, B, TUHE - MEERERX 2 1
P,
A2 InF R .
Enhanced Encrypt Algorithm Enc(M, (SK,
i))
K<Algorithm(SK, iv)
ICV<-CRC32(M)
P<M | ICV
C<P®RC4(K;)
out<iv || C
Return (out,{SK, i +1))
Enhanced Decrypt Algorithm Dec ( C, iv,
(SK, i))
if iv # iv’ Return (failed)
else
K; Algorithm(SK, iv)
P’ C@ORC4(K;)
M’ | ICV'<P’
if CRC32(M’) = ICV’ then Return (M’,
(SK, i+1))
else Return (failed)
HENLFNFERREEBRSEFANEH
K; HEFHHA SK RS IH S  EdREREER
H, i MEBAK, #i RC4 #HATME, SK A
BT MRETHENBERFR, BZHMKES
PR T BERE R E R IR E, BN
—K, RATTEEE 1k, HEMN v, v K
BHRnfr, UBIXHEXBE B CBEN C A1
BT, X8, v ARATER K, MEENR
BIRRRRFENTG MR, #3778 B A
iv W iv RFEE W RERI P, IRFHE -,
MW HE N TT R, i SK FRATEAS i
BENRSEERE K, #1T#R%. A TE4 MPDU
A 1AME—8 iv 5N, FHIETFA iv R
b B ST E AR P BLA
XM EIH LA ETRETHTRELS
HRER B A E R, XFRA WEP A&
b7 3 S &I ICINVE (3 K (35 1 o o] Ml b BUEE 7 ¢ 5
B, ERBNESR AT AR RE N2,
XTEA | 802.11/11b MR R —ME BT RIT
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WA, FEAER 2 PESFHEIERERTF
FH, RNY KT ivi=E, KKERKT SK M4
RS, WTRE TEA WEP YL M ELt6E.
{EXTEA ) WEP Z2HF 2 08RE, TEAA
SCRR[13 J$R Bt 2P RR AT 7 SR ST AL 2 347 58
Bt
Mg B&, A1 KB L REA 2 Re6,
EfERSEEE— K B SK AR FHH, HE
AFHEAIEA R BERAERMEFEANFS ., B
WA LA—R#T . A1 KRS RN
Algorithmygp (SK, iv),
iv——m {0, 1}%,
K;<iv || SKo

4.1 HXEERHRIEMR

R 2 SEBR B AT RAAr R 2 ANAE X I S B AR AR
FHAE BB BRI,

BAFHARE BT LUE R — MY BELE
HERCRESIL G, BT LB R i &
SYERRRIERARE . A—MRB R Adv (¢) K
BieH e OhBEpLYE, RRBCERARTER ] ¢ WIS
FIL n NN S EK OBV X 2 FF & 19 B
KHEER,

Hig 1 PRRENLEAE BUREHL G = (SK,N)

Algorithm SK,

SK <22 10, 1}#,
Return(0, SK)
Algorithm N({i, SK))
K;<PRF(SK, i)
Return (K;,{i +1, SK)

PHBENLEAE RSP G A=, EHFEN
FAERBEE SK £ BRENHWERS (0,
SK). B E N BYRIRESERBA, FWik1
MRE (i +1, SK) M—NFEYH, HIREH
FrFRAEAMH, FEHAMSK WKEHE, HH
k i, :

4S=(K, RCA)AEAMMENSH, BFE4H
ALK, RCA BB, fit n FHRER. WE
AMPEFERIA AN T R

S’[S, G]=(K’, RC4") (2)

XE—-TEIREOMBERE, MHRESEE

PIFENLEAE R B G HPIIERE: Ste< — Koo
mELBE ST HNEZINE, S MR, B G
ERE MEHAT R ME, (K, St)<
N(St; - ) ARBHBBRABRENRE, BEd
[ FH R AT —MRENL
DIBENLEE BRI G T R aE X1,
X1 G=(SK,N)AAFEHEAE RS,
FHAKEN £, n RREH, A h—FdE, »t
G W% th 7 3 A LAAE R B B BE DL P 51 3 47 20 A
Mk, WSk E 1,
Bt A FIOABETLECE BRSSP G MR HE k%K
55 H
Advg, ,(A)=Pr[Attackg, ,(A)=1]—
Pr[ Attack sngom, n(A)=1] (3)
Advg(t, n) =m/iax|AdvG, 2(A)} (4)

NBENLAL A AL G B S eR B B 18] ¢ A
HIBRE, FATERE : AR n N R B8GE
BB SR ATRENE . BfE] ¢ RIER I RMERTEN
A, MARHITE S A BT RIesE

D BEL R B BRI E o

ZX 2 PRF F RhthBEtLeR%k, R* RETAM
{0, 11* Byt l0, 11* Iﬁlﬂa’jﬁ?ﬁﬂﬁ%ﬁ%

D A—®™%id, D HWRERECH
Advp(D)=Pr[D(F(K))=1]-

random

Pr[D(f( )) = 1: f<——R*] (5)
m F MIEERECH .
Advg(t, n)=mgx{AdvF(D)} (6)

POBEHL RS AES R BB E] ¢ Fn BOERK, &
TRTERFIE] ¢ PIRYR n S P B B 2 T B
BRI B

ZX 3 S=(K, RCA)HEAFRMFEIE, K
B, MEELER RCA, Bl » TV SR,
S'[S, G]=(K’, RCA") R ¥ i85 48 8 7 b B i 25
P, G hEHEFEYL, EFENERN K,
% RBHE L FEHER, » IREB. A RS
BT, AN S M. ‘

S B S REH

Advs, ,(A)=Pr[A(RC4(K))= 1]-

random

PrlA(f(+))=1:f R"] (7)
Advs(z, n)=m§xAdvs, 2(A) (8)
S’ HIRERE R

Advs, 1, ,(A") =Pr[A"(RCA(K"))=1] -
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random

Pr[A'(f(+)) = 1: f<—R"] (9)
Advg (¢, ln)=n}45;xAde L a(A")  (10)

&2 1080 Dl B L oK A 1 e B A 1 B
BEDLEAE RS G 3R LR A
Advg(t, n)<<Advp(t, n) (11)

BIEEHE 1 fibRE X, #HENTEME.
Z®2 S=(K, RC4)AFEA RCA INEHLE,
FHAKER k0L, G AIBEVLE ARSI, &
BAKENE DL, S'[S, G]=(K’, RCA") HIIEH
I HLE -
Advy (t, In) <<Advg (t, n) +n Advg (2, 1)
(12)
R A AR AT R I AL E Bk,
t HBEH TR BRI, D A&t OhBELE A AR
REW G WBd, A N X RCA hn % HL s A 2
Hio. A '
Pr[Attackg, ,(D) = 1] = Advg, ;, ,(A")!!
_ (13)
#ig 2 ABEEE A'BdEA RCA IMEL
#l S. EXM—RIIZTLMEHL, FAMKFHME
HIEBSURFIHIT . A WRESA X, A
A HBLEEWEINT
Attack A'(S’, j)

random

K; =——I|0, 1}*; S~
fori =1, =, n do

if i<j then Out;/<=" {0, 1}
else(Out;, K;)<S'(K;)

S<S || Out;

g<A(S)

return g

Attack A(S(K, RC4))

j random {1, -, n}; S<¢
fori =1, -+, ndo

andom

if i < j then Out; <—— {0, 1}
if i = j then K;<K; Out;<RC4(K;)

if i > j then K; <=2 10, 1}*; Out;~
RC4(K;)

S<S || Out; .

g<A’(S)

return g

/*\PJ %A/(S',])ﬁimmﬁ$, j=09 tty,

&
Pr [Attackiundum,» (D) = 1] = Po— P, (14)
AUED, Y HF5 2 RCA A RE, W
# ARE 1 RS A’ (S, - 1R EI R8T
&, M T T2 R, B ARE 1
MRS A'(S", j)BRE 1 HEEHESE, ; RE
{1, -, n| [EIREYLERE, HIA:

PrlA(RCA(K)) = 1] = %in_l (15)

PHAGF() =1: = gn) = 1 31p
| (16)
LA
Advs; = L3P,

B (14) 8
Pr[ Attack,andom, » (D) =1]=nAdvs, {(A) (17)
B (12) &KX (16) #15:
Advs, ;, ,(A") =Advg, ,(D) + nAdvs, 1(A),
Bl Advg (¢, In) = max Advy, ;. (A") <
Advg(t, n) + n Advs(z, 1),
4.2 RESH
FIA4E HBGE Bk Ry N8k s B ik
i, FAT n WIRRABRIIEER n2 28, b HEH
{ngjo
ERB|IPATH R SRR BOEPRIEL, ¢ i
PEFn,. HEME1, BAEHNEREZ LR
F R BRI R AR A BERLF 5 A LR A Ko Key-
hopping /] HMAC - MDS &5, HivKEX 128
b; TKIPHhRA HCHIES R, BEEERK
ALURBEBHNEZLMERE, ivKEHN 48 b; WEP
BHEEAAE v NER, BREHEEN N
PO A R B B, TS ek 20 3 A -
Advg-wep(n)=~(n%+n) 2% (18)
Advg_txip(n)=(n?+n) 2% (19)
AdVG - Key - hopping (7 )=( n?+n)2138  (20)
RC4 EA N FHL 3 5 B0 L K12
Advs(n)==( n’+n)/2%
W TKIP B LH KB
AdVTK[p(ln)%(n2 +n) 2B+ n(12+1)/21%8
~(I’n +n?+in+n)/21%8 (21)
Key-hopping FIEE R EH
AdVKey hopping ()= (n? + 1) 28 +

_1 — Py
nz °

n
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n(1%2+1) 28 (n2+n) 2% (22)
WEP WML I8 R BH
AdVWEp(ln)%(n2 +n) 2%+ n(12+1) 2~
(n%+n) /2% (23)
8 A RC4 Bl A R BE P31 B A (B A
Advres (In)=~(1*n*+ n) /2% (24)
He n RO BFIIE, £ H 128 b, BE—
NEILH) AP FE— N FHH RN 5 Mb/s K54
WK (=1 500 B M E#EN ., WEP . RC4 fil
FEPLHI AR H R R EE A 1 PR,

1.0

f ! — ANWEP
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Fig.1 The comparison of the security
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hopping ) & & ¥ AE #X 18 B K 18 FE £ &, Key-
hopping HZ &% E & o

5 ##

HEMH 2 JUEE, BREMEILSS5RHANE
HAEFIHARKXER, MEBRAEFEIRM L
SRR B K FHRA RC4 BIMFELH, HHE
PSR AT EFIRB R ESERER. ABHEN
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R ZLWRBIEESE, XEZetEIEEARRE
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The Security Analysis for Enhanced Data Encryption
Schemes in IEEE802.11/11b WLAN

Song Yubo, Hu Aiqun, Cai Tianyou
(Research Center of Information Security, Southeast University, Nanjing 210096, China)

[ Abstract] As an expansion of LAN, the WLAN reduce the cost of building a network infrastructure, to enjoy
the mobile, high-quality, multimedia services. The 802.11 standard for wireless networks includes a Wired
Equivalent Privacy (WEP) protocol, which is used to protect link-layer communications from eavesdropping and
other attacks. Several serious security flaws in this protocol have been discovered and some solutions have been
proposed to enhance WEP security. However, it is doubtful whether they can provide enough security as these
solutions lack precisely security analysis. In this paper, concrete security analyses of various enhancing
mechanisms are given. Results show that these mechanisms indeed increase security and bring significant,
provable security gains in WLAN environment. The authors quantify the security as a function of the security of
the primitives used, thereby enabling a user to decide how to construct an enhanced mechanism for desired
demands.

[Key words] WLAN; encryption; WEP; rekey
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