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Abstract: Given the nation’s critical infrastructure and key resources (CIKR) reliance on information and communication technology
(ICT), identifying and controlling the ICT supply chain risk has become an important factor when protecting national security. As the
forerunner of ICT supply chain management, the US provides rich experience in enhancing the strategic position of the ICT supply
chain, establishing the standards of ICT supply chain management, ensuring the security of software and hardware in the ICT supply
chain, and supervising the procurement of ICT supply chains. In addition, the EU and Russia also specifically strengthen the security
management of the ICT supply chain. Based on the above research, this paper provides some suggestions on the security management
of the ICT supply chain in China.
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