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Abstract: Quantum computing has the capability of parallel computing and is superior to classical computing in solving some specific
problems. Once a large-scale quantum computer is developed, the security of classical cryptographic algorithms and protocols, which
is based on the assumption of computational complexity, will be severely challenged. Quantum cryptography is a new cryptosystem;
its security is based on the principles of quantum mechanics, and can resist the attack of quantum computing. This paper focuses on
the nearly 40 years development of quantum cryptographic protocols, including quantum key distribution (QKD), quantum secure
direct communication, quantum secret sharing, quantum identity authentication, two-party secure computation, and quantum private
query, and summarizes the problems in the process of development. The analysis shows that the quantum cryptographic protocols are
in an unbalanced state: QKD is far ahead of other protocols and other protocols are difficult to achieve breakthroughs. In the future,
practical quantum protocols for digital signature and two-party secure computation are core issues that needs to be addressed urgently.
Therefore, research on quantum and post-quantum cryptography should be conducted synchronously, cross-over study and talent
cultivation for the quantum science and cryptography disciplines should be strengthened, and the examination and evaluation
mechanism of relevant basic research needs to be optimized.
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FIE S, HETQPQRER A M AR L (#7 S
BUR 25 2 4% WAE R [54]) .

J\\ REMRTFE

RFTRE L, R AR D 2 2 e
BT PEIE B . BEE QKD MM B H 3 4 AE B A
AERWZet, | TEWBIZEHBONTXHE T
UL — AR SR A K — A E LRI

FEL TR, CLAFAE B I SR AT B AR
A, R R B A HT N SR ORI B P
PR S AR S SR LR AIE ¥ S5 1) 5 4 1 ok s RTS8
PEy P 2OROEN AT HIAESE, Ixek
H & 2 R D BE A AR AT BRI K 1 — A 72 28 1Y
At (ED, WA R —ME B RGER 2 M %
BT I 2 A48T

%T QKD M E K% &VEIL S, 2&EANH R
SHERE, B SINETEARREmIRTT AR
et HFR&EE - “EERLE” 1
iR R, tBRAFNA R mRTHE B RGHER
KT EI AR 22 At o SR AN R R 1 S 5
BEERE, HAHE RS AR I E T i
E/E QKD, BT ATEHR Frin iy “ &G,
EARORYL, BT EATA T QKD 3 1 4
Joo HAMPP AR R FAPFAPIRE, Hstd
A CHARPBCEPLRBL” BORAURE . Bltk,
MU AT IRIHME B R G L& Hir, BTN
PRI FEE A AR A IR B 2

AR, BT E Y SURARIEA 1 2 R
AL R FLUEROILR T, AR BB 4T
S IE MR S R BEE, JF SO E TR T E Y
R R T R ST 55 AR, ARG 2
RE T AP ENH R, RHEEE
T -G MG EME R R . T o5 R
AN SRR ] R I 1o R DRI L ] TR AE PR 14

(1D AHEEM SRR . £E TEEK
BT B G AT O I B S T A ORME LA ]
I BRI —Hr o, B3 6 IR A A £
Wri b B B R TSN E LS RS
WURASHILLEL, SRR IRA,  BEI A 2 5 77 12 25
W BRI AT . ARPITJEI N, (58 M P A B S ok
—E MR IR A, 1B AT AR R R T T SRS

151



ETERMUMRIKRSRER

AL IR A . R, N T X B EE s,
BTEMGT R ES - ANEiUs 4R, |
(A2 A B R 45 Mk AR VE B3 005 B . XM S
Ab FE I e AR B T R B e A P I — AN G
B, AT A HME ST o BT AN R L 22
SRR, WM A i 22 3 A B T N S 11T B
W, SRR TR YN 1A S I R S T AR R I %
i)

(2) LR F BT R S R S I 2T 5
FERTHMP R R, AT LE B i
(ThEeR H bR R BT E L. SR E TS
WM e e R E AR X S, ®THLES
S 200 2T 25 1T R 5 & MU R A IR KA A . X a]
e IE 2 FATHE IR 2 B RS P il H AR R BT h & 1 250
RS E BR A E N . R, AR TR R
A AR A R 2 A B bR (R RS
AR HAMED, SE R E TS, &
P BB EUAS S8 B B 90 JEL I o T A SR BUAS I T 1
QPQ Wi mh & 31X J7 1 () — AN LB ] 7. e
“ZIW—" RGBT et BB ECh “ K
BUR” A, BEIOE T RTINS, NFFESL
BRMF oK, O R & TIRIFMISEHE .

(3) ETFAYIEMER, NN MAERY, &
TH T S TR A B s
LR T AT R BT H R A T BT
2 ANATEUEY, 5 R A ST A B P
AR, Wi ERLE BT P DR R b 5 AT E B AT .
LT, BB MPTT w et RS Rl
B ARSI ORI . 10 H BT AR KR 2
KHAMENEFAHEL. Lk, &FFEDY
“UERILEE” MHIERE AHEN “ & TH¥E 5~
PEB T B PEAR ELP 5, BN A A B 00
M E 7 iR T T A DR AT RE R AT AN E
1. BETFAHEN, Ragit—MAET2uAH
Y, (HRESLIA LA HHE I T RE I AL, A
oi

/|

=

U, T REER AR . R T SR URSEILA B
TSR AA T e, R AR R b3 A ) R
ZH,

n Eprik, &7 A E fe R 4 S A
B, AT DA R A P15 65 JF 2 AL Al AT 287 2 4
AWy A ST R Bk, ol vk A s e
B E TR AEFS T no-go & BN T

152

AR IR — iR BB

(4) BT -2 WA S IEMF R R HAK
G, ETESEH IR BUR BRI, HELL
e T IRTHE B ARG Z RN #R. KA E
MRIIBERIE B ARG, RAEH S s iR Ry H %2
fh. BERdl, RAGBREHET -SMMss
R EEN P AR 27 E WA ER=— e D P 6
(RONBAT S AL E T 80 FZ4 . B 4n
R CHRIAT R B a5 2 iy
PP ARES ], A AT RE = 3 BUR 7 R 1 3 A
KEME (Xt F B A% 7 QKD iR B
G, BAETIER B TR AT BLE K
WA BV RANEE R ARG A E IR
THED . A X —BUIR, B S 2 TR B T b
P (QKD M QPQ), L1kt 52 AHIERL 2
SR L, B DR T A U A A R R
PIsen. BMER R —E R e et s, £—
PRI AT HIWT 7T 8 B o X B OB ) A A
@O M 4T AR T IIRE, e g ALe 4 s
TR RA B 2 e VEIR T ? @ WRETRL, XA
Wi AR AT E L2 G AP I L 1A U
AT Re A& An T SEBLA ? 3% B AR 1 E A B i
BETHMARIAEZNSENE. O feiisdens
RARFIAE S =T7 O DIRE, RUDBIEREC T4 7
Ji A AR R A P T R 7 B
WERAE T FULI AR OK, BT # T IHAEE “ A 4T
KRB, AIRIMRILIR, FFE ReA A MRSk
AR TN Bh A AR A B .

v XERERXFFTRIZEINL

nbprid, ERBR|EERTHE R R G L etk
HISEHIAE B bR, BT3Pl hib A i 2 ) i 2
fiE o REMWIL, EFHEERME2eESNE
R FEFIR b, R R SR A R ok
SBr i BAE AIME N R R UL A RS
Tt R, EESTUSEI AN AA AR
REMT FEICLEI 5 T A BN g i, ans)
REBD MM ( “HIfeZ” EEEWE T 2t
MARE Bie 2 a4 S, TIX e i i &
BRAIE S R BRI 2, 2 AREERIE 7%
PpTIESKR A B et ). BT EMNAR L&



PETIZRIS 20024 $24% B4

THE TR S S s, kR E A
ZAURIE AT TT, A1 B LT L il

(—) EFEBRSEETFEBMRNESTR

BT BT E T EIE TR A U D K X
(Ebinks . 27258, Hash. Zaf&5 8D v L%t
NHERY, XM IREE R FEN (SPiET
i), REEBRETFEBREARGEE LY S, HE
PR T AL 4345 Tz, IR
HA MBI BSeEMR A B, &7 %A
JEETHELE AR, WEHLIIiE I ERT
MEEERD. %TF Har A& T SR
W, AR P TR A R ORI TR D

TE AR, R EFE H RSt IE
AN5eeE, (HEX AP KR E S UK
Mo BFEMEYARBE R Z BRI,
ANBE R AR B A v B 2018 SR S M R R AT
NfiGik. —JHH, MEBRRMABKE, &%
TR A b IR o T R, T BRI K R AT g
AR RN (L& TEE S R )G,
P A B e P B 2 B 2 KRB AR« 59— 7T,
B e =T 300 (BONHSERAM ekmpMA, =
TEMIEA R T ReE R, HEREENPiE
TFH BT O B V8 it B o R

(Z) mse “EFRERT M “BRE BNFER
R X R RH AT 5T
FEETHEMT, PR T - A E K

R RBAELAT; AfFETEMET, Ui

o3 B B 7 R MO A L B e

FREE, XA EEH TS A 7 X EIR A

R TN N -SRI T A 2B A B

S kSR, HAHIAAER R TR, e

ERESRFI AN SUEIRBE =, G BATAIAH LT

U5 EAMA S AN ZE . B, AT BUR

EXIAH R R AE SR A B IR T4R 4

(=) ML XRERAREE N HLH

PR 7 TSR 0 1R 2 i 2 0 H AT Ak T e i
RO EAR BB BE,  HR G B R 3 R L
MR SRTL HAR CRRREET MRS, HETE
PR AL h ) — L 2R A 2 K A R 5 AR

KITHFRIERD AR 2GR TT. K, £
“I TLME” R BE A E 4k S0 AR ST TT ) B R P
opLi, EiEEE B A A L T T
AIRMIT IS, XHZ AR BT 7EE IR A A e 21

+. 4iE

AICEBE T T BT ENASEK. BT ReEE
WE. BETMELTE. BT SmALE. BTHTE
Y BT W77 AT AR TS BT T
WK 5 W 2 AT B T E A P IOH AR T “ QKD 3E 3 45t
Jon HARP AR R WASCTEPIRES, BEE @A
LA S PSR R AR B . fEE
Beaf b, RO, EWURIR AR H T AR E T
TR SIS 5 AR P SRR ) R AR R U 1

B B R T R, R A
VeV, DRI B LR SO B . DS A R
Y, BTEMEIFAR AR, KesaiE
MR & A LT R AR R . 45 R ARG
B2V kR T, AN HEEAEE, W
T HArse AL & i U BUL R D, #E R Hhe]
LA SEE R D Re B R IR 46 . LU Bl S &
TS P BORT S 22 AT E B 22 I RS BOR H o e
3, EERRTREA T KN 2

Bigt
R ME . SRR, BREERK. R, BREHL. R AR
HE AR DRI ) 06 A SO S R T 1 B

il 28 52 AR

ARSI P ARG 2 TR AN A A A A 2 3o R A 35 R

Received date: May 11, 2022; Revised date: June 20, 2022
Corresponding author: Gao Fei is a professor from the School of
Cyberspace Security, Beijing University of Posts and Telecommunications.
His major research fields include quantum cryptography and quantum
algorithms. E-mail: gaof@bupt.edu.cn

Funding project: Chinese Academy of Engineering project “Research
on the Development Strategy for the Engineering Application of
Quantum Information Technology” (2021-HYZD-01); National Natural
Science Foundation of China project (61972048, 61976024)

SEH
[1] Bennett C H, Brassard G. WITHDRAWN: Quantum cryptogra-
phy: Public key distribution and coin tossing [C]. New York: Pro-

ceedings of the IEEE International Conference on Computers Sys-

153



ETERMUMRIKRSRER

—
5
—

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

154

tems and Signal Processing, 1984.

Christandl M, Ferrara R, Horodecki K. Upper bounds on device-
independent quantum key distribution [J]. Physical Review Letters,
2021, 126(16): 1-6.

Schwonnek R, Goh K T, Primaatmaja I W, et al. Device-independent
quantum key distribution with random key basis [J]. Nature Com-
munications, 2021, 12(1): 2880.

Woodward R I, Lo Y S, Pittaluga M, et al. Gigahertz measurement-
device-independent quantum key distribution using directly modu-
lated lasers [J]. npj Quantum Information, 2021, 7: 58.

Zeng P, Zhou H'Y, Wu W J, et al. Quantum key distribution sur-
passing the repeaterless rate-transmittance bound without global
phase locking [EB/OL]. (2022-01-22)[2022-05-10]. https: //arxiv.
org/abs/2201.04300.

Chen Y A, Zhang Q, Chen T'Y, et al. An integrated space-to-ground
quantum communication network over 4600 kilometres [J]. Nature,
2021, 589: 214-219.

Feng Z, Li S B, Xu Z Y. Experimental underwater quantum key
distribution [J]. Optics Express, 2021, 29(6): 8725-8736.

Wang S, Yin Z Q, He D Y, et al. Twin-field quantum key distribu-
tion over 830 km fiber [J]. Nature Photonics, 2022, 16: 154—161.
Liu X, Hu J, Li Z F, et al. Heralded entanglement distribution
between two absorptive quantum memories [J]. Nature, 2021,
594: 41-45.

Long G L, Liu X S. Theoretically efficient high-capacity quantum-
key-distribution scheme [J]. Physical Review A, 2002, 65(3):
1-10.

Deng F G, Long G L. Secure direct communication with a quan-
tum one-time pad [J]. Physical Review A, 2004, 69(5): 1-10.
Long G L, Deng F G, Wang C, et al. Quantum secure direct com-
munication and deterministic secure quantum communication [J].
Frontiers of Physics in China, 2007, 2(3): 251-272.

HuJY, Yu B, Jing MY, et al. Experimental quantum secure direct
communication with single photons [J]. Light-Science & Applica-
tions, 2016, 5: 1-10.

Qi Z T, LiY H, Huang Y W, et al. A 15-user quantum secure
direct communication network [J]. Light-Science & Applications,
2021, 10(1): 183.

Hillery M, Buzek V, Berthiaume A. Quantum secret sharing [J].
Physical Review A, 1999, 59(3): 1829.

Chou'Y H, Zeng G J, Chen X Y, et al. Multiparty weighted thresh-
old quantum secret sharing based on the Chinese remainder theo-
rem to share quantum information [J]. Scientific Reports, 2021,
11: 1-10.

Bell B, Markham D, Herrera-Marti D, et al. Experimental demon-
stration of graph-state quantum secret sharing [J]. Nature Commu-
nications, 2014, 5(1): 1-12.

Zhou Y, Yu J, Yan Z, et al. Quantum secret sharing among four
players using multipartite bound entanglement of an optical field
[J]. Physical Review Letters, 2018, 121(15): 1-6.

Liao Q, Liu H, Zhu L, et al. Quantum secret sharing using dis-
cretely modulated coherent states [J]. Physical Review A, 2021,
103(3): 1-10.

Dusek M, Haderka O, Hendrych M, et al. Quantum identification

(21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

system [J]. Physical Review A, 1999, 60(1): 149.

Gottesman D, Chuang I L. Quantum digital signatures [EB/OL].
(2001-05-08)[2022-05-01]. https: //arxiv.org/abs/quant-ph/0105032.
Barnum H, Crépeau C, Gottesman D, et al. Authentication of
quantum messages [C]. Vancouver: The 43th Annual IEEE
Symposium on Foundations of Computer Science, 2002.

Puthoor T V, Amiri R, Wallden P, et al. Measurement-device-
independent quantum digital signatures [J]. Physical Review A,
2016, 94(2): 1-10.

Thornton M, Scott H, Croal C, et al. Continuous-variable quan-
tum digital signatures over insecure channels [J]. Physical Review
A, 2019, 99(3): 1-10.

Zhao W, Shi R, Ruan X. High-efficiency continuous-variable
quantum digital signature protocol for signing multi-bit messages [J].
Laser Physics Letters, 2021, 18(3): 1-6.

Qiu L, Cai F, Xu G. Quantum digital signature for the access con-
trol of sensitive data in the big data era [J]. Future Generation
Computer Systems-The International Journal of eScience, 2018,
86: 372-379.

Singh S, Rajput N K, Rathi V K, et al. Securing blockchain trans-
actions using quantum teleportation and quantum digital signature [J].
Neural Processing Letters, 2020, 52: 1-10.

Lo H K, Chau H F. Is Quantum bit commitment really possible?
[J]. Physical Review Letters, 1997, 78(17): 3410-3413.

Mayers D. Unconditionally secure quantum bit commitment is
impossible [J]. Physical Review Letters, 1997, 78(17): 3414-3417.
Ng N, Joshi S, Ming C, et al. Experimental implementation of bit
commitment in the noisy-storage model [J]. Nature Communica-
tions, 2012, 3: 1326.

Lunghi T, Kaniewski J, Bussiéres F, et al. Experimental bit commit-
ment based on quantum communication and special relativity [J].
Physical Review Letters, 2013, 111: 1-10

Liu Y, Cao Y, Curty M, et al. Experimental unconditionally secure
bit commitment [J]. Physical Review Letters, 2014, 112: 1-10.
Mochon C. Quantum weak coin flipping with arbitrarily small
bias [EB/OL]. (2007-11-26)[2022-05-01]. https: //arxiv.org/abs/
07711.4114.

Berlin G, Brassard G, Bussicres F, et al. Fair loss-tolerant quan-
tum coin flipping [J]. Physical Review A, 2009, 80(6): 1-10.
Chailloux A. Improved loss-tolerant quantum coin flipping [EB/
OL]. (2022-01-22)[2022-05-10]. https: //arxiv.org/abs/1009.0044.
Chailloux A, Kerenidis I. Optimal quantum strong coin flipping [C].
Atlanta: 2009 50th Annual IEEE Symposium on Foundations of
Computer Science, 2010.

Bozzio M, Chabaud U, Kerenidis I, et al. Quantum weak coin flip-
ping with a single photon [J]. Physical Review A, 2020, 102(2):
1-10.

Pappa A, Jouguet P, Lawson T, et al. Experimental plug and play
quantum coin flipping [J]. Nature Communications, 2014, 5: 3717.
Crépeau C, Kilian J. Achieving oblivious transfer using weakened
security assumptions [C]. White Plains: 29th Annual Symposium
on Foundations of Computer Science, 1988.

Shimizu K, Imoto N. Communication channels analogous to one

out of two oblivious transfers based on quantum uncertainty [J].



hETIERIE 20224 $£24% F 45

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

Physical Review A, 2002, 66(5): 1-10.

Damgard I B, Fehr S, Salvail L, et al. Cryptography in the
bounded quantum-storage model [C]. Pittsburgh: 46th Annual IEEE
Symposium on Foundations of Computer Science, 2005.
Pitaltia-Garcia D. Spacetime-constrained oblivious transfer [J].
Physical Review A, 2016, 93(6): 1-10.

Chailloux A, Gutoski G, Sikora J. Optimal bounds for semi-honest
quantum oblivious transfer [J]. Chicago Journal of Theoretical
Computer Science, 2016: 1-16.

Amiri R, Starek R, Reichmuth D, et al. Imperfect 1-out-of-2 quan-
tum oblivious transfer: Bounds, a protocol, and its experimental
implementation [J]. PRX Quantum, 2021, 2(1): 1-10.

Gao F, Qin S, Huang W, et al. Quantum private query: A new kind
of practical quantum cryptographic protocol [J]. Science China
Physics, Mechanics & Astronomy, 2019, 62(7): 1-10.

Giovannetti V, Lloyd S, Maccone L. Quantum private queries [J].
Physical Review Letters, 2008, 100(23): 1-10.

Scarani V, Acin A, Ribordy G, et al. Quantum cryptography protocols
robust against photon number splitting attacks for weak laser pulse
implementations [J]. Physical Review Letters, 2004, 92(5): 1-10.

Jakobi M, Simon C, Gisin N, et al. Practical private database que-

[49]

[50]

[51]

[52]

[53]

[54]

ries based on a quantum-key-distribution protocol [J]. Physical
Review A, 2011, 83(2): 1-10.

Liu B, Gao F, Huang W, et al. QKD-based quantum private query
without a failure probability [J]. Science China-Physics Mechan-
ics & Astronomy, 2015, 58(10): 1-10.

Wei C, Cai X, Liu B, et al. A generic construction of quantum-
oblivious-key-transfer-based private query with ideal database
security and zero failure [J]. IEEE Transactions on Computers,
2018, 67(1): 2-8.

Gao F, Liu B, Huang W, et al. Postprocessing of the oblivious key
in quantum private query [J]. IEEE Journal of Selected Topics in
Quantum Electronics, 2015, 21(3): 98-108.

Chan P, Lucio-Martinez I, Mo X, et al. Performing private database
queries in a real-world environment using a quantum protocol [J].
Scientific Reports, 2014, 4: 5233.

Li N, Li J, Chen X B, et al. Quantum wireless network private
query with multiple third parties [J]. IEEE Access, 2019, 7: 33964—
33969.

Wei C, Cai X, Wang T, et al. Error tolerance bound in gkd-based
quantum private query [J]. IEEE Journal on Selected Areas in
Communications, 2020, 38(3): 517-527.

155



