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The wealth of user data acts as a fuel for network intelligence toward the sixth generation wireless net-
works (6G). Due to data heterogeneity and dynamics, decentralized data management (DM) is desirable
for achieving transparent data operations across network domains, and blockchain can be a promising
solution. However, the increasing data volume and stringent data privacy-preservation requirements
in 6G bring significantly technical challenge to balance transparency, efficiency, and privacy require-
ments in decentralized blockchain-based DM. In this paper, we investigate blockchain solutions to
address the challenge. First, we explore the consensus protocols and scalability mechanisms in block-
chains and discuss the roles of DM stakeholders in blockchain architectures. Second, we investigate
the authentication and authorization requirements for DM stakeholders. Third, we categorize DM privacy
requirements and study blockchain-based mechanisms for collaborative data processing. Subsequently,
we present research issues and potential solutions for blockchain-based DM toward 6G from these three
perspectives. Finally, we conclude this paper and discuss future research directions.

� 2021 THE AUTHORS. Published by Elsevier LTD on behalf of Chinese Academy of Engineering and
Higher Education Press Limited Company. This is an open access article under the CC BY-NC-ND license

(http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

The proliferation of wireless networks has greatly impacted our
ways of living and working by providing ubiquitous coverage and
seamless connectivity. As the wireless networks continue to
evolve, the sixth generation wireless networks (6G) will further
integrate heterogeneous access technologies and network slicing
[1,2] to support diversified services with dynamic quality-of-
service requirements. More importantly, network intelligence
plays an essential role not only in improving network resource uti-
lization, but also in enhancing user experience with customized
service provisioning [3].

1.1. Data management (DM) toward 6G

The wealth of user data and recent developments in artificial
intelligence (AI) technologies lie at the heart of network intelli-
gence toward 6G. With numerous end devices being deployed
and connected, wireless big data are generated at a remarkable
rate and scale [4]. Through AI-based data processing, wireless big
data have great value for efficient network management toward
6G. For example, user trajectory and association history at different
access points can be utilized to conduct AI-based network traffic
prediction and content catching on the edge for dynamic network
resource allocation [1,5]. Thus, how to effectively and efficiently
manage user data—that is, DM, which includes multiple data
operations in the life-cycle of user data, from data creation to
deletion [6,7]—has become a key enabler of future network
intelligence. However, the highly dynamic and heterogeneous
nature of 6G imposes four major requirements on DM:

(1) Decentralization: DM requires collaborations among
multiple data stakeholders, including users or machines for data
generation, mobile operators for data collection and transmission,
and technology vendors (e.g., edge/cloud providers) for data
storage and processing. Stakeholders usually come from different
network domains that cannot simply agree on a single DM
authority. Thus, it is necessary to have a decentralized architecture
for data stakeholders to collaboratively manage data life-cycle
events [8].

(2) Transparency: Due to the lack of mutual trust, the DM pro-
cess should be transparent and verifiable to data stakeholders.
Data owners should be aware of any operation performed over
their data [9]. For regulation purposes, ‘‘respective responsibilities”
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should be determined transparently for stakeholders who process
data collaboratively [10].

(3) Efficiency: The heterogeneity of DM stakeholders, increas-
ing volume of user data, and complexity of data life-cycle events
will lead to major concern on assuring efficiency in terms of dis-
tributed architecture design, authentication and authorization
(AA) management for DM stakeholders, and data-processing
mechanisms.

(4) Privacy: Privacy preservation in DM refers to both the iden-
tity privacy of data stakeholders and the content confidentiality of
personal data. Although specific privacy requirements can change
with different data operations, general principles are enforced in
recent privacy regulations, such as European General Data Protec-
tion Regulation (GDPR) [10]. For example, users are granted full
control of any operation over their data with identifiable informa-
tion [11]. A data usage agreement that defines stakeholder obliga-
tion should be pre-determined and strictly followed.

It remains an ambitious task to develop a decentralized and
transparent DM that satisfies the efficiency and privacy
requirements.

1.2. Blockchain-based DM

A blockchain consists of a ledger of blocks of peer-to-peer (P2P)
transactions [12]. The blockchain is maintained by distributed
nodes in the network, where each (full) node maintains a copy of
the ledger. From the perspective of functionality, the blockchain
shares some features with a traditional distributed database [13],
but utilizes secure consensus protocols to maintain consistency
of the ledger among mutually distrusted nodes. Moreover, a block-
chain can provide programmability to control the ledger updates
with smart contract technology [14].

Blockchain is a promising technology for DM toward 6G, as it
naturally addresses the decentralization and transparency require-
ments. First, DM stakeholders can use the blockchain as the trusted
shared storage to record critical DM events [8,15]. Each DM stake-
holder can maintain a copy of the shared ledger without relying on
a centralized entity. Second, the shared ledger is transparent, and
the ledger updates are verifiable to related blockchain nodes. DM
stakeholders can design smart contracts in order to conduct vari-
ous data operations collaboratively. These benefits have motivated
many recent discussions on blockchain-based DM schemes [16,17]
in future intelligent networks [3,18] and other applications, such as
information-centric networks [7], supply-chain management [19],
the Internet of Things (IoT) [20–22], and e-healthcare [23].

Given its decentralized and transparent nature, a blockchain-
based solution may aggravate the complexity of DM in achieving
the requirements of efficiency and privacy [24]. First, distributing
data storage to blockchain nodes increases the overall storage
overhead. At the same time, to maintain the consistent view of
the shared ledger, DM stakeholders run consensus protocols to
endorse transactions and verify blocks, which may limit the trans-
action throughput and increase the data processing burden. Sec-
ond, due to the storage transparency of the blockchain, onchain
data are visible to related blockchain nodes, which contradicts
the privacy requirements of user data. Thus, more research efforts
should be directed to new designs and practical implementations
of blockchain-based DM in order to resolve the efficiency and pri-
vacy challenges.

1.3. Organization of this paper

In this paper, we discuss blockchain-based DM for 6G. To
address the challenges of efficiency and privacy, we summarize
state-of-the-art research progress with potential solutions. The
organization of this paper is as follows:
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Section 2 presents the blockchain architecture design for DM.
We summarize the existing blockchain mechanisms, such as effi-
cient consensus protocols and hybrid chain designs. Moreover, by
comparing recent blockchain-based DM schemes, we discuss how
DM stakeholders can serve as blockchain components. In Section 3,
we explore blockchain-based AA mechanisms for the efficient and
privacy-preserving identity management of DM stakeholders. In
Section 4, we investigate blockchain-based data-processing
mechanisms. After specifying the privacy requirements for
blockchain-based data processing, we discuss an on-/off-chain
computation model. We also summarize research outcomes on
specific privacy-preserving data operations, including data sharing
and data analytics. In Section 5, we discuss research issues and
potential solutions in detail, in terms of architecture design, AA,
and data processing in blockchain-based DM. Finally, we conclude
this study and discuss further research directions in Section 6.
2. Architecture design in blockchain-based DM

A blockchain can serve as a decentralized and transparent archi-
tecture for DM toward 6G. However, it is not trivial to build DM
with black-box use of the blockchain. First, a blockchain essentially
deals with maintaining consistent storage and state updates in dis-
tributed nodes. As the degree of trust among the nodes can change
dramatically in real-world applications, a blockchain can have
different architecture designs, with trade-offs between ledger
scalability and security. When applying a blockchain to DM, it is
also necessary to distinguish among the requirements of different
DM use cases. Second, stakeholders can have different capabilities
and motivations to participate in DM. Furthermore, there are
various roles in a blockchain-based architecture, such as miners
and clients. However, it remains unclear how to manage the roles
of DM stakeholders in a blockchain.

To address this issue, we explore two essential questions:
①What should the blockchain architecture be for DM, and②what
roles do DM stakeholders play in this architecture? We first review
existing blockchain architectures with advantages and limitations
for DM, and then discuss two typical use cases for blockchain-
based DM: vehicle-to-everything (V2X) [25] and cloud/edge
computing.
2.1. Blockchain architectures

Blockchain architectures can be roughly classified into two
categories: permissionless blockchains [14] and permissioned
blockchains [26]. A permissionless blockchain mainly consists of
two kinds of entities: miners and clients [12]. It uses cryptographic
currencies to motivate entities to self-organize themselves in pub-
lic networks. In contrast, a permissioned blockchain is a top–down
architecture with three main entities: authorities, miners, and
clients. In general, industrial organizations can form a consortium
to serve as the supervising authorities of the blockchain. The min-
ers and clients must obtain permission from the authorities before
participating in the blockchain. In both architectures, the consen-
sus mechanism is an essential component for maintaining consis-
tency on the ledger.

In terms of consensus protocols, a permissionless blockchain
must resist more malicious participants than the permissioned
blockchain. A bitcoin blockchain is proven to be secure if the min-
ers possessing the majority of the computational power are hon-
estly following the proof-of-work (PoW) consensus protocol [27].
However, when the number of miners is large, the architecture
can suffer from low transaction throughput and high transaction
confirmation latency. A permissioned blockchain, such as Hyper-
ledger Fabric [26], relies on the consortium committee to provide
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membership management and ordering services. Such top–down
architecture incurs fewer restrictions on the consensus protocol,
where practical Byzantine fault tolerance (PBFT) and Raft can be
implemented. To further improve blockchain scalability, new
blockchain architectures have been proposed recently. For permis-
sionless blockchains, Prism [28] and OHIE [29] are two new block-
chain architectures to support parallel transaction processing. They
separate the single chain into multiple chains and divide the roles
of miners into several roles for different tasks.

Although permissionless and permissioned blockchains have
different characteristics, most support two attractive functionali-
ties: distributed storage and smart contracts. That is, computer
programs can be executed on the distributed environment (the
blockchain), which makes blockchains suitable to construct DM
platforms toward 6G [30,31].

2.2. Use cases of blockchain-based DM

In the following, we present two exemplary use cases of
blockchain-based DM: V2X and cloud/edge computing. Our focus
is to summarize how DM stakeholders can participate in the block-
chain architecture.

2.2.1. Blockchain-based DM for V2X
V2X communications enable many vehicular applications, such

as on-road infotainment and location-dependent services
[25,32,33]. To provide more efficient and effective services for
pedestrians and drivers in a V2X communication network, V2X ser-
vice providers must cooperatively communicate with each other
and exchange some users’ private information. However, this
requirement cannot be easily satisfied in the current V2X system,
since the vehicle-related data are managed independently by
V2X service providers, and inappropriate data sharing may lead
to serious privacy information leakage [34] and break the privacy
regulations. To bridge the gap between existing V2X services and
6G, blockchains have been introduced into the V2X system, where
a large number of V2X service providers can build decentralized
trusts. In particular, vehicular information exchange can be
recorded onto the blockchain, which allows third-party auditors
to trace the information flow and prevent potential privacy leak-
age. Furthermore, depending on various V2X services, the informa-
tion written into the blockchain differs; it may consist of vehicle
insurance information, driver license information, vehicle velocity,
location, and so forth.

A basic blockchain-based V2X communication network
includes the following stakeholders: vehicles, roadside units
(RSUs), base stations, service providers, edge nodes, and cloud ser-
vers. The main difference between DM architectures atop a permis-
sionless blockchain and those atop a permissioned blockchain for
V2X services [34] lies in the stakeholders who construct the block-
chain. Some existing schemes [30,31] rely on public blockchain
platforms as third parties for V2X services. For example, in a public
key infrastructure (PKI)-based solution for securing V2X communi-
cations that is based on a public blockchain platform [30], vehicles
and other stakeholders are conventional clients of Ethereum,
which can read/write information on the public ledger and trigger
deployed smart contracts. In this setting, the original V2X network
architecture and the roles of these stakeholders do not need to be
significantly changed, but the stakeholders need to have extra
communications with the external public blockchain platform.
Although a permissionless blockchain-based DM architecture is
considered to be simple and effective, it does not fit well for all
V2X services, due to the lack of system scalability and data privacy.
A permissionless blockchain platform is public and can be accessed
by any party. As a result, some data, such as public certificates and
the certificate revocation list (CRL), can be published on the block-
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chain, while other data, such as personal riding records, should be
protected. Moreover, the data-processing delay is high in a permis-
sionless blockchain platform, which makes a permissionless block-
chain architecture unsuitable for V2X services with strict latency
requirements.

To overcome these issues, many studies incorporate a permis-
sioned blockchain in V2X services [35–42]. In such solutions, the
blockchain is maintained by V2X stakeholders themselves, who
can be vehicles, RSUs, edge nodes, and cloud servers, depending
on V2X application scenarios. For example, mobile edge nodes or
RSUs can serve as full nodes for maintaining a permissioned block-
chain, since they are sufficiently powerful in terms of computa-
tional and storage capabilities. Vehicles usually serve as light
nodes, since they have limited resources and high mobility. Com-
pared with the architecture atop a permissionless blockchain, this
architecture is more scalable by controlling the number of miners
in the blockchain and adopting hybrid consensus protocols at the
cost of complicated architecture designs and security models. More
specifically, most state-of-the-art architectures have a premise
that root trusted authorities exist in V2X services to bootstrap
the system.

2.2.2. Blockchain-based DM for cloud/edge computing
Cloud/edge-based DM architecture is established on a central-

ized model, where a back-end cloud service provider is integrated
with front-end interfaces, such as mobile phones, to make data
processing and sharing simple and effective. However, the
architecture can be vulnerable to internal attacks, due to the lack
of procedure transparency at the third-party service provider.
Therefore, a more transparent DM framework is essential, in which
all data-processing operations can be audited, and even malicious
internal attackers can be detected. As a result, a blockchain can be
introduced to the cloud/edge-based DM architecture, in order to
obtain a transparent DM model with monitoring and auditing
capability.

A blockchain is promising for managing multidomain collabora-
tions in a layered edge-computing or joint-cloud architecture
[43,44]. Many related solutions have been proposed recently for
blockchain-based DM in cloud computing from either permission-
less or permissioned blockchains. A basic blockchain-based DM for
cloud computing has the following main stakeholders: users, cloud
servers, and application service providers, with DM operations
including data auditing, data sharing, data integrity checking, and
data searching.

Most cloud DM architectures adopt an external permissionless
blockchain platform [45–51], without high demands for through-
put and latency in data processing. The blockchain is mainly
viewed as an honest ledger for storing extra information, while
large data are stored in cloud servers with or without privacy pro-
tection, according to the privacy requirements. Due to the high cost
of processing data on permissionless blockchains, heavy data
operations cannot be performed on the chain, although lightweight
operations, such as data timestamping and operation record
tracking, can be performed. Therefore, off-chain DM operations
should only be recorded on the chain after being performed. At
the same time, data encryption is a general solution to protect
privacy for the data stored on the cloud or the blockchain.

For cloud DM architectures atop a permissioned blockchain, the
blockchain is managed by authorized stakeholders, such as cloud
servers, edge nodes, and even users [52–56]. The permissioned
blockchain can be applied to boost cross-domain trust among dif-
ferent stakeholders. As there are lower on-chain operation costs in
a permissioned blockchain, more complex data operations can be
done on the chain. In addition, the data privacy protection mecha-
nism is not limited to data encryption. As authorized stakeholders
control the on-chain data, they can define access policies for the
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data on the blockchain. Although this architecture has many
advantages, it relies on the trustworthiness of the authorized
stakeholders who serve as blockchain managers. If these stake-
holders are compromised, the security and privacy of the architec-
ture cannot be ensured.

A blockchain architecture for DM is shown in Fig. 1. Based on
different consensus protocols, distributed ledger storage, and
smart contracts, blockchain-based DM can support various V2X
and cloud/edge applications. Table 1 provides a summary of the
blockchain architectures for DM in two use cases.
3. AA in blockchain-based DM

3.1. AA requirements for DM stakeholders

AA is an indispensable component of blockchain-based DM
[57]. In particular, AA addresses two essential questions in DM:
Who you are and what you can do. First, there can be multiple par-
ticipants in DM, such as users, storage nodes, and computing
nodes. Authentication helps the DM system to determine unforge-
able identities and the exact roles of DM stakeholders. Second,
based on their roles, DM stakeholders are authorized to conduct
a wide range of operations, such as reading data and modifying
the data status. With the above basic functionalities, AA can further
help DM stakeholders establish secure and confidential communi-
cation channels, which is essential in a distributed blockchain envi-
ronment. Moreover, the non-repudiability from AA is the key in
determining the accountability of DM stakeholders in case of any
dispute.

Blockchain-based DM toward 6G has new requirements for AA
mechanisms:
Fig. 1. A blockchain-based DM. PoS: proof of stake; Po
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(1) Distributedmanagement:Without a traditional centralized
authority, AA management in DM should be conducted by a set of
authorities in a transparent manner.

(2) Efficiency and privacy: As the roles of DM stakeholders can
change dynamically, blockchain-based AA should support efficient
credential update and revocation. Also, the real identities of DM
stakeholders should be kept private for certain use cases in order
to achieve conditional privacy preservation if necessary. Below,
we discuss existing works on achieving transparent, efficient, and
privacy-preserving blockchain-based AA for DM.

3.2. Blockchain-based AA

In a complex DM environment, there may exist multiple stake-
holders with the right to generate identities for their users and
make authorizations for data operations, such as the independent
identity management in Fig. 2 [50]. In such a model, cross-
domain AA is required due to frequent information exchange
between stakeholders. Certificate management can become a hur-
dle, as each stakeholder has its own certificate authority (CA) for
management. Some stakeholders may be compromised and may
publish or utilize fake certificates for data operations. To reduce
the management costs and the security risks of cross-domain AA,
a manager can be introduced to play the role of the centralized
identity management shown in Fig. 2 [50], such as a single-sign-
on service provider. However, this model requires the DM stake-
holders to agree on a single manager, which may not always be
practical toward 6G. As shown in Fig. 3, blockchain-based decen-
tralized identity management [50–52] can enable stakeholders to
collaboratively manage user identities, authenticate users, and
update authorization policies in a distributed and transparent
manner. More specifically, the blockchain is managed by a
A: proof of authority; PoET: proof of elapsed time.



Table 1
Blockchain-based DM architecture: use case.

Use case Application Blockchain architecture Consensus protocol Maintainer of blockchain

V2X On-road infotainment and location-dependent services Permissionless PoW/PoS Third-party
Permissioned PBFT/Raft RSU and edge nodes

Cloud/edge computing Data auditing, data sharing, and data searching Permissionless PoW/PoS Third-party
Permissioned PBFT/Raft User and cloud/edge server

Fig. 2. The evolution of identity management: from independence to decentralization. (a) Independent management in DM; (b) centralized identity management in DM;
(c) decentralized identity management in DM.

Fig. 3. General procedures of blockchain-based authentication and authorization in DM.
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consortium committee and can provide AA services for external
service providers. Even if some stakeholders are compromised, all
membership updates and revocation operations on the blockchain
are still traceable and accountable.

Extensive research efforts have been made to utilize block-
chains to enhance AA systems [58]. For traditional certificate-
based AA, blockchain-based mechanisms have been proposed to
guarantee certificate transparency and revocation transparency
for blockchain-based DM [59,60]. More specifically, CAs publish
certificates for stakeholders and users, while a group of stakehold-
ers update their certificates on a public blockchain. The validity of
the certificates on the blockchain relies not only on the security of
the CAs, but also on the group of data stakeholders, as it is neces-
sary for the majority to be honest. Instead of focusing on certificate
transparency, other works define authority transparency frame-
works to address the issue of auditing AA management among
stakeholders [61,62] by viewing the blockchain as public and
immutable logs of certificate generation, updating, and revocation.

In contrast to certificate-based AA systems, self-sovereign iden-
tity is a blockchain-based identity management mechanism [63].
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More specifically, instead of relying on a CA to manage user iden-
tities, users themselves can create, store, transfer, and revoke their
identity credentials through a blockchain. In this way, the risk of
the single-point failure of a centralized CA is much reduced.
To achieve fine-grained data access control, attribute-based AA
mechanisms such as attribute-based encryption (ABE) can be
combined with the blockchain, with user attributes being
embedded in the ledgers and smart contracts. Users can access
data and retrieve decryption keys based on their attributes [64].
Combined with the blockchain and chameleon hash functions,
dynamic attribute updates can be achieved in the blockchain [65].

A blockchain brings many advantages in managing users’ iden-
tities to satisfy different security properties in the DM. However, it
also raises privacy concerns, as all information stored in the block-
chain is transparent. Therefore, privacy-preserving mechanisms
can be integrated with blockchain-based AA schemes to provide
privacy protection. One basic mechanism is based on pseudonyms.
Each user can hold a large number of pseudonyms for AA, and the
pseudonyms are always denoted by public keys in the blockchain.
For example, a blockchain data-sharing system, Ghostor, hides user
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identities but allows users to detect integrity violations of remotely
stored data [66]. Anonymity is achieved by using a technique
named ‘‘anonymously distributed shared capabilities.” Since the
pseudonyms are locally stored by users and are difficult to manage
if the number of pseudonyms is larger, other mechanisms, such as
group signatures and ring signatures, can help to protect user iden-
tity privacy in a blockchain-based DM. A user’s anonymous iden-
tity generated from group/ring signature schemes can be stored
at the user side for multiple uses across different applications. This
identity privacy protection mechanism has been adopted by some
blockchain platforms, such as Moreno [67].

Group/ring signature schemes are built upon Fiat–Shamir sig-
nature schemes, which can be utilized for self-sovereign identity
management in blockchains [68]. Anonymous credentials can also
be delegated at different levels to inspire more DM applications
[69]. Under these circumstances, identity privacy is protected
and accountability is guaranteed for tracing malicious users. For
example, there are blockchain-based AA schemes in which user
identities can be traced under certain stringent conditions
[70,71]. One or multiple stakeholders can collaboratively generate
anonymous credentials for their users based on the zero-
knowledge proof technique. When a user behaves maliciously
and needs to be traced, these stakeholders can reveal user identity
accordingly. In this way, privacy and accountability can be simul-
taneously satisfied. For attribute-based access control on the block-
chain, a general privacy-preserving approach is to hide the access
policies by designing an attribute-hiding ABE [72]. This method
is different from previous mechanisms by protecting data attri-
butes and policies rather than user identities.
4. Data processing in blockchain-based DM

Data processing can refer to a wide range of operations in the
life-cycle of data items [7,8]. For a blockchain-based DM, we
mainly focus on data operations that require interactions between
multiple DM stakeholders, including data sharing and collaborative
data analytics. In this section, we first discuss privacy and effi-
ciency requirements with general privacy and computation mod-
els. Based on these requirements, we summarize the existing
literature on blockchain-based data sharing and analytics.
4.1. Privacy requirements and model

For data processing in blockchain-based DM, a general privacy
requirement is to restrict data exposure. More specifically, data
exposure can be characterized by the following questions:

(1) What is the sensitivity of the data? First, data sensitivity
can vary dramatically depending on the application. For example,
user identity data in financial applications are highly confidential,
and can lead to economic loss in case of any exposure. Second, data
sensitivity can change with the amount of data. For example, a sin-
gle exposure of a user location may incur limited damage, while
the exposure of consecutive user locations may reveal users’ daily
routines [73]. Third, data sensitivity can change with time. Many
types of data, such as legal files [74], have a ‘‘sealing” period,
within which the data should not be exposed. After the ‘‘sealing”
period, the data can be accessed by the public or by certain entities.

(2) To whom are the data exposed? Data processing can
involve various entities, which can be roughly categorized into
internal/external participants and the blockchains. The term
‘‘internal participants” refers to the DM stakeholders involved in
the data processing. In contrast, the term ‘‘external participants”
refers to entities that are not involved in the data processing, such
as an external attacker. In blockchain-based DM, there is a shared
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view among blockchain participants. In this case, the blockchain
can be modeled as a special entity for data exposure.

From these two questions, privacy requirements in blockchain-
based DM can be categorized into four levels:

(1) Privacy from user anonymity: This requires user identity
information to be separated from the dataset before being pro-
cessed. However, for a data processor (i.e., an entity that conducts
data processing) with strong background knowledge, it is highly
possible for the processor to recover user identity information
from the dataset.

(2) Confidentiality for external participants: Data of less sen-
sitivity can be processed by data processors in plaintext, but can-
not be exposed to external participants. This requirement relies
on the trustworthiness of the data processor.

(3) Confidentiality for internal participants: For data with
high sensitivity, data processing should expose as little informa-
tion as possible to the data processors, including data content, user
identity, and data access patterns.

(4) Confidentiality for blockchains: Sensitive data should not
be directly stored on the blockchain. Similarly, sensitive data
operations should not be conducted by smart contracts.

In blockchain-based DM, privacy requirements for different DM
applications can change dramatically with the data sensitivity and
the roles of data stakeholders. Therefore, GDPR [10] does not
provide specific privacy requirements, but rather defines general
principles. More specifically, it requires that users have full control
over the DM operations on their data.

Internal participants, such as data controllers and data proces-
sors, must agree on data usage terms with users and must strictly
follow this agreement in the data processing. At the same time, any
unauthorized data sharing with external participants is forbidden.

Since privacy requirements can sometimes be vague or
ambiguous, it is essential to design privacy models that help users,
DM system designers, and regulators to better understand privacy
regulations in an executable and implementable manner. A data
flow diagram (DFD) is a goodway ofmodeling DM. DFDs are similar
to process diagrams in software engineering, and can integrate
GDPR elements and data life-cycle events [75]. Unlikemodels based
on data life-cycle events, resource or capability requirements for
data stakeholders can be utilized to implement DM with GDPR
compliance [76]. Moreover, for blockchain-based DM, executable
privacy models can be implemented to automatically regulate the
cloud data operations involved in smart contracts [77,78].

4.2. Efficiency requirements and computation model

For data sharing and analytics in blockchain-based DM, a
straightforward solution is everything-on-chain, which involves
storing the entire dataset on the blockchain and conducting data
processing via smart contracts. However, this can require pro-
hibitive storage and place a heavy computational burden on the
blockchain participants. To address this issue, it is possible to
introduce off-chain storage or computation nodes that can store
data or perform data processing more efficiently, and only upload
pivotal information onto the blockchain. This paradigm is regarded
as an on-/off-chain model [79].

In a general on-/off-chain model, an external data storage provi-
der can store the hash values of the data items onto the blockchain
[80]. In this way, the integrity of the off-chain data storage can be
ensured, since on-chain hashes cannot be modified. This model
can also eliminate the direct exposure of private data to the block-
chain. The hash-based approach relies on the trustworthiness of an
external data storage provider to perform data operations. In
blockchain-based DM, it is desirable to allow weaker security
assumptions for the storage provider and to designmore expressive
on-chain authenticators for verifying the correctness of off-chain
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data operations. For example, an aggregation of multiple data
records can be computed by an off-chain cloud server, which only
sends verifiable computation results to the blockchain. Below, we
discuss research works on constructing on-/off-chain models. The
main requirement of such a model is to have verifiable off-chain
executions, including zero-knowledge succinct non-interactive
argument (SNARG) and a trusted execution environment (TEE).

SNARG is a system in which a prover can convince a verifier of
the existence of a secret for a public relation. The relation can be
represented by an arithmetic circuit for generally verifiable com-
putations [81].

Verification of SNARG is efficient and can be privacy-preserving
without directly exposing the inputs and outputs of the computa-
tion. As a result, SNARG is widely used to construct an on-/off-
chain computation model [24] for blockchain-based DM. However,
the verification efficiency of SNARG comes at the cost of a trusted
setup of relation-dependent public parameters and expensive pro-
ver computation overhead. Therefore, it is critical to properly set
universal or updatable public parameters [82] or to use a secure
multiparty computation protocol to generate public parameters
for SNARG systems. Moreover, SNARG does not naturally provide
privacy against internal participants. Data processors must have
access to the original data, which is not always desirable for DM
applications.

TEE, such as the Intel Software Guard Extension (SGX) [83], pro-
vides another way to verify computations. Before execution in TEE,
codes are loaded into a secure enclave, which is secure hardware
with protected memories. To ensure the loaded codes and data
are trusted, SGX provides a remote attestation service: TEE gener-
ates an attestation request to a remote attestation service to ensure
the integrity and correctness of code executions. Unlike SNARG,
TEE does not require a trusted setup of public parameters and is
more efficient in generating proof of computations. Therefore,
TEE can facilitate the design of on-/off-chain computation models
[84,85] by serving as a reliable and authenticated off-chain compu-
tation unit. Moreover, with the integration of a key manager, TEE-
based solutions can achieve authenticated and encrypted commu-
nications between the enclave and external environments to
achieve privacy protection against malicious data processors. How-
ever, there are some challenges in the practical implementation of
TEE. First, a comprehensive and formal security analysis [86] of TEE
has recently been discussed. Second, remote attestation strongly
relies on the service provider, which can be a single trust point
in a blockchain environment.

Besides certifying the computation results with the aid of either
SNARG or TEE, another potential path is to adopt game theory to
create a competitive relationship between multiple off-chain
resource providers in order to eliminate cheating [87]. For exam-
ple, two cloud servers can be assigned the same computation tasks.
By setting proper financial gains and losses, the two cloud servers
can be motivated to correctly complete the computing tasks.

4.3. Blockchain-based data-processing mechanisms

An on-/off-chain model based on SNARG, TEE, or the two-server
model provides general solutions to data processing tasks. How-
ever, for specific tasks, specialized design strategies (e.g., new data
structures) are required to fulfill the privacy and efficiency
requirements.

4.3.1. Data sharing
When data are collected and stored in a blockchain-based DM,

it is important to share or trade the data to enable multiple data-
intensive applications [18,88].

Various privacy requirements can be achieved for data sharing
using different techniques. Identity privacy for both data owners
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and receivers can be achieved by pseudonyms [89] or group
signature-based anonymous credentials. Data encryption mecha-
nisms with key management techniques can be enforced to
achieve on-chain data confidentiality. For fine-grained access con-
trol in data sharing, attribute-based or functional encryption can
also be used [90,91], in which a data encryption key or a ciphertext
can determine access policies. Unlike methods that are based on
encryption key management, reputation management [92] can
also be integrated into data sharing. In reputation management,
data senders and receivers can be enabled to leave reviews for
the data-sharing process [93]. The accumulated review score can
serve as the criteria for access assessment. For example, a proof-
of-collaboration consensus protocol is designed for data sharing
at the edge [94], where reputation based on collaboration is quan-
tified. Recently, researchers have also considered GDPR require-
ments in data sharing [95,96]. More specifically, a blockchain-
based solution can enable users to fully control their personal data,
which meets the GDPR requirements of consent-based DM.

Data owners often outsource their data to a third-party storage
provider, such as a cloud server, and rely on the storage provider to
manage their data. In this model, the blockchain can serve as a
trusted auditor for the data-sharing process [97]. To relieve data
owners of heavy key management overheads, it is desirable to have
a reliable key manager for data encryption and decryption. Thresh-
old cryptography, such as (t,n) Paillier crypto (where t is a thresh-
old number and n is the number of secret shares), can be utilized to
protect data that are stored on the cloud and shared on the block-
chain [98]. At the same time, it is essential to securely choose a set
of committee members to manage the keys. The blockchain can
also be utilized to manage data modification on the cloud storage
[46], where a trusted authority (TA) is integrated with the smart
contract to complete the modification process.

Aside from data sharing, data trading can further explore the
data value. A blockchain-based digital identity exchange scheme
for financial institutions has been proposed [99], in which SNARG
is utilized to prove the authenticity of identities in a privacy-
preserving manner. TEE can be utilized to build a data-trading plat-
form [100,101] that preserves fairness for both buyers and sellers,
and ensures on-chain privacy for data processing [102].

4.3.2. Data analytics
A blockchain can support various data-analysis tasks [103] for

intelligent 6G. A blockchain-based learning framework is
proposed in Ref. [104] to securely compute model parameter
updates with a threshold Paillier algorithm. Another important
data analysis mechanism is to enable flexible and expressive
queries. For data stored on the blockchain, a query should be effi-
cient, and the correctness proof should be verified at a low cost
[13], where authenticated data structures can be tailored for both
inter-block and cross-block query processing. To maintain data
privacy on the blockchain, it is possible to encrypt the data on
the chain with a searchable index [105]. Then, a smart contract
can be constructed for querying over the searchable indexes,
which naturally ensures the verifiability of the search result. For
searching over the location-based data, it is desirable to estab-
lished range-based searchable indexes [106]. When data are
stored off the blockchain, data owners can build an on-chain
authenticator of the data index from SNARG or cryptographic
accumulators. In this way, query operations can be conducted
off-chain and the query result can be verified on-chain. More
expressive verifiable queries can be supported by integrating
database query techniques [107].

A blockchain can naturally serve as a log system [108,109] due
to its transparency and immutability. That is, data stored on the
blockchain can be utilized to conduct event-driven system debugs
and analysis. To support fine-grained data provenance operations,
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expressive data indexes can be built atop the original blockchain
data [13,110]. At the same time, the blockchain can be utilized to
construct log systems for DM applications. A lightweight block-
chain logging mechanism is proposed in Ref. [111] with a new
log storage structure for data-intensive applications. To achieve
communication between different systems, multichain interoper-
ability is considered in Ref. [112]. Compared with direct use of
the blockchain for log storage, storing sensitive log data off the
blockchain can reduce the on-chain overheads and privacy leakage.
In particular, an IoT data provenance scheme is proposed in Ref.
[113]. SNARG is adopted to succinctly store provenance data at
each network administrator with succinct authenticators on the
blockchain for cross-domain network provenance queries. Crypto-
graphic accumulators can be utilized for a single log server to gen-
erate proofs of correct log updates, as discussed in Ref. [114] for
certificate transparency services. A summary of blockchain-based
privacy-preserving data processing is shown in Table 2
[24,84,87,89–91,96,100,104,105,108,115].

5. Research issues and potential solutions

While blockchain-based solutions have great potential for DM
toward 6G, many unresolved research challenges still remain. In
this section, we discuss research issues and potential solutions in
Table 2
Summary of privacy-preserving data processing in blockchains.

Design goal References Functionalities Privacy guarantee

Computation
model

[24] Design a tool chain
from SNARG to
compile an off-chain
program into an
Ethereum smart
contract

Achieve program
execution privacy
against the
blockchain

[84] Design an on-/off-
chain computation
framework from TEE

Achieve program
execution privacy
against the
blockchain

[87] Design a two-server
model and use game
theory to achieve
verifiable
computations

NA

Data sharing [89] Data sharing on the
blockchain

Achieve on-chain
data confidentiality
and identity privacy
for senders/receivers

[90,91,115] Data sharing on the
blockchain with
access control

Achieve data
confidentiality and
fine-grained access
control

[96] Data sharing on the
blockchain with
GDPR compliance

Achieve on-chain
data confidentiality
and consent-based
access control

[100] TEE-assisted data
trading on the
blockchain

Achieve data
confidentiality
against buyers by
only revealing data
analysis results

Data
analytics

[104] Blockchain-based
learning framework

Achieve
confidentiality of
local gradients

[105] Blockchain-based
data search

Achieve on-chain
data and index
confidentiality

[108] Blockchain-based
data provenance
framework

Achieve
pseudonymity for
data subjects and on-
chain data
confidentiality

NA: not applicable.
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detail, in terms of architecture design, AA, and data processing in
blockchain-based DM.

5.1. Architecture design in blockchain-based DM

Although there are many blockchain architectures for DM, most
are designed for applications, and various challenging issues
related to DM architecture designs still exist, as follows:

(1) Incentive and regulation mechanism design: A permis-
sionless blockchain utilizes financial incentives for its participants,
while a permissioned blockchain relies on a consortium committee
to regulate its procedures. In practice, DM stakeholders toward 6G
are highly heterogeneous, and can have different capabilities, profit
considerations, and management frameworks. Therefore, the ques-
tion of how to design incentive mechanisms for permissionless
blockchain-based DM and regulation rules for permissioned
blockchain-based DM remains a challenging issue. Multiple tech-
nologies, such as game theory and threshold cryptography, can
be integrated to offer effective group and organization behavior
management.

(2) Blockchain architecture with network slicing: Network
function virtualization (NFV) enables flexible resource sharing over
the same physical infrastructures of a communication network and
is envisioned to play an important role in future wireless networks
[1]. In NFV, a network slice can contain a set of virtualized func-
tions from multiple physical resource providers and can be man-
aged by local or centralized software defined networks (SDNs)
controllers, making DM more complicated. To manage data flows
among virtualized functions, the DM architecture design should
take into account the roles of new 6G stakeholders, such as a
third-party resource provider and a cloud-based slice orchestrator.
As the business model and implementation details of NFV-enabled
6G become clearer in the future, their impact on DM architecture
design can be studied further.

(3) Hybrid blockchain architecture design: Blockchain archi-
tectures for DM are designed based on either a permissioned block-
chain or a permissionless blockchain. Both architectures have their
own advantages and disadvantages; the core component of these
architectures is the consensus protocol, which affects the system’s
scalability and security. To further improve system scalability
while simultaneously satisfying the security requirements, a flexi-
ble and hybrid blockchain architecture should be utilized, which
can support the switching of consensus protocols according to dif-
ferent application requirements in DM. Moreover, as the block-
chain plays a critical role in the new information infrastructure
for DM toward 6G, blockchain-as-a-service can be a potential solu-
tion to provide plug-in DM architecture design [26] that integrates
new technologies, such as lightweight clients [116] and stateless
blockchains [117].

(4) Efficient cross-chain interoperability with privacy preser-
vation: Current DM architectures are designed based solely on a
single ledger, without fully considering cross-chain interoperabil-
ity. With a heterogeneous blockchain architecture for DM [118]
that accommodates multiple applications, each application may
establish its own sub-chain to manage its own data with privacy
preservation. This approach is similar to the concept of private
channels in a permissioned blockchain, but does not support
cross-chain interoperability, due to privacy concerns. Therefore, a
new blockchain architecture for DM with efficient cross-chain
interoperability requires further study, especially from the per-
spective of privacy preservation. Hierarchical blockchain architec-
tures can be designed to manage cross-chain communications at
the consensus level. Moreover, it is possible to set broker nodes
that operate over multiple chains. With identity management for
the broker nodes, cross-chain communications can be securely
facilitated.
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5.2. AA in blockchain-based DM

Although blockchain-based AA mechanisms have many advan-
tages, they also raise some efficiency and privacy concerns that
should be carefully addressed.

(1) Lightweight AA: One main difference between blockchain-
based AA schemes and conventional AA schemes is that users
can self-maintain their identities, with only necessary information
being uploaded to the blockchain. With a complicated DM archi-
tecture in which multiple stakeholders coexist, a user with limited
computing and storage capabilities may have different identity
credentials for various use cases. At the same time, blockchain
storage and computing resources are expensive in terms of
throughput and latency restrictions. As a result, how to achieve
blockchain-based lightweight identity management becomes an
important issue for DM toward 6G. A potential solution is to inte-
grate with an external credential server for credential manage-
ment. To enable users to fully control their credentials, additional
security guarantees should be achieved, such as verifiable creden-
tial updates based on cryptographic accumulators [9] or TEE-based
processing.

(2) Distributed AAwith dynamic updates: To further eliminate
trust requirements for any single entity, critical AA operations
should be conducted by a set of key managers, such as distributed
credential issuance and revocation [70]. Such a model can involve
many communications between the key managers, and an effective
incentive and regulation mechanism is required to manage their
behavior.

Threshold cryptography can be utilized to reduce the computa-
tional burdens on the key managers. At the same time, the mem-
bership of key managers can change over time and needs to be
updated frequently. When the set of key managers changes, the
forward and backward security of the identity credentials should
also be ensured. That is, the question of how to achieve secure
and efficient committee updates becomes a challenging issue.
One potential solution is proactive secret sharing [119], in which
shared secrets among key managers can be updated frequently.
Critical management operations can also be conducted in a secure
hardware execution environment.

(3) Balancing AA privacy and accountability: Identity privacy
can have fine-grained levels in DM by only revealing necessary
identity information under privacy regulations, such as an organi-
zation membership and stakeholder attributes. For different DM
use cases, flexible privacy modeling and execution can be inte-
grated with a smart contract to enforce AA privacy management
[77]. However, identity privacy should not be uncompromisable
for DM toward 6G. In case of strong dispute, blockchain-based
AA should recover the real identities of stakeholders in order to
conduct investigations and enforce accountability, which can be
achieved using threshold encryption techniques. In this case, it is
important to have a clear criterion to decide when and how to
recover stakeholder identity. A hierarchical identity management
committee can be designed with specialized regulatory
frameworks.

5.3. Data processing in blockchain-based DM

There have been extensive studies on blockchain-based DM,
from SNARG/TEE-based solutions for general computations to spe-
cialized designs for data sharing and data analytics. However, for
blockchain-based DM toward 6G, the question of how to balance
functionality, efficiency, and privacy continues to pose the follow-
ing technical challenges.

(1) On-chain process design: Blockchain provides a trusted and
reliable shared view of certain DM processes among DM stakehold-
ers. As the on-chain storage and computation resources are limited
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and may cause privacy concerns, DM stakeholders must carefully
decide what information to share. There may be very subtle differ-
ences between information that should and should not be shared,
which may include hash values of original data for integrity check-
ing, DM life-cycle event logs, or just proof of the existence of DM
operations. For privacy and efficiency, only pivotal information
should be shared, with selective disclosure only to necessary par-
ticipants [69]. At the same time, there may be cases when on-
chain data need to be removed, with redactable blockchain tech-
niques as a potential solution.

(2) Privacy model design: Blockchain-based DM is complicated
by its dynamic and heterogeneous participants in various applica-
tions, which can lead to rapid changes in privacy requirements
[74]. As a result, privacy modeling and evaluations under privacy
regulations should be considered to enable flexible privacy man-
agement on the blockchain [77], where a natural language process-
ing technique can be a potential solution to help smart contracts
better understand privacy requirements.

(3)Modular design for data processing:Many existing designs
can achieve privacy preservation for different DM operations. For
example, SNARG can support general arithmetic computations
with succinct on-chain verification, TEE is efficient for verifiable
hash computations, and searchable encryption can have special-
ized designs for different query operations. In practice, a DM
instance may incur multiple data operations, where a solution
based on a single technique cannot meet both the efficiency and
privacy requirements. Modular design strategy [120] is a potential
solution that decouples DM operation, such as keyword query and
identity management [121], with efficient instantiations from dif-
ferent techniques. This strategy requires an overall understanding
of different verifiable computation systems in terms of their
advantages and limitations. A universal compatible model [122]
can be utilized to analyze the systematic security.

(4) Automation versus transparency and accountability: In
Article 22 of GDPR, users have the right to object to automatic deci-
sions regarding their data, which may contradict the automation
property of blockchain [11] and AI-based decision-making. How-
ever, it is often difficult to guarantee transparency and account-
ability during an AI-assisted decision-making process in
blockchain-based DM [9]. A potential solution is to design efficient
algorithms to directly evaluate outputs from automatic processes.
At the same time, users should be given clear explanations of the
impacts of the automatic process on their data and granted the
right to object in case of any privacy concerns. For collaborative
data processing, it is important to enforce the joint accountability
of involved DM stakeholders by establishing DM operation prove-
nance and forensic mechanisms.
6. Conclusions

In this paper, we investigated blockchain-based DM for 6G and
highlighted its benefits of decentralization and transparency. By
identifying efficiency and privacy challenges, we focused on DM
architecture design, the AA of DM stakeholders, and blockchain-
based data processing.

To explore potential solutions that balance transparency, effi-
ciency, and privacy in decentralized blockchain-based DM, further
research can be directed to the following open issues. First, the
impact of network virtualization on DM architecture design should
be discussed. Blockchain-based DM requires a flexible and versatile
architecture with efficient consensus protocols, inter-chain oper-
ability, and fast service-oriented configurations. Second, light-
weight and distributed AA with dynamic updates should be
designed in order to strike a balance between AA privacy and
accountability for blockchain-based DM. Third, an executable
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privacy model that can accommodate a wide range of privacy
requirements in different DM operations should be achieved.
Modular integration of privacy-preserving data-processing
techniques should be explored under the privacy models.
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