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[ Abstrac!l To solve the open Proplem of Predicting€ mntrusion n Reactjve [ntrusion Tolerance SYS‘[&T,I ahy
brid Bayesjan newotk method is Presented in this Paper Firstly an ptrusion mode] is presente(,;] wh ch pays its
anpPhasis on the nfluence of fe ntruspn upon the Ystan and descrpes the ntuson as the sate transition process
of the attackers capability The mtusionmaode] § appropriate 10 1€ the reactve jntruspn tolerance system We
proposed the constructing algoritm and the Proof of its feaspility Secondly a hybrd Bayesian nework made]
based on this intrusion mode] is Presented to show the casua] relation of he attack hehavior and secure stite The
maode] 18 divided into wo 1aYGr§ atack behavior |ayer and secure state 1aye,r n which the attack edg€es and state
nodes of fntrusion mode] are used as nodes in pehavior layer and state |ayer respectively Tn this hybrid Bayesian
ne woik modeyl the connectons of the same hyer are cont'nuou§ but that of the different [ayer are converge The
algorifm for canputing the joint Pobability distribution of the hybrid Bayesian nework is presente In the engd
the efficency of the mtusionmode] and hybrid Bayesian nework n Predicting intrusion s shovn by the experinent
w ith our helief Propagatpn a}goriﬂ[{r} and te advan@ages of this Predictin€ method over e rehted woitk are shovn
by analysis and camparisons
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