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Construction of Strategic Early-Warning
System in Cyberspace

Zhuang Honglin, Yao Le, Wang Sheng, Gu Jiaxiang, Wu Ye, Xie Kai
(National Key Laboratory of Science and Technology on Information System Security, Beijing 100191, China)

Abstract: Cyberspace strategic early-warning is a monitoring and warning system that is established by a country or group for early
detection, tracking, identification, and notification of incoming major cyber attacks or the spreading destruction of powerful viruses.
It’s an important component of a national security defense system. The implementation of the national cyber development strategy
in China requires high attentions to the construction of a cyberspace strategic early-warning system. This study analyzes the major
characteristics and basic requirements of strategic early-warning in cyberspace, and studies four major warning styles: security
vulnerabilities, security threats, intrusion attacks, and abnormal behaviors warning. It also emphasizes four key projects, namely
cyberspace surveying and mapping system, vulnerability collection and early-warning platform, threat intelligence perception and push
system, as well as security monitoring and comprehensive early-warning system, after summarizing the construction of strategic early-
warning and monitoring systems in cyberspace in China and abroad. To promote the strategic early-warning system in cyberspace,
we propose several countermeasures and suggestions, including strengthening high-level coordination, focusing on multi-source data
integration, establishing professional early-warning agencies, conducting regular security assessments, and implementing threat and
early-warning grading mechanisms.

Keywords: cyberspace security; strategic early warning; situation awareness; system construction

WeRsHIB: 2021-02-05; f&MHM: 2021-03-07

IS A, EERE LA ARE GG SH AR, B A4 48 0% 4x; E-mail: zhlxsjl@163.com
PEWMIH : T ECAER ST “ME5RE" (2020-ZD-14)

ATIBHE: www.engineering.org.cn/ch/journal/sscae

001



o 4 = [ B g T (R R B FE I R

S -

s T 4 [ SON B A R ARy, 3 R U
AR B KB IO 55 7 s 3t e A s B A
HMGEEERTE, RERLENHEIRE. 5
i, MR C NS 8. 2. RIFFIR 4k
BHREE, RAFHESRKBRPSE. BR2e
(BT k. 5L 0 4 22 (] A5 S5 B, ST T
REST, WRIR{S B M2 g 22 4, 2 [H 52 Ax i 1
EIREE PN S

FIRT, 50 WY 4% 25 18] 22 4 FiUE R 70 1 22 AR B R
TR T NRFAG R 2% 2 T T
TR 1] FE T R SRR SR X 48 22 4 15 1 O P e
1121 F=THERL G B 2% 22 4 S R AT HOR [3]
S TR LRI T AR MAS [ (0] T gl 19X 2% 2 [R]85 34 B
Mg B R RIAT T AMRR . RERETRMEX
Ky oL 7 R (e s PR A AR, B I R A K
0 2 38 A Bt s REE A % KAl iR 55 2 it . 3%
AR5 A R B S T BRI RS 2, S8
P 45 2 4 TR 5 Wi L) 4 AR eIk [4]

DRI H 2 B2 IR X 2% 25 ) 22 s FE 5, A7 280K
A0 PR R 0 R DR RIS D 2% Tk, 3 R vy . AU o 4%
25 [A] O PR R BE T B, S8 P4 22 A T AL
e ASCAEHR M BURDEAIRG SR B, BHx R
B EREAAN. ZAeNEIEEIE PRIL
T IDCUEXESEE (R L, 35 17 ) 6% 22 ) il s 902 1 2R
SR LI F A RO SR

= MEZESETENRS. R REMA
&

(—) POLEzS B AR IR T E R B A&

ZIRALGUE S, RIS TSR 9 BRI BB
IR R R HE o, RIS SR ENL. I T
S5l A I SN e AR B R B S . AT 55
i RFRWIREE H AR LA RS, AR
B RRZR EARBEATEREE . WU, NEFERFE. K
S AR IE L R HE R SR S S5 5]

P (B A ) TRl W AL REEWELA ]
(R READL A (8], D0 2% MO Ny A R0, ZRASPESR, 4%
73 0 ) B A TR R 2 TR (0 R R iy B
TAEREROR . TR PUE ML GE L, P42 ]

002

A T 4 — > B KR BN A DL, BRER . R
Tl RN R R ) E K IR 2 ok B 2 B A AR A
T 3 37 P A 00 o A 2R (6], o2 P K I 1 4 % ) 2
DRI T

(Z) METEEER TRERE R

FECBEAS TR BT, W92 23 Rl U9 e H B
BRFALER,  p b ok I 2% 2 [a) Bl 1 5 1% S 2
2 [V [ 5 s 00 777 1 0 25 X o EAT VR ZA
TR R 28 22 [0 BUAIAL R A, A RESE A Rt IT e bk
W T A

1. FUE AT AR N BUR

Py R (R) A I, O ARy T 2 SR I i
B R BB KRB, HASREZ RGNS
BB EOR (7], AH R A TV () R B 32 2 o [ B
b R TR LS R M 2% 23 TRl 4
N E B B BURF AR 5. faM s,
BT RO, o % 22 ] s 2 10 B 53 2 AR
BUF -

2. FUERIEx R

0 2 Tt BE T AR 1AM St AT B PN 38
ol BEFTRERE ZAT N, WArRE2 AREA A A
NAT 9o W3R 2 8] B B Y00 G 1 B RO B 5K 4 BA
117 X 2% 2 ] 977 90 PR %ok 5% B 0, 478 [ K 48 v 4% T P 62
It (APT) AHLAMEMIH T, WA RIARY
AR ERN Fro TRIL, [P0 46 2% 8] d s TR Bl T 1)
XEIEEE . ER I

3. AU ] B0k fie

0 28 B ik 2 X H e L3 A H ks I I I A 24
W 1 ELIEYE . B I R AALARTEA 2 (i 32 Bl
PIZE I —HLrb . UG X IR ) J=) T
B2 s PRGE Y BT R H A R 2% . S g A
TF1 i e A 30 D)7 DR 3R B S 3 RO AT B, A
28 A A Bl IR, ey i TRV RE AL ELAE AR, Bl A
AT W] BT 2 O R R R By, R R AT I
0B ER I} CH R

4. TiUE H AR sl TR

W 2645 B SR AN R e, X 0 28 Rp R AR AL
PRV S Hr, W 2% 2 8] By T BOAS W i B T 42,
WP FBAE MR HAR it e ke, 2Bl
MK BAR BRI SRR BRI Y 2 Bt
FRONE, B R BRSNS, Xt g PE PP



PETIEMEF 2021 FF F23% H2H)

iR T P

5. s P RE 5 B A R R A 0%

AR HE TR ISR AN T T RS
2 [E) A RIS VEAR 5 5 F e, B Ps BB —BOA
Ao PRI AR AT X PSR, BOh AOR 5 32 My
IR 2% St J Pk LUK B R BB R G B
LIS OISR, ASHE. Bk, #E s
Wil T BOE 5 BA Mg, 7 45 A i x R
2SR MERFAL s AT VLG RT3 Rt mes 1 B (1 19X 2%
Wl FB A NAINE g EX R

(Z) M= EARETERE AN E

W 2 23 (E) X LR A SRS HfnZ oo, #
Rk IR MR . B RS A
J VR AT A B AR 2 BB B DL IR A
HERAFZERN. 2R E L LTS
AT A SIS IR R Y 2 Lk L A AR O
CREMFHEATN PHENLEHAENERR,
LR TR N 2% 2 4 JRE 35 9 S5 A% 0 BE 7 1D I 2%
[FI] 3 % U AR AR, 0T X 4 Bl AT B0 R R 2 R SR
WA EEh, HERE W LA E R D IR R A R
il s 5 o

B 2% (A R T R RE . e b B
R IR 0% 22 A S I BB REAIE o ) AE ) 0¢ B 7 JR lHAS
S FEIR RS B ARG AR A P 4% 2 T s
T (I BEREPA T o 2t B A AATT DN B A A 15 1 2
B, REAUL A 0 45 25 8] [ B 75 2l T S B A
SRR 5 ERIRE R AN M7, B %%
PO IEAE S X T E R, N 2 AR
BEPF DS M 2 e BB R, B 4% A Al B
WMARG, EREMSERIN ., BHE A KR
Fov HEARTON R, KB CABTET, S
KB EAT S R A R B AEAR KRR BRI
IRTAM M SEAMER A& 1 BRI, ST Oalg
R 2% B 7= R A A U2, AT A R BTG TR A0 26— I
(] AA B 2 B A 3 L S I S ) 0 28 80 4 K
Hohik, TR REARAR B AT B R i AT i 2
SERBERSHER HARTR ) o

R X2 [ A T A AR ] 2% 43 [R] B 18
il 2 23 (R B B ARG . B AR N 2 U AT AL,
BRI R &, FONSE it 2 e TSR g T 5

s OrmE. HAT, R EARHTHI2ER, W
THEFZ R BEREAR, P57 E
dr ISR T B AT R AR AT UM 1) R G, B IR
LR AR I H I A AR A, PPl 5 R 2% T Il
MV e e F, AT St AT R MRS o RIS R A A A
oAt st 7 i X 2% ey, B4R L B AR RS AN AT
fiE, X T M R U e U7 4 )RR 4R
R £ 2 [ [0 A0 e s 30, [RIAE R ELEEE

S X2 [A] RO T R £ 4 R 4 2 T
ESHPEETR. HENRE-NRENRSGC
Zeid i, LR ERAEE 5 R M LUK
TR, EEZIREEER G EIRILE, 3
N KRG RN, Bled&an. ETihE
Mz R, M. A a2 4 s
CZETE RS, AT e T HEAT ARISRAREST
KIEAEAR TS K 5E L BGE R, Tk 224
HIFHAE S .

= 0% S () RS TIE Y B AR Z R AR A
I

(—) MB=EABERENEARER

o0 246 2 [ s T S B AT RIS BRER S TR Y
2% 33 [A) I MR FR) BE 10 AL 2 B 4 W R 93 2% B2 1 )
WIREE ST [8]. JuLl, [WX12% 2 [a] M U A4 A% 7 22 A
#HUUT AR Oamtt, XA EE ™ H
FEFEMITEOLT, 420 AR 1SR X A6 35 19 2%
TR Z AT NREATIE, Ok, ETMEE
() P I [ AL AT A N ] 268 22 ] gt T 5 11
HIAS, T A AT i 0 4 2 ] 2 4 B AN SE ML)
SIMTTN, SEREFER . @ WiE, % RS
EEBONVE B AR, X AT REAEAE AR W 45 2 4 il gt
TSR AL I BURTZ W, 0 SR 28 R A B RS, 3
g BT W %% K 28 Bl T B E fE ;. @3
Ve, S DIERER B SRR B @A B 85
DRVZR R AR A, B 2 3 X 2% S e ) e KB
JSET A BRI 2% ML aky T BUAR A, (RN SR g o 1 4
WAL BOXHE AR R T 9 ©ORTENE, 32
F 22 GV (¥ U S 566 s A0 B 1k o0 T D s, T R A X
0 2% f T Al A T LT It 45 ik R AL
R

003



o 4 = [ B g T (R R B FE I R

(Z) Mgz E)ER I T E R R AR A

1. A s TE

ZA RS R T R, 2R )
ZIRAI AT E BRI B BRAE RS N A
RIS R g8 (Wi iR 5s R 48, BT TR S
AR R ARG, R KRG TN
Iy kB LR B % 5 R a8 BRI, REITRE
BIEALEE, BIIEHCEEARIN B E bR b R
DA 2 AR AT TV

2. wAENE

ZAERMIVE R T s, 2R
F1RY TP 24 2% ) 5 7= R 2R 0 V) % 2 1 g A 41 e
ARGt KB R B, SEN PR B e ) R 2%
ez, EERES SR, R aEARE. REdl
LUdEsl. CRIF el WS s
ARTFBEEERE O, T A8 1) 9 45 B OR E Lade 4T D %
REF R ge ot/ J 10} AU NN NI e o 7SN 5 4
5, IR RUE MRy, SR @A Ry, SR
RIUNLX it s B4 D ARty B, B
[ AR e B BT B 377 R 4% £ B

3 NIRRT

MR UE & T i fs, &2 mid 1E M
HAGEHMAL, EERFG A BN RGSRE
FALAT B NRAS I R G AT RS, Sent
0 0 8 Tk 2 X 2 K908 L B R VS IR B
WATN: RIVESERHRE . R, @ AR &
gt B s AT AT b sl 2 e B A SRR AL B
BHIERRAENAR . BT IR, B3 T K
B Q2 B BT 97 M 2% K B AT

4. FHAT NTE

FHAT RTE R TR N B, E RS IE I
B T E TP B2 K R E A R AT D, R
DUEMERAE. & BBA. WE S EREHN
R RO, HERIE R E AL B IR Sk
BN R AL AE A S I 4% T IR S AT D B A R
.

7. 2% s (B T al i R A & R IDA

(=) ESMMLE e B FRE N R IR 1F 5
5 5 S A 2 it 3 Y ] R i X ey 5 AL A

004

2] 2 A RS T e ) i k. DA DM, AR
HEEIR [4],

— T IE RN 25 18 5 A i R ). — T,
5 ERFCH ABRE B A R AL, 78 5 EAE
AT A R R e s s BT, R
HR A i 2 g SO 8056 T B, 4 IR 286 1 9 [ 7 5
ZRESAMX . O BN T M 50% B E
BRI B N 38 S 005

TRBURAHSSER T TIOR8 75 .
5 DX ke 55 s s 00 5 4f ER) R 0 B B AR A ]
HH AR A A B ARIEA S A A STl T Wiz s
B, EATE . BEATE.L BIEAT . SERAF
BRSNS, ARSIV B EER R Xf
AL A X8 AT B S5 AT R E s S B
T, RV LR B .

SRR REENGE B A ES R =,
tae AR, EHPTE. mER RN S B E IR R
5 St FLR ELE, @S ATAME . TR ¢ —
FVEREN” AR L, SN 2 22 A TV R N ) 4
RGN, W, RESEE., EE. MEEEET
T PR LI X AR A B S AL

D) 2 2% (] T sl &2 e, dn 2 DR IE O
NZGTIE , & AE SCHRFBUR LA R X 45 7% [8] %2
g, IR, R, BAES . 15
BAtmsgae ., “ZREHEHY” HERSGEMRL.
Gi—E, WAWEUTEET TN AN DRE; —
Bz W, Wl RG0 A shm E L2 e
J& 1) 2 [ T BL R 2o S /N4 (US-CERT) R %,
A GOW SN VT B LA 1) 22 A A SR U &
Ab B 5 i [9,10].

(Z) FREMLS s B ARG TR E BN R IR R

L AERZ

FE [ 2% o I T 5 80 S A B T T, (RN
SERNE W 2% 22 42380 BT 1 B X048 A SR BURTER
REFBITROIR DT, NE K2 (0] L. Zad
PRAbE ARG ViR R . A R, E M
2% A AME EAL BRI R E G Db, nam k45 %2
GefE B W AE IR AR, ZIRHE g A A
W2 2z A i T PE A s BT A 2% 22 42 KU 1T
(GRS SRR (I 1P e e o SR G VRS S E



PETIEMEF 2021 FF F23% H2H)

EMIA SR Do (5 B AR AL Vil 2 S R T
TERUERTT, NS AAT L AT R 45 22 4
M T AN SRR R, AR R W 4 22 4
WIFEAEE . BEAATL . AU W 2% 2 4
PR @, WAL EM %22 E R A
IR TT RESE ORI, 48 9 LA B N RIBURFA 58 1T B 4%
RN E AOALBR AR P, AR 0 2% 22 4 XU PR A
A BEIE G R U i

2. BORJZ

V2 M 2% 22 4 4 ) AT B0 R R 0 45
BEIHTT 6, T EEORBUELIER M AR 2R R &
TR AR FA R 7 2, T R M
#EE MAOWE. 2 ARG SE, Had
REFEAN TR RE T, BN ILA Bt O<BE
Ak & B, AR — ERERE L SEEL TR R 25 3K
AR NR@AR W B e L. E N
B — B 4 2 4 0% w10 I 4% 2 TR 2 °F
G IIAWEE D Bl G IR LR EJF S5,
N4 25 (B s T L 22 AR PR A B SR Sl
BEL B

3. 4 T ) 2 2 )

ORMLE B EIRANE, B2 S R 45 51 5
AR P, BUFERT]. HEEAT A Az b 5 B
W28 55 BB A, RSB, RGN A
BT TR G B SO . @2 A I BE A Re 3t
=, EEO R Wl XEEE . AT A R
AREICEE, 25 HAr 2 e ok = WS I KCHE B 17 K
FNBE ILENLR], VA AT R W 2% Tk SR
LA TERBR T W28 Tk 47 I O HUUE M 5K,
A7 1R LR AE T 32 W 2% ey i, 38 408 52 S BGIE 2
HEEEAMERHE, W T MABEAT NRHE S
TR, B T I 5 ) 2% 2 1] A s 905 F) S B B0 R

B MK EESEMERZNERERAR

(=) WB=ENLE RS

oA 2% 225 ] 00 2 2 G302 19X 245 2 i) St T8 A A 22
B AT A AR B S % B 5
Ol A BEAEM BRI AT A AR, F S,
T F P 2 ) 222, 2 LA ] 2% 2 1) BCRE PF
PARIONSE . DEShE S KRR A A
WA HERE WAL R S SRR BOR O S8, R

AT 2% 2 1) SR AP % 7 R it e ) S 15 i R RE 42
P>, SEILR 2% R ) 2 R R E R R .

(Z) WRAREREEE

TR AR TS 65 02 T AR 2R LA T 1) 32 2
FB. TGS EEm | B2, B AN SMECHL
AT BRI thes N REe 7 k15 . HiE
2021 3 A5 H, RERAHIWEBEET & (CVE)
T4 1.49<10° M A IR [11], REEZEER
ZA R E (CNNVD) A5 T 4] 1.59x10° A~ A FF
Tl [12]0 X Lo s PEFe it 7RI A4 PR ST s
FKAL RIE. IR, EESER. BEHT. RN
THFZm ) BAR & . BTSSR AE R . HER
RIS BRIEAAERIRE XA G —. E4 Wk
L, TmELIWARIFRE—D RS S R
WE. B, Gi-giiteiiil, MERAE ARSI
XIS B, FFRE & 2T S B R A Al
SEMER . AN, BT ERE R o 7 B
R 5 7 R O O B, R 4% i) A A K
I PO AT B T S R S

(=) BAIEIRBRHEE R

FRUPME I B IR 2R G U A 2R Hh T
TEFB, B SRS B U R
PrfEid RO ET o B AR RN (5 B T 2
NTWEE. HBIRRE. MG 3REG AT 48R &
AT ARBUE R, FERADIT G NE: M
RKNECSE: TR 8 AR I Bt A7 9 i st ik
BEMA TR e g4 S MHEA SRR
A, IR Z 2B BETHRHES FB. f&
B hE . SRR A R SRR I T R
B BFMAGEE L B HR L RS T
TR RE E BUT FEE RS B AR B AR, il
L E BB 2R S VLR SEE, AL H AR
Mz a gy, Raeth. B PO A

PEE RS L

(M) ZeBEGEEMERS

LM LRE E KRG TER R IRTITER
FEFB, 2 NRERENDH RS PN ZHUE
SATRE T R G R I R GEA A X 2%
TLAT R SEAMA D EAE, FELI T

005



o 4 = [ B g T (R R B FE I R

Hi R S MR M Bt AR R
k. ZaEFEMHEEI. ZeETREEER. b
BOE I 2% Bt A7 (el D S5 DI g . 28 AR BUIE S 4T
N HH T 2R G 2B A B D 2% R G M O B IR 95T A
T AT 4 Bt RO RO AR E AL BT AH R R G
OFZE s 95 AR A< S N AN (T WA A 7R oA
SZEMERS.

75 XTREIN

(—) BUMZEIRIT, MEGENE

W28 25 1) 22 e SR [ X 2 e KRy, T BT T
Rt ZETIGEIF TR A, Mg /s
A28 24 ) B B TR AL TAR, NEIR S
oy THERE . I E AR EE R ET 5 — 9T,
G M2 RIS TUE LR REd . ZENE
PPAt S ELOK SR B S B4 AR s S BUR BT
FHSRAT M T T M 00 0 S i B A, KA R g
L, RIEF B, TR,

(2) FEZRBEMSHMIBFR®LE, TFEXRW

= [E) AR T AL i

LM TEE E R R EPETE AR, 2
T SBURRT] . FoRE T RAERZEE RSN
BRI HN I 00t R BT R AR s . AR T
o3 A7 AT S KR e . B R AR R i AdE 2 A K
X 2 IR AT SRR M Ab B, R o R iR
WEBRIEARAG R, BRI SO0 9 2% V8 8 7t 1 AT 9 Y
ARFIAE ST+ R 28 ey A s D00 5 I 170 7 480
SIS 2 A TR R UM NS 5, b B R
Vi, KB F AT E AL, D RRRIRT R 2% Mk S At
X

(Z) maEHpELhESS, BEMWRKTEEE

MEHEKRR

W A Al WA, BEBEETT
T 37 T BN AL, B 1B 2%
24 A P S U R 2z A AR DR A B RE T [13]
WD e m E K AT AR =2 T B R
(10 19X 2% 2% [ M 00 Ty B A 2R o A [ SO SRR T T Y
GEMMT, B SEERR . BT A g

006

NS, HARERGEMG. EEERE AR
BRI TR 3 AT AR 55, N R LI HERR %%
TE 5 AR TR o HE B 2 N AT M (X 45 %
PRI R, FTAAT L AT A N
BAT R > A, ARSI AR ST AR
FEFPAEAE I 2 il s i AT E A B bt X
AAT A N FR R 2 AT 22 2 e WP A . A%
B W 25 2 A4 D0, BT T DR B L P F Y
BAGRARG, WA G AL A B I 45 34T %
NP, AR AR S S R L.

(M) FREEMREITMHE, RERBRZE. 7

R

W 2% 2 R AR )L BhAS I, 7/ AR R 2% N H
AR AW B SR AUR I, JRIBATRT L, XA
KL % 2 s RANTE I RN . I IAEATL
WSR2 W 22 A PRl BURFAH G BB T 2 2%
ZAREHESR, N RS, R RO
Jits, et R iR I RIE . FFERT T

(R) ZATEMTESFAE, FCHAKEER

POE i

S AR S ] SRt AR M A P T — M4
N=G, MEEAAEE, FFRHE., B2,
WP WM DAEE . B, 40 3 i, MAREIE T %
BRI A (1470 T W0 28 2% ) dik W 7908 1] 228 ] e R
i g o TR (V8 O, TR . AR, I
A A [ S5 2 2 HH AF (0 0T 45 e o € T 2
Bl BRI R I Beoh RAEE KM% Bt, Al
B ] D 285 22 43 IR fe G s B E T
TR FE O B A R . BRSO
V] SIZ it A KRR Do 8 ks, o 3 A R K S 55 (9 1
Wy L0 PR A RO A AL T 4 A R
W 26 S B o O [ T AR E S B R G )
KOS EL e By, T Fa SR 1) 7 2 P R o

(79) REEBKMAER, % M52 (8] 5 Rg T
1IN
9 5 IR IR i M A I 4% 2 e A0TSR ) A5 i SR A 53
RIS, LRt TR P b A RF SR B A T, W I
A AR R, X BE Al A H H AR, 2 5K



PETIEMEF 2021 FF F23% H2H)

PRI EE o X1 2% 2 ) 22 4 I W U T A 4 EL K XA
(a1 SR Sl TR T k1T AN R e o TN
REAEIHT T I AIEOR S 77 ah s BdE. NA L,
Tl i SR OK [ T R A B R4 e R R 4
()b B R bR A B K 22 A A X 2%

7] 2 4 gt O i AR o
P
[1] sk, Zedot, X6, ST A BUIA 4% 2 2T vk

(2]

[3]

(4]

(3]

[l

[ i HLRL 2, 2004, 31(11): 77-79, 129.

Zhang F, Qin Z G, Liu J D. Intrusion event based early warning
method for network security [J]. Computer Science, 2004, 31(11):
77-79, 129.

FRBH, ROk, 2SI 0 45 225 0] 2 4 fl ek 175 DR B ik 0 T 9
[7]. k2% &, 2020, 39(4): 127-131.

Chen M, Wang Q B, Tang W Q. The capability of strategic
intelligence supporting for cyberspace security [J]. Journal of
Intelligence, 2020, 39(4): 127-131.

JRAG, SR, TR, AR WA e A AR SRR (7] AR,
2017, 28(4): 1010-1026.

Gong J, Zang X D, Su Q, et al. Survey of network security
situation awareness [J]. Journal of Software, 2017, 28(4): 1010—
1026.

RV FAME B a4 IR 5 Sk 0], M BRHE, 2016, 37(3):
40-43.

Wu T. Situation and challenges of overseas information network
monitoring [J]. National Defense Technology, 2016, 37(3): 40-43.
AR, R, . TR RIS TR R H AR SR [J]. &
JiS:38, 2015 (6): 30-33.

Li HF, Tian K S, Jin H B. Analysis on strategic early warning
aerospace target and identification [J]. Aerodynamic Missile
Journal, 2015 (6): 30-33.

B, e, W, AF. LR A IE TUE RGO AL (D). 815
HiR, 2001 (7): 90-92.

Xuan L, SuJ S, Miao Q, et al. Study on network security strategic
indication/warning system [J]. Communications Technology, 2001

(7

[8]

91

[10]

[11]

[12]

[13]

[14]

(7): 90-92.

KRG, H be, B, & ST MO PSR RO RN [J]. R
53,2019 (3): 65-69.

Liu F Z, Xiao B, Liu J, et al. Analysis on the development of
American strategic early warning system [J]. Aerodynamic Missile
Journal, 2019 (3): 65-69.

AT, MR KBRS, Bl EARETOE (1] B R e 5EE
{125, 2015 (6): 49-51.

Feng W, Mei Y. In the era of big data, data sovereignty rises and

falls [J]. Information Security and Communications Privacy, 2015

(6): 49-51.
A KRz RN SE TR 4 55 W 45 2 4 (D). fR2 AR, 2013
(8): 54-55.

Yu F. “Einstein plan” upgrades American cyber security [J].
Confidential Work, 2013 (8): 54-55.

PR G, B SR < RIS (1] (5 B2 e,
2020, 6(11): 1013-1016.

Zhao Y G, Huang H B. American “Einstein plan” research [J].
Journal of Information Security Research, 2020, 6(11): 1013—
1016.

Common Vulnerabilities & Exposures Numbering Authorities.
Common vulnerabilities and exposures [EB/OL]. (2021-03-05)
[2021-03-06]. http://cve.mitre.org/cve/.

[ 5% 45 822 40 RV P . RIS 2 [EB/OL]. (2021-03-05) [2021-
03-06]. http://www.cnnvd.org.cn/web/vulnerability/querylist.tag.
China National Vulnerability Database of Information Security.
Vulnerability information [EB/OL]. (2021-03-05) [2021-03-06].
http://www.cnnvd.org.cn/web/vulnerability/querylist.tag.

A AR, T LA S B 3 HLIC I R SR BAR R (J]. S
HL{5, 2004 (3): 33-38.

Zhou Y L. Computer network emergency response and internet
emergency coordination system in China [J]. World Telecommun-
ications, 2004 (3): 33-38.

T, P W RBALBIFT AL (9], R AR R R A, 2012
(5): 31-38, 95-96.

Dai Y M. Research on Russian anti-terrorism mechanism [J].
Russian, Central Asian & East European Studies, 2012 (5): 31-38,
95-96.

007



