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Abstract: As the new-generation information technology, such as cloud computing and big data, integrates in depth with traditional
industrial operation technologies, the industrial Internet becomes a new driving force for the digital transformation of industrial
enterprises. Meanwhile, industrial Internet security problems have increased; therefore, improving the technological capabilities for
guaranteeing industrial Internet security becomes the prerequisite for the high-quality development of the industrial Internet. In this
study, we first analyze the demand for industrial Internet development and summarize the development status of industrial Internet
security protection, evaluation, and monitoring technologies. Subsequently, we investigate the development trend, technological
difficulties, and challenges for the industrial Internet security technology, and propose the key technologies and their development
approaches. To promote the safe and healthy development of industrial Internet in China, the industrial Internet security technologies
need to be customized in accordance with industrial characteristics and scenarios, and closely integrate with new technologies such as
big data and Al, to achieve active defense and create endogenous security capabilities.
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