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Category  Techniques Additional Act%v# us-er Computation Fnter-us.er User déta Accuracy loss  Ref.
party participation overhead interaction protection

NBCF PHE, SMC Yes Yes High No Strong No [6]

NBCF PHE No No High No Strong No [10]
NBCF PHE Yes Yes High No Strong No [11]
NBCF SMC No Yes High Yes Strong No [4]

NBCF Perturbation No No Low No Weak Yes [12]
NBCF Obfuscation No Yes Low Yes Weak Yes [13]
NBCF LSH, artificial ratings No No Low No Weak Yes [14]
MLBCF MEF, PHE, GC Yes No High No Strong No [18]
MLBCF MEF, FHE Yes No High No Strong No [19]
MLBCF RR, PHE, GC Yes No High No Strong No [20]
MLBCF RR, PHE Yes No High No Strong No [21]
CBRTA Local targeting No No Low No Strong Yes [22]
CBRTA Local targeting, game theory No No Low No Strong Yes [23]
CBRTA Anonymization, PKE Yes No High No Strong No [24]
CBRTA ORAM Yes No High No Strong No [25]
CBRTA Anonymization, PKE No Yes High Yes Strong No [26]
CBRTA PSS No No High No Strong No [27]
CBRTA Obfuscation Yes No Low No Weak Yes [28]
CBRTA Obfuscation No No Low No Weak Yes [29]
CBRTCD LSH, local targeting No No Low No Strong Yes [30]
CBRTCD  Fuzzy commitment No No Low No Strong No [31]
CBRTCD PHE, GC Yes No High No Strong No [32]

NBCEF: neighborhood-based collaborative filtering; MLBCF: machine learning-based collaborative filtering; CBRTA: content-based recommendation for
targeted advertising; CBRTCD: content-based recommendation for targeted coupon delivery; PHE: partially homomorphic encryption; FHE: fully homo-
morphic encryption; GC: garbled circuit; MF: matrix factorization; RR: ridge regression; SMC: secure multiparty computation; PKE: public-key encryption;
LSH: locality-sensitive hashing; ORAM: oblivious random-access memory; PSS: private stream searching.

The indicator “Active user participation” is marked “Yes” if more than one round of user-server interaction is needed upon a request for private recommen-
dations or if inter-user interaction is required. The indicator “User data protection” is marked “Strong” if user data are held locally or protected via cryp-
tographic techniques. The indicator “Computation overhead” is marked “High” if cryptographic operations are involved.
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