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Algorithm 1. One-variable attack for fault classification.

dis the predefined distortion; v*is the index vector indicating the variable
position in ascending order by sorting v (e.g. v*(0) denotes the position in-
dex of the minimal variable, while v*(n—1) denotes that of the maximal
one);
Input: x, f, d, v
Output: adversarial samples x
initial x" < x, i=0
repeat
k=v*(i)
e=dxx(k)
x(k)=x(k) te
clipx*(k)to[0, 1]
i=i+1
until / (x") 2/ (x) ori=n
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Attributes types Attributes details

Fault types

Visual location (X, Y) min, max, perimeter

Visual luminosity min, max, sum
Visual areas pixels, sigmoid, log
Visual index edges, empty, square, outside, orientation
Steel type, thickness

Conveyer length

1. pastry; 2. Z-scratch; 3. K-scratch; 4. stains; 5. dirtiness; 6. bumps; 7. others
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T For the variables less than 0.5, the maximal distortions are greater than 100%. For example, the maximal distortion on the variable of value 0.2 is 400% ((1-0.2)/0.2).
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1.0

Success rate with unlimited perturbation
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DNN classification boundary
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