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[14]. EAA s mIBe N IRGy, FFEAE&TE Bl THEE
B B R X 2 T A o P P 8 i«

T XTI ) B, A s I Bt )R AN Ui AR
WA AIAE RIS ) A e il PR EIE RN, Wk A g AR
W, IR B H — AT HER . AEE TAERE T, 4
TAE R B Rk, 302 s B M B R R .
EERIZE MR, FEWEETARES EXK, RA&KL
% 10 2 P R G TR ok R R [15]. WFFE s, R EE B
258 151 Y B 4 it IR AR IAT 2N 35% [16]. B 5 ik
Z HE Y s & BN R 2 3 B0 AR LR . KT
g 47 1) 9% [0 4 BUTE 52.3% IR SR THI R 45.2% (1 28 SRR
ORI 205 EE I RNA [17] o8 2R BB 1 B3 v Rl it T B
BOLRAEIZE WY By, 0T B I PR AT IR G i i >k
T BE NI G o SRR I R AU, 5 R R
AT IS DUEAT TS0 S, PAHCRERIE ST TIE .

X Pl & — FhRe 8 3 i s e e . 3 W AN AT IE )
PERPE G BHR, O AL BEHE FE[18—19] A1 &7 4L
P HR 2021 55 At 2 HE L . X HUBE R 8 1R
W 24, BRSO R MR R e, PR A
R T X B R AR P COVID-19 B4 K ifAT A AE
F o H AR 2 B05E 78 #84E H 7E DX LR 7 92 17 30 T o e
WEME R R, B B V) il B R [22-24]. K
WAT B [25-27] FEEUEBIRUE28] ML DI B HL[29]
P T LN B BRER[30]. BRI, H ATIRAG W AR 0 T
= BE I A A B AR, A el ok X B A SR 35 B 5 A
PR B PR o IR Bt PR PR A I RN A A EE SR 4R BT il
T\ SEE BB AR S f kiR, SR Y 1 TAE
RARSIE R A B XU . AELETS BT, AR B 7 ]
LR P ANIIE i A

o GnAe] P4 A DX HBE R GRS Bh v R Bt 1 B P R %
il Bk ik ?

o Ge] e Ik DX BB B AR A v R A 1 A R R B A B
R 42 i L 2

TR FIRTR TR, AR T AN T X
(1 B B A A oy A AR S A JAE 2, AR AR AR IR FE K mE
TP T ) STk . AR B IX HUEE (BRI AR i, X
THRLETAE, ERIMEN T WIS, v L
VEIFCSRAFETE X HLEE b, 2 G TR A . X HBE )
AT RS R MR M S 5 T SRR, B
TRARBAE R A K, i TAERAEEIEH, #—P
B I RBE R BE R e 22 4. eAh, R REA 29 mT DU T 1)
SERUAEGL, O IS E N 51 R 1% HE R OR SCRR SR P M
MBS . AR EETTIRIN T %%, AP

LT BT X HUE R PR BRSBTS, AN T X BB
BORAE R BEA B B P W e H . HR, AR
H T DR ROR SCHE R AR R B, DAREXS
PR AR T o BB

HARE AR o 55280 4538 7 ARSI F 2 #r
T BTSRRI A . B 3 ER A T R R T IX
DeBE AE SR ML S LT R G 48K . B8 4 B AR T P
H FRHE ZRAE 5 g 4 A o S SRR S o A B T IO R . 365
HRr AT T TR BT REOTERE . 28 6 B R B TR B
WHEHE . &5, 875288430

2. BXIF

2.1, BT X HBE ) COVID-19 B 7 (- 4d AH ¢ N7 FH

[X B (1) RE A 2 F R ACHE [31]7E 2008 “E T i i), B
T ff R0 285 B T PR BUAE v o X e A — A U AR
Yo B [R) NG PR AN ] AR i c S5 A X 05 (peer-to-peer, P2P) 4%
T E 2 538 2 R IR AT A $iE[32]. B L e
P2P W% AR HE B, B S — N IKRAS I R A
[33], P2PAL#ENLHITHIR T Z il RA SR k. BRI
PR AR BN TR TR mac s (RIHR M) 1%
BRI BT A ), B DX HRE R AN R R T 40y
R, RZFEWAET X P B8 5 70 A AT = AR i 7
PR o

CAH — 22 H W0 T XEEEX T COVID-19 1% K
TRAT H B R ) R R T %, AHOGAF AL AR 1 [22-23,
25-26,30,34-38]ff7x, EEP X COVID-19 F 15 KimAT
P AR AN WA IE S8 . X HURE A PR T DR A Ak
55— Fh S & COVID-19 et KT il 140, Ouy-
ang SF[251HR HH T — /MR T X HUEE IR BE & 2911 COVID-19
LA P [F) PR AE AL, DA BRI PO o 3 N A AR AU
Lee 55 [26]F & 1 —Fp i T- X B (9 2849, m LS 4 3K
A G W AN B G5 9 BR B o 55 — R ST A X e [ T
N FH S (8RR R 8 W 5 ME 155 5< . Eisenstadt 25[34]#2
TP AN BE R XHRBERESS, 7ERE B N FH AR 7 sk
IR GG 25 SR (R B Ll R K APEAFAIE . B8 = Fh 2R X
BB BET7 (R Ad B FH 2 5 W7 . PPE U255 4 i 1) Ak 7 %
H[39-43]. & —FhEZ IR YR B Y il B g,
Bandara 5 [44]HF K T — AT X HUEE (1) COVID-19 % V) 42
ik F BTG, BT DU AL A PR R N, R R 4
TR B . R R T BT AR AU i X B
HERASKHS Bhid H oRRAT R B XL A R 2 T
X HBE (s B P B, SR H AT BA B 701 18 X o
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2.2, XHUEELE T & R )

T S LR B4 [45], X BREER AR E 15
H A BRI H BT 51 7 VF2 k0. IXEVEEROR AT LU H
V7B, eI H & EAE. $RAHE B EA
WA EENIKT . — LT B DRI S X B R
FE T H A B A v E N ] o Turk AT Kline [46]45 1 7 5 H
EHRAZIEMBRGR, e X P nT LR T2 H B A58
TACSRIAE . Lige[471R s, XHuEEfg A n] 20k |
ACEWIYE . EBME, AT RARFIUH MR E R TR R
SRR, PR TR,

Bk 7 _LIRESHTF ST LASS, — eSS A T A X
o Sk I H B ER AR S . TH SRR E S T
25, HHEHS T ERE ST TE. Pradeep %
[481 Wit | — AT XU ) B B ARE, B ERR At
T R BB . Sheng Z5[49]HF K T — AN T IX R
M TS ET G, il Tk AR 0 = B REIE .
LuZE[S012 T — AT IXBREEIAESE, 7ER RN
RS B AL B BRI AT IE W

WAL, DXCHRE 8 FH A SRt N B B [51-52] F
T H R AHE 53] . BAR HATCAIRH TR 2 X HEErE
TAEEEA N, AR SR B BT 700 18 A ] ks [X B B
FIN S TAEME R 2 . T2 COVID-19 1% T AN
WRMEITHRR, Bttt A S Oa@E T Ir 2N Ak
Bt o HERE. BUASFIR S FRNIH E AW “2k=5m"
[54]. MiE R B EE T R 445 TARm 25 Bk TR
KIBIR[55]o LAEGHL A B8 L A0 KR il BB ), 2l
JE 48 1 T 31 45 it T O R A R R A A R AR R A
&, 1EA BRI R] Py 25 58 B T3 B A S0RS 225 10 4 52 oK
[56]. A5 & 75 F FH X B 4 A ok COVID-19 %2 1 %
SO BT PR A AT B R R I Bk . A

K1 FETIXHEER COVID-19 BT 44 B FE R

3

FUPEH I HE T DX BRBE 1 = B A5 BEAE S8 AT USRI AR
FEICSR M AN AT AR A7, DLSCRF R AU 00 T e ik S A 2 14
TAREZ Ja HEAT M

2.3 AN[A] DX ERBE XS L

HAT, A2 MR X BT %, Rl
R FE R LR 70 N L =28 AR XEEE. A X
o FEE B X B8 [57]. 2 0L 7 =R AS[H] [X B s 1
FEFto

s NBRXBREE: AF XYUERE BN T VT X
PUBE[58]0 A XHUHE XS I A AR 0 N 9 2% 1 15 R T
P 1 s BB ] DAE AR X HsE B T g A S 58 . A
A XY BE A =7 LA i), 2 e a o im
[59]. A XHE b EAERIN G B2 5 8dE ok H . A
G A XU AL FE LLRE AT UK B [60-61].  [ROR4EE
HIFT A T R EM R A 5 IE LR [62-63], FTULAH
X PV & 158 5 I FE A B8 . TAEEUEM (proof of
work, PoW) FIRLZEUER] (proof of stake, PoS) [64]/& AFH
X Pt o fe 5 AR AL, PT DA 5 X PLsE B2 2 il
PRI EENE, BRI RIS T3S Sl . filtn, Lok magtd
REVREFE T AL 5y, M Visa FEFYA] LLSE Ul i 20 000 2£52
Z[47].

« A BXBREE: FAA XHUEE 25 K v s~ 1 vl 16
Fz5[62]. A XIEEAR TEEET O, HE—4H
ZUEH, FERZSHE BRGNS N X SR
[65]. AAA XHCEEMI 2% R A AT L, R AEH M
B“ZH5VNHEE. SAAXIEEMEE, A X SRR T
B2 P EAR R AR . FAE XHRBE I s, ANk
TR GHE, RAEXSEEEE TEERFEHGREE
25 #FH L Z M.

o BREAX BREE: ICHE X LB 2 LA X DUBE I — PRy ik
B, AHE 2 A0 A 2 B — H AT & B A4

Category Related topics in the field Research focus Publications
Healthcare Pandemic control and surveillance COVID-19 early warning [25]
Global infectious disease surveillance and infected case tracking [26]
Health and immunity certificates Verification of tamper-proof test results [34]
Medical supply-chain management Vaccine supply management [30]
Medical equipment supply-chain management [35]
Supply-chain management of ventilators and PPE [36]
Contact tracing Privacy-preserved contact tracing [22]
Contact information sharing [23]
Electronic medical records Patient health information sharing [37]
COVID-19 patient reports sharing [38]
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[66]o MK DX BBl HA 5 A XBBER U RrE, Wi %)
BRVGEEPR . AEAR AR RS AL DR 0. 28T, AFE N —A
& AR X B EE, e 32 B 2 AT BOE A
&, DA IR R ON[67]. TR DX B BE b 0 BT AT B
QUEIEIE, JHIE L XREES 5 G Em] U AEE .
b, FERR X HUEE E AT U AN [ 0l 55 35 3h i A [FL Y
HIE, KIS BIEIREE .. M2 DIMER—Tkh &
TEIF i AR K52 B AR, Il X B il o e — 1 S Af
(IR TT 5 o
MRBERRR B BEdEY LIRSS
T, WAPRMIERNIRT . TG Bt BRSNS, )
THICHE il TSRS H SO FRAL R I ER, 7R 2
RS 5% S TANF KIS AR, 15 X P 3 & AT
TR M. A, 5AXEBEEMLL, OV

17, IR DX B (14 S AR BEAIR .

3. BT XRER BRI R EIEAESR

FEBLTE il TANE B B BB AT B (0 e 2 i T 4
T T ORBEER B (A8 22 4 B R L, 50N SR B It )
PATIEREEAT RS A . DU B0 S A B H AR
SHERR AR G2, DASR i PR i I A o R e A B A B
FHIR R R S TR 1

3.1, BESHRAR

FIT 4 HE 1A 25 T DX B 1 HE 248 Fr M A L G T 1 TR
AR S AN SR R SR . BIRIEWE . X
FEMZ R BE T EMAFE.

R2 AH AN X P L
Blockchain type Public Private Consortium
Access level Anyone Single organization Multiple organizations
Authority Highly decentralized Partially decentralized Partially decentralized
Transaction reading/writing Anyone Single organization Selected multiple organizations

Consensus mechanisms Distributed consensus (PoW, PoS)

Voting/multi-party consensus Voting/multi-party consensus

Speed Slow Fast Fast
Scalability Low High High
g M 1
g Design Construction Operation and
a maintenance

&K =
Design collaboration
history

Traceability
layer

Construction quality
records

disinfection records

X

Equipment
maintenance records

Environment monitoring
information

I3

Cleaning and

Transaction blockchain

Q-0 O

(N s

Blockchain
network
layer

Consensus

rechan sai Smart contract

Immutable PP network

Hash ledger

B+

Design file

Off-chain
layer

—

Cloud storage

Sensing data

9 4

Government regulator

User
layer

Owner

Designer

& &

Contractor

& R

Hospital staff Facility manager

B 1 s,



M55 E IR TAR QYRR B it L. i E 4
B B 2V 505 El, P8 M R e A DG AR R
PR R XLE BT FIF 2| X B, 15 TR
EAEW .

HAp 8 W % 5 R e R G T A5G i) 35 H AR i 5
OB AT B R AR AR
(American Society of Heating, Refrigerating, and Air-Condi-
tioning Engineers, ASHRAE), {5 AL, DL & H 1)
P i H AT Fh 0 (Centers for Disease Control and Pre-
vention, CDC) #fK A 1A REEFE BT il TALZE [ B
JRYLAS I 4R ALE » FEBCITHRT B, Bt A B AL Ak A
BT O R O AR I EOR . AR TR B, JCH i L5
O TR EAE A, R U By it L i B e
KNSR AEME. JRITIME . EE4ER B, Yk
W (QoT) A an 22 e vk I BRIV B AL s FH T n 4%
IEEFRPR AR, DRIFIS E 24

X BGFE M2 ZL FAF S 538 2 RINE B, 15
& e A= i ) B i BRI, B 0 PR R B IE . X B
P 28 ZASEILRNS] . BRe S Mg A . IR 2 —
2 T MENLE], hRIZANS 5FHEM B, R
SRR E AR E MFFEHE T . Raead i T2
T2 5 FIFEIN o R HRAT 25 I R I, RS0k B 3k

5

ATAHRL R ERAE . WA 2 — MG BN 5%, 1R X A
THAES 58 BECy S 0 I A7 A e ot -

BE T EAPAE RO SO AR AR S KA B, IR
POLH SRS S, RIEBIXHGER R R X B ERfEf
AR, ANE G ARSI A s s . Bk Sk
TR A . — BRSO AR SRS A G A B T
RS, MK SO A A (LA A7 7 X R 1

P ERE X LIRS 575, WEH A
. AT KSR, P AR EUR L
My L Bt il ARER . BERTENG . WEEEA
& AP AR R U R, JFRTELZ 54
FIRIZE S, XHRBEM 2 X v A LT S AU P BN
B AL 5 -

3.2. RGIHEH

DT A 2k T DX B P 2 e 4 2 i ) AP S5 45 B R A 48
Foo FET R ARG F AR ) B E oK, i FEE KA
Hyperledger Fabric (LA T f&#5K Fabric) A4 i X HLHE 4%
Fabric #& Linux 34 23 J5 2 ) TFE I X BE T H , 2 H
A S AT BRI L X DB M 2% HE SR [49]. AT Bt 1) R G
BRI 2 s o ISR MR R T X HUBE . DI I A 2 R
%, Wi HERF (DApp) RSCRFERE I 5
BT T IR 2 SR ) FAR AL R

[

Participants
Rl Rk Qi - Lk
Owners Contractors Designers ORG;
Initiate transaction
Differential pressure A
gauge ' Off-chain data Cloud server
¥ Web client
. A - MSPs
i (]
R Data 5§ | Data ORG,MSP
) » _— w —_—>
= '_
] Q Fabric-CA DB ___> ORGJ.MSP
ORG,.MSP
Temperature and A SDK
humidity sensor FvGlE ORG,.MSP
loT sensors —_—_—

\
A
lOn-chain data

.
,v.;; S S " I .;: <o >
4 Y\ N 3 . ,Cl(

.. A = 5 -

_ A® _« = =
e “~"
> ~Em==s= > Ayssemanss > ';: Peernodes 5 chain storage

B 2. LT DX B 10 % e A i SR R B A B R G 200 . CA: IE-RBMURHLA . MSP: BCAURSHEPERT: APL: BAHFRFHFEHET: ORG: 414{; SDK:

AT R TR,
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3.2.1. B

2 55 3% 0 25008 1 [X BB I 45 1) R A 9% AR
(membership service provider, MSP) VEMEF & 4y. MSP
fe— TPl 2 553 BRI B 3 B4 D Ml o DX R I 2% R
(1) 07Uk 5 I L] . MSP 3@ i Fabric (1 UF 45 2 & AL 4
(certificate authority, CA) K& L ZEAEMA L, F A
2 B A BCEAE XUV 28 ) f B BRSO R 20
Be— A2 — D RPIRAE AT S 6y, RIS 2 AP
) S IL T R B Uy AR P b B, AR
s BEBE AR N O3 it 22 B i LA S5 2 AR DG 38 4
PEER R X B AN R ZH L. B RN 455 RO B2
TRAIC S B U5 1) BB B MSP #f52 « 0K I 8 2% B 75 LA
DX BB 90 2% 0 U, 20 A A BB R i A I 1 R 4%
I, K ANWIIER I 15L& 10 7 it A U2 v A B A B D
FE. — EARRGHE EALBIXHEE, W iE B RE
AE ol AR X PR, 7T DA LA I A JR RS T
WS I Bt A B

FE Fabric 1, 7T DG B F) e 3 S g 129 b 5% Ho i
HIE T AR A HEAE o« ARG AN R R 5 7T B
IMNGETE, —METEXS N — 2% XCHgE . IS B0 455 5
AT DR AZ 5 33 2 A R 704 20K A . 52 55 i1 Fab-
ric FHIEERD I, SRR ORAF HE FUIRS AR A K . 4,
AR R B TAL —MET R —ABUFRE TS
mi —ANERE AR N G RORIE R —NEIE . B R
A LA Web 25 P 3 & 1445 B, T FH Fabric W 15D bR
HORR BN S . ZHWIRAL)G, BHZHE SR ALHE
TR, DLRH CREIE B RE R R, TASHRE
PR =T Bk

3.2.2. BE N HURE R

BT IX St i RS AT LU T H 2 5 & 52 A4 1
BRIl IB M Thae. SR, %1 X HuBE I o A1 A7 il s
PE, TH IR AR BERK, ST & 1IgAT
HE AP EESE b FN, HTFRAGRYHRR, —ik
UK TR AT SE o ARWF IRt T —FhBE N 5L
WAAETT R

1277 ST Fabric XHUBEZERY, X HBE Web 25/ i |
AR 2 5 #5 PREEE . =Rk H T A T4
#i, Fabric H T 4035 F3dE . 2 58 9 BEA R I E
B U7 R AR, 38 i Web %5 /7 3 A% 3 A= i AL 4%
Hd

R AR R B B e P L ol N A RO AR .
TNHHE AR KRBTSR, IR AR AR . BT S

R BE EHORE E B AR QYR R PR 5 B A AR
HER, MMEFRERGFR. MEER. REHRRESE.

DAL T ST A T 3 1) A 32 D 481 R 15 B T 4 2
i, SREWE3 Fos. XEREEREIS 45 1) A e T I R4 it mT
EIAZ I . TUH 25 75 4 Beik SO s I Web 2 )7 b
EAEBI R, ARG ENERBT SR A E . RN
SCPFRISCAE 44 IR MR (e BT R4 S5 S AR
AR B X BEE R A A R AR IAFIE . 22 JR IS
PERRASI s 2 PR SEBETE SCPF A A (ER A 5 Bt SO
T T8N, A AR AR # 4 AL B 2
7 I A e T e PO e A (B FLA i 3B b

e Smart Blockchain
Send files|(documents

and design files)

Off-chain
storage

loT data

o
=
@
@ Send transaction
[
a

information
Write *

Bl 3. T E R

3.2.3. B EY

R AN ARG5S X PR ZE 2 5 A a4,
WA AE MR AITATEE LT . TR S
AEA 4R

A
LI I REA R IR BE & L5

)il
=

- MRITIEERERL: XAME S T ILICRE )
QUM LR . IR RE A ZIE ST H A d R RN 37
Soe BT FEMEMVER A k1. 20 3R 1O
Adr A (B, B BEO. Bk, ORI
Ja EARBIRE T RHAT 4748, SRS IE A (EL AR AL RN ST
P A% G B SO BB BT, AR S TX, R
KEIXREEM 8. SRJE, ORI Y w8 A, H
BN G BRSO BRI, RS T TX, peagoae B2
BACFBIXIBERA b P 200 2 R AL T X Pt
FISCREHEAT ORI, R RE S A 2 T A Pk E 3R
IEJEAR SO BB 4, e, SUEB SRS T,
vision P AE I F HA AT S B [X B |

- BEIRBERNETESY: TUNUE X ZFERE (W
Tt TR A R AN BE e H R 4R i0 %20, DASCRPITH 2
I A SR R . FiR4 RN T AR AR AR



Algorithm 1. Generate a document for approval.

Algorithm 4. Automatic form checking.

Input: Document

Output: Document transaction TX,

Input: Form, Lower limit value, Upper_limit value

Output: Form checking transaction TX,

form?

1 Foreach Document do

2 Send Document to off-chain storage node;

3 Off-chain storage node returns HD = Hash(Document);
4 15, = getTimeStamp();
5 Generate signature of WorkflowInvoker Sig,;
6 Generate document creation transaction id IDD, ;
7 Record HD, Ts,, Sig, IDD, in the transaction and generate TX;
8 return TX,,
9 End

Algorithm 2. Feedback on a document.

Input: Document id IDD,
Output: Feedback transaction TX, ;. o
1 Search IDD, and download the document from the off-chain storage node;
2 Add a comment on the document then generate a new file;

3 Send the new file to the off-chain storage node;

4 Off-chain storage node return HF = Hash (File);

5 Generate a timestamp Ts,;

6 Generate signature of reviewer Sig, . . -

7 Record HE, Ts,, Sig, . ey i the transaction and generate TX
8 Return TX
9 End

h-feedback;

h-feedback;

Search Lower limit value and Upper_limit value for each Item in Form;
If all values are in value range[Lower limit value, Upper limit value] then
Set Form_state as Pass;

Send Form to the off-chain storage node;

Ts, = getTimeStamp();

1
2
3
4
5 Off-chain storage node returns HF=Hash (Form);
6
7 Generate form creation transaction id IDF,;

8

Record HF, Ts,, Form_state, IDF, in the transaction and generate

TXh-fom\;
9 return TX, o
10 Else

11 Send warning information to the form creator node;

12 Set Form_state as Fail;

13 Send Form to the off-chain storage node;

14 Off-chain storage node returns HF = Hash(Form);

15 Ts, = getTimeStamp();

16  Generate form creation transaction id IDFh;

17 Record HF, Ts,, Form_state, IDF, in the transaction and generate
T form:

18  Return TX

19 End

‘h-form;

Algorithm 3. Update an existing document.

Input: Document id IDD,, (old version), new_document (new version), sig-

nature on existing document Sig, operator’s public key PK;

Output: Document revision transaction 7X,

-revision;

1 If Sig, = PK then
2 Send document2 to the off-chain storage node;

3 Link the old version’ s document id IDD,, with the document id ID-

D, ., in the document manager;
4 Record the old version’s transaction detail and generate TX,, revision:
5 Return TX, igon:
6 Else

7  Reject the transaction

8 End

SRIE R . AR AN R AR A UK B ELAE R e 5 20 i e
SE o H I AE Web FHI RS R BIFF AR SR, B
e B A= Hahke AR A E A SAESRVFVEREIN . AR
A EARAE S VFIETE A, R BRAS B A 3 BN “Pass”.
U R AR B A AR Y SO VRV BRI AR, R IR R 1 3
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Algorithm 5. IoT-based environmental warning.

Input: sensor ID, parameter threshold range, time_interval

Output: Environmental warning transaction TX, ..

1 Search sensor_ID in lot Server, get current_time, get sensor_value at
current_time;

2 If current sensor value is not within environmental threshold range
then

3 Get average sensor value in time range[current time, (current time +
time_interval)]

4 If average sensor_value is not within parameter threshold range then

5 Send records in time range[current time, (current time + time inter-
val)] to off-chain storage node;

6 Off-chain storage node returns HD = Hash(records);

7 Ts, = getTimeStamp();

8 Generate warning_information including warning content, space ID,
sensor_ID, etc;

9 Generate environmental warning transaction TX, ..., including HD, Ts,,

warning_information, etc;

10 Send TX, 1.,, to maintenance personnel;
11 Return TX, 1y

12 End

13 End
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