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Abstract: A new round of technological and industrial changes has accelerated technological integration. Intelligent connected vehicles
(ICVs) have provided consumers with convenient use, rich application contents, and a safe driving environment. Meanwhile, multiple
risks are also brought to information security by intelligentization and networking. In recent years, hacker attacks frequently occur, and
information security not only affects driving safety and user data safety, but also threatens national security when being damaged. So,
information security issues have attracted great attention from governments all over the world. Major developed countries and regions,
such as the United States, Europe, and Japan, are taking active actions to safeguard information security. In this context, China should
promote the development and management of the information security of the ICVs, take active measures, make rational planning, and
make every effort to ensure the information security of ICVs, thus to promote the steady development of the ICVs.
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