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As a future energy system, the smart grid is designed to improve the efficiency of traditional power sys-
tems while providing more stable and reliable services. However, this efficient and reliable service relies
on collecting and analyzing users’ electricity consumption data frequently, which induces various secu-
rity and privacy threats. To address these challenges, we propose a double-blockchain assisted secure and
anonymous data aggregation scheme for fog-enabled smart grid named DA-SADA. Specifically, we design
a three-tier architecture-based data aggregation framework by integrating fog computing and the block-
chain, which provides strong support for achieving efficient and secure data collection in smart grids.
Subsequently, we develop a secure and anonymous data aggregation mechanism with low computational
overhead by jointly leveraging the Paillier encryption, batch aggregation signature and anonymous
authentication. In particular, the system achieves fine-grained data aggregation and provides effective
support for power dispatching and price adjustment by the designed double-blockchain and two-level
data aggregation. Finally, the superiority of the proposed scheme is illustrated by a series of security
and computation cost analyses.

� 2020 THE AUTHORS. Published by Elsevier LTD on behalf of Chinese Academy of Engineering and
Higher Education Press Limited Company. This is an open access article under the CC BY-NC-ND license

(http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

Smart grids, as next-generation power networks, provide effi-
cient and intelligent electricity and information exchange to maxi-
mize energy usage efficiency and meet modern demands by inte-
grating advanced information processing and communication
technologies [1,2]. For example, the smart meter in a user’s home
can sense the electricity usage information of home appliances in
real time, and the control center can collect and analyze these data
to learn the user’s power usage behaviors and provide dynamic
pricing and flexible power dispatching policies [3–5]. However,
the smart grid is confronted with substantial data communication
and computation burdens given the explosive growth of smart
meters [6,7]. Furthermore, the exposure of the collected power
consumption data of smart meters promotes privacy leakage risks
because the power consumption data can be used to explore users’
living habits and even infer their economic status [8]. In addition,
tampering and forgery attacks will also produce a great threat to
the stability of the smart grid [9,10]. For example, the false data
injection attack from a cyber attacker caused the world-shaking
Ukraine blackout accident in 2015 [11]. To address the above chal-
lenges of performance, privacy, and security in the smart grid,
many research schemes were proposed, among which a typical
representative, that is a secure and efficient data aggregation
mechanism, has attracted appreciable attention for its significant
advantage. Currently, the smart grid data aggregation schemes
can be roughly divided into the following three categories.

The first category is composed of the data aggregation scheme
with the traditional network architecture. For example, Lu et al.
[12] presented an efficient and privacy-preserving data aggrega-
tion mechanism by integrating the superincreasing sequence,
homomorphic Paillier encryption, and batch verification, achieving
efficient multidimensional data aggregation with security and
privacy protections. Furthermore, Ni et al. [13] constructed a
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security-enhanced data aggregation scheme by jointly using
homomorphic encryption, the trapdoor hash function, and homo-
morphic authenticators, thereby improving the computation and
communication costs of work with confidentiality and integrity
guarantees. From the perspective of dynamic pricing and service
support, Gope and Sikdar [14] formulated a privacy-friendly light-
weight data aggregation mechanism. It realizes strong privacy pro-
tection under dynamic billing, which is especially suitable for
devices with limited computing resources. Without the support
of a trusted third party, Liu et al. [15] proposed a practical data
aggregation scheme with efficient privacy preservation. In the pro-
posed scheme, the trusted users are linked to form a virtual aggre-
gated area, and the aggregated results are used for data analysis,
such that the user’s personal privacy is protected and the robust-
ness of the system is improved. From the perspective of fine-
grained aggregation, Li et al. [16] developed a multisubset data
aggregation scheme with efficient privacy preservation. According
to the different ranges of the power consumption data, it can
achieve multisubset aggregation and provide fine-grained data ser-
vice; at the same time, the user’s privacy is preserved with a low
computation cost. Although the developed schemes in the above
literature achieve efficient and secure data aggregation, further
opportunities exist to reduce the data processing delay and com-
munication overhead that are due to the weakness of the
employed traditional network architecture.

Fortunately, fog computing, as a promising computing para-
digm, has been developed to overcome the weakness of the tradi-
tional network architecture and has been proven to decrease the
delay and communication overhead significantly, especially when
combined with cloud computing [17]. Consequently, the second
category of solutions developed the data aggregation mechanism
with the edge/fog computing architecture. For example, Lu et al. [18]
constructed a fog-assisted privacy-preserving data aggregation
scheme by integrating the Paillier encryption, the one-way hash
chain, and Chinese remainder theorem. This scheme has the
property of aggregating the data of hybrid Internet of Things (IoTs)
into one, and possesses a filtering function for fake data. Based on
the application demands of different data types, Huang et al. [19]
studied a fog-enabled selective data aggregation scheme that also
considers the reliability and privacy-preserving problems. To fur-
ther enhance the privacy effect of the above methods, Lyu et al.
[20] proposed a fog-based differential privacy-preserving data
aggregation scheme; this scheme achieves differential privacy for
statistical data and ensures the data confidentiality from the aggre-
gator. From the resource-constraint consideration in an edge com-
puting system, Zhang et al. [21] presented an efficiency-enhanced
privacy-preserving data aggregation scheme by transferring the
time-consuming signature operations offline, thereby effectively
relieving the online computation burden. Focusing on anonymous
authentication in the fog-enabled smart grid, Zhu et al. [22] con-
ceived an anonymous data aggregation scheme by employing the
Paillier cryptosystem and blind signature, which can provide
strong privacy protection with low computation and communica-
tion costs. Although the above solution reduces the system delay
and communication overheads significantly, and provides privacy
and security protection to some degree, this category of schemes
still faces issues of security and centralization. For example, when
a user’s private information is transmitted to a fog node, and a
malicious attacker successfully intercepts the channel and steals
the secret key, it is difficult to guarantee the privacy of the user.
Moreover, all of the users’ data are concentrated in the fog or cloud
layer, which inevitably introduces the problem of centralization.

The emergence of the blockchain technique [23] has provided a
new perspective to address the above problems because of its
decentralization and nontampering features. Currently, there are
several studies that have applied the blockchain to the smart grid.
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For example, in Ref, [24], Liang et al. investigated a blockchain-
based data protection scheme for the smart grid, and it proves that
the blockchain can effectively improve system security under
cyber-attacks. Therefore, the third category of solutions encom-
passes the combination of data aggregation and the blockchain
technique. Specifically, Fan and Zhang [25] proposed a secure data
aggregation for smart power regulation by integrating the consor-
tium blockchain into the smart grid, in which a multireceiver
model for collecting multidimensional data is developed, and
based on smart contracts, it establishes flexible power monitoring
and management mechanisms to enhance the security of the smart
grid. Guan et al. [26] studied a blockchain-assisted anonymous
data aggregation scheme for the smart grid; it enhances the system
security and obtains better performance compared with other
solutions. However, the users’ power consumption data are trans-
mitted in plaintext form in groups and will be confronted with
some security risks. Although the above blockchain-based
privacy-preserving data aggregation schemes effectively enhance
the smart grid security and solve the problem of centralization
and single point failure, all of them do not consider the edge com-
puting paradigm, causing an ineffective utilization of local
resources. As a result, the system efficiency has a large space for
improvement. Accordingly, the works [27] and [28] were devel-
oped to improve system performance by combining the blockchain
and edge computing, but these two schemes do not provide speci-
fic executable solutions.

The above schemes solve the corresponding problems of the
smart grid to varying degrees, but there are still many weaknesses.
Different from the existing solutions, we propose a double-
blockchain assisted secure and anonymous data aggregation
(DA-SADA) scheme for the fog-enabled smart grid by integrating
the blockchain, the Paillier cryptosystem, batch verification, and
an anonymous authentication mechanism. Specifically, the main
contributions of this scheme are summarized as follows:

(1) We design a three-tier architecture-based data aggregation
framework by integrating fog computing and the blockchain. It is
a security-enhanced framework, and the local resources are
exploited effectively, which provides strong support for achieving
efficient and secure data collection in the smart grid.

(2) We develop a secure and anonymous data aggregation
mechanismwith low computational overhead by jointly leveraging
the Paillier encryption, batch aggregation signature, and anony-
mous authentication. It can effectively resist various security
threats (such as eavesdropping, tampering, and replay attacks)
and provide multiple privacy preservations.

(3) The system achieves fine-grained data aggregation and pro-
vides effective support for power dispatching and price adjustment
by the designed double-blockchain and two-level data aggregation.
Additionally, this design further strengthens the system security
and robustness.

The remaining parts of this paper are organized as follows. In
Section 2, we describe some preliminaries. Section 3 introduces
the constructed network model in detail. Our proposed scheme is
presented in Section 4, followed by the security and performance
evaluation in Section 5. Section 6 ultimately draws the conclusion
of this paper.
2. Preliminaries

2.1. Blockchain

The blockchain can be considered as a peer to peer (P2P) dis-
tributed database that creates blocks and links in chronological
order [29], which is designed to provide decentralized and dis-
tributed solutions for a wide range IoT and industrial Internet of



Fig. 1. Generation of the bloom filter.
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Things (IIoT) applications. The main blockchain components
include transactions, blocks, smart contracts, the consensus mech-
anism, cryptography, and the P2P network [30]. Specifically, in a
blockchain network, the participants act as the distributed nodes
for protecting and maintaining the shared record of transactions
collaboratively; it does not need any trusted party for supervision
and management. All nodes are responsible for sharing, packaging,
verifying, and storing new transactions generated in the blockchain
network. Therefore, it can establish trust among participating enti-
ties that do not trust each other in a distributed scenario. It also has
decentralization, nontampering, and security features.

Decentralization: The distributed structure of the blockchain
ensures the decentralization property. Furthermore, the third-
party maintenance management is not required, and the nodes in
the network are completely autonomous based on the incentive
mechanism.

Nontampering: Nontampering means that once transaction
data are recorded in the blockchain, the record cannot be success-
fully tampered with or deleted.

Security: The data written to the blockchain needs to be collec-
tively verified, which indicates that successful tampering needs at
least 51% of the computing power in the entire network, which is
usually impossible in practice.

2.2. Paillier encryption

The Paillier homomorphic encryption method is widely used in
the privacy protection area. It can directly operate on ciphertext,
thus effectively protecting data privacy. Specifically, the Paillier
encryption is an additive homomorphic encryption, and it consists
of key generation, encryption operation, and decryption operation.

Key generation: Given a security parameter j, the system ran-
domly chooses two large primes p and q, where jpj ¼ jqj ¼ j (this
operation is used to calculate the length of p and q, and which is
equal to j-bits) and gcd pq; ðp� 1Þðq� 1Þ½ � ¼ 1, and then calculates
public key N ¼ pq and private key k ¼ lcmðp� 1; q� 1Þ. Next,
select a generator g 2 Z�N2 and ensure the calculation of

l ¼ L gk mod N2
� �h i�1

mod N is available. Furthermore, it defines

the function LðuÞ ¼ ðu� 1Þ=N. Finally, the public key ðN; gÞ and pri-
vate key ðk;lÞ of Paillier encryption are obtained.

Encryption operation: For any plaintext m 2 ZN , the system
selects the random number r ¼ Z�N , and then the ciphertext can

be calculated as C ¼ gmrN mod N2.
Decryption operation: According to ciphertext C, it can calculate

the plaintext as m ¼ L Ck mod N2
� �.

L gk mod N2
� �

mod N.

2.3. Bloom filter

The Bloom filter consists of a long binary vector and a series of
random mapping functions; it has the advantages of low computa-
tional complexity, high space utilization, and query efficiency. It
can quickly confirm whether an element exists in the set.

We assume that there are k hash functions fh1;h2; . . . ;hkg and
one set with elements fx1; x2; . . . ; xxg. These elements are mapped
to the corresponding position of the Bloom filter by k uniformly
independent hash functions, and the value of the corresponding
position is set to 1. The specific operation is shown in Fig. 1.

Element adding: As shown in Fig. 1, we hash the element by k
times to obtain k hash values fh1ðx1Þ;h2ðx1Þ; . . . ;hkðx1Þg, and then
based on these values, find the corresponding positions of the
Bloom filter. Finally, let values k of the corresponding positions
in the Bloom filter be 1.

Element query: To query whether the element x1 exists in the
Bloom filter, we first calculate k hash values of the element x1,
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which is denoted as fh1ðx1Þ;h2ðx1Þ; . . . ;hkðx1Þg, and then check
whether the values of the corresponding positions in the Bloom fil-
ter are all 1. If one of them is zero, it indicates that the element x1 is
not stored in the Bloom filter; otherwise, the element x1 is stored in
the Bloom filter.

False positive rate: A false positive in terms of the Bloom filter
means that the element x1 does not belong to the element of the
Bloom filter, but the value of the corresponding position
BF½hi xð Þ�ð1 � i � kÞ is 1. We assume that the element value in the

Bloom filter is set to 1 with probability p ¼ 1� ð1� 1=hÞkn. Accord-
ing to the result of the work [31], we can obtain that the upper limit

of the false positive rate is e ¼ pk 1þ o k=p
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
lnðhÞklnðpÞ=h

ph in o
,

where h denotes the number of elements in the Bloom filter.
3. Network model and threats

3.1. Network model

In our constructed network model, a fog-enabled data aggrega-
tion smart grid consists of four entities (smart meters, fog nodes,
cloud server, and trust authority (TA)) and is displayed in Fig. 2.
Specifically, we assume that the coverage area of a smart grid is
divided into m subareas, and each subarea deploys n smart meters
for sensing user’s power consumption information. All of the m � n
smart meters form the user layer. Accordingly, each subarea
deploys a fog node to collect and aggregate the data from its
own area, and all the m fog nodes form the fog computing layer
that is located at the edge of the network between the user and
service supporting layers. At the service supporting layer, the cloud
server is used to process the data uploaded from the fog layer and
generate real-time decision-making. TA is responsible for the gen-
eration of the entire system’s parameters. The specific function
definitions of these entities in each layer are presented in detail
in the following part.

The User layer: The user layer is mainly composed of a large
number of smart meters. For example, in the subarea j, the ith
smart meter SMij observes a user’s real-time power consumption,
and then encrypts and signs these consumption data. Next, it sends
these encrypted data to the aggregation node at the user layer. The
aggregation node aggregates the verified ciphertext to generate the
first-level aggregation ciphertext, and then encapsulates the
related information into a block. At the same time, the newly gen-
erated block will be added to the user aggregation (UA)-blockchain
by the consensus mechanism. In these processing processes, the
identity of SMij (i.e., the user) always exists under a pseudonym.
Finally, the generated UA-blockchain is sent to the fogj for further
processing.

Fog computing layer: The fog computing layer is the middle
layer between the user and service supporting layers that is
deployed at the edge of the network, which enables the second-
level aggregation of the encryption data to significantly reduce
the communication overhead. Specifically, when the fogj receives
the first-level aggregated ciphertext from the UA-chain sent by
the aggregation node in the user layer, it signs the aggregated



Fig. 2. Network architecture of the developed DA-SADA. UA: user aggregation; FA: fog aggregation.
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ciphertext and sends it to the aggregation node at the fog layer for
secondary aggregation. Next, the aggregation node encapsulates
the related information into a new block, and then the newly gen-
erated block is added to the fog aggregation (FA)-blockchain by the
consensus mechanism. Finally, the generated FA-chain is sent to
the cloud server.

Service supporting layer: In this layer, the cloud server can
record, analyze, store, and manage users’ power usage information
in real time, which is automatically executed by a smart contract,
so the whole process does not need human intervention, improv-
ing the efficiency of the system and enhancing the security of the
privacy data. Specifically, when the cloud server obtains the
second-level aggregated ciphertext from the FA-chain that is sent
by the aggregation node at the fog layer, it performs the decryption
operation to recover the plaintext of the second-level aggregation
result, and then utilizes Horner’s law to achieve fine-grained aggre-
gation plaintext. The combination of coarse and fine-grained
aggregation results provides support of diverse data for effective
power dispatching management.

TA: TA is primarily responsible for generating and managing all
public parameters and secret keys for entities in the system. Mean-
while, it creates a Bloom filter for smart meters of each subarea by
collecting a user’s pseudonym. This Bloom filter will be sent to the
corresponding users. The same operation is adaptable to the fog
layer.
3.2. Adversary model

In the smart grid scenario, in order to pry into a user’s private
affairs, an eavesdropper may exist that can eavesdrop on the com-
munication links between smart meters and fog nodes. At the same
162
time, the active attacker may tamper with the transmission infor-
mation and launch replay attacks to threaten the security of the
smart grid. In our adversary model, we divide threats that may
occur in the network into internal and external attacks.

Internal attack: The first category of internal attacks is com-
posed of the malicious node attacks, which occur during the gener-
ation of the blockchain in the user and fog computing layers. For
example, in the generation process of the blockchain, a malicious
node pretends to be a legal node in the network, and initiates some
active attacks (e.g., tampering, forgery, replay) to impair the
authenticity and integrity of the user’s private data. Therefore,
the system should have the capability of identifying the legality
of node identities in the consensus process. The second category
of internal attacks is described as honest-but-curious in terms of
fog and cloud nodes. For example, the fog node may be affected
by undetected malware, and malware will eavesdrop on the data
from devices, so we must ensure that the fog node does not
observe the user’s private data throughout the process. Similarly,
the system should guarantee that the user’s personal private data
cannot be derived from the cloud server.

External attack: The attacker can eavesdrop and tamper with
the transmitted data over communication links; it also can launch
a replay attack. Therefore, the system must ensure that the
attacker cannot successfully obtain the privacy information over
the communication links and that it is immune to active attacks.
4. Double-blockchain assisted secure and anonymous data
aggregation

In this section, we develop a DA-SADA scheme for the
fog-enabled smart grid by integrating the blockchain, the Paillier
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cryptosystem, batch aggregation verification, and an anonymous
authentication mechanism. It consists of four parts: system initiali-
zation, UA-blockchain generation, FA-blockchain generation, and
service supporting.

4.1. System initialization

In our network scenario, the trusted third party TA is responsi-
ble for the system initialization, where there are three procedures
that need to be executed in this system initialization process, that
is, the generation of system parameters, the distribution of system
parameters, and the generation of the Bloom filter.

The generation of system parameters: In the generation stage of
system parameters, the TA selects the system security parameter j
to calculate two safe large primes jpj ¼ jqj ¼ j. Consequently, it
calculates N ¼ pq as the public key of the homomorphic encryption
algorithm and k ¼ lcmðp� 1; q� 1Þ as the corresponding private
key. Meanwhile, the system randomly selects r 2 Z�N and calculates

s ¼ rN mod N2. Let g ¼ N þ 1 and define the function as

L uð Þ ¼ u� 1
N

ð1Þ

Furthermore, for the sake of providing identity anonymity, the
SMij chooses a random prime number Xij to calculate its secret

key Yij ¼ X�1ij mod N2; this public key Xij is used to calculate the

smart meter’s pseudonym, that is, Pseuij ¼ Xij mod N2. Similarly,
the fog node fogj chooses a random prime number Xj as its public

key and calculates Yj ¼ X�1j mod N2 as its secret key to denote the

fog device’s pseudonym Pseuj ¼ Xj mod N2. Finally, the TA chooses
the secure cryptographic hash function H: 0;1f g� ! Z�N .

The distribution of system parameters: With the generation of
all system parameters ðk;N; s;H;Xij;Xj;Yij;YjÞ, the public parame-
ters ðN;HÞ will be published online and the remainder of them will
be allocated to the corresponding real entities. Specifically, keys
ðXij; Yij; sÞ, ðXj;YjÞ, and k are assigned, respectively, to the SMij,
fog node fogj and cloud server through the secret channel.
Fig. 3. Generation of UA-blockchain. This process includes three steps: tran
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The generation of the Bloom filter: The TA collects the pseudo-
nyms of smart meters to create a Bloom filter for each subarea.
Similarly, the TA also collects the fog devices’ pseudonym to create
a Bloom filter in the fog layer. Specifically, in the user layer, the TA
sets an array with h bits; then, it uses a hash function to calculate
the hash value of all pseudonyms in the same area. The element
value of this array is set to one when the index value is equal to
H Pseuij
� �

mod h. Finally, the TA sends the Bloom filter to smart
meters in the corresponding area. A similar operation will be
implemented to generate the Bloom filter for the fog layer.

4.2. Generation of UA-blockchain

By considering the privacy leaks from the data analysis of the
power consumption and tampering threat, the sensing device
(i.e., smart meter) needs to encrypt the power consumption data
of the user, and the relevant information needs to be digitally
signed for integrity. This process is called transaction generation.
Subsequently, the aggregation node aggregates the encrypted data
and records the corresponding information into a block. Finally, the
aggregation node generates the UA-blockchain by the consensus
mechanism. The specific generation process of the UA-blockchain
is shown in Fig. 3 and is represented below.

4.2.1. Transaction generation
The generation of power consumption ciphertext: For a subarea

with n smart meters, in a certain time slot ts, we denote the data
item of the SMij as dij; then, each smart meter calculates ciphertext
Cij by the following formula:

Cij ¼ gdij � rN mod N2

¼ N þ 1ð Þdij � rN mod N2l

¼ 1þ dijN
� � � s

ð2Þ

where 1 � i � n, 1 � j � m. We calculate g ¼ N þ 1 and obtain
another form of the Paillier encryption algorithm c ¼ ð1þmNÞrN
mod N2 according to the nature of ð1þ NÞm � ð1þmNÞ mod N2,
saction generation, creation of new block, and blockchain generation.
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which is mainly used to avoid the cumbersome calculation in the
encryption and decryption operation, thereby reducing the compu-
tational overhead.

The generation of the signature: It can obtain the signature rij.

uij ¼ H Cijjjts
� � ð3Þ

rij ¼ H uijjjPseuij
� �Yij ð4Þ

Next, the smart meter sends the report rijjjCijjjtsjjPseuij
� �

to the
corresponding aggregation node in the user layer, where we
choose the smart meter with the largest remaining computing
resource as the aggregation node at the user layer.

Verification and ciphertext aggregation: After the aggregation
node receives reports from each smart meter, it first checks the
effectiveness of the user’s pseudonym with the Bloom filter. Then,
the timestamp is checked to confirm the validity of these reports.
Finally, it uses the batch verification to verify signatures, and the
specific expression is given as

Yn
i¼1

rXij

ij ¼
Yn
i¼1

H H Cijjjts
� �jjPseuij

� �
mod N2 ð5Þ

where this equation is derived from the aggregation operation and
the concrete values of the public and private keys. The detailed
expression is written as

Yn
i¼1

rXij

ij ¼
Yn
i¼1

H uijjjPseuij
� �YijXij mod N2

¼
Yn
i¼1

H H Cijjjts
� �jjPseuij

� �YijXij mod N2

¼
Yn
i¼1

H H Cijjjts
� �jjPseuij

� �
mod N2

ð6Þ

After the successful verification of the smart meters’ signatures,
the aggregation node performs an aggregation operation to obtain
the aggregated ciphertext Cj for subarea j:

Cj ¼
Yn
i¼1

Cij mod N2 ð7Þ

Consequently, the aggregated ciphertext Cj is combined with
other related information to generate the transaction
Tx ¼ Cj;Pseuij; ts

� �
.

4.2.2. Creation of the new block
The aggregation node records the transaction Tx ¼ Cj;Pseuij; ts

� �
in a block and broadcasts this block in the subarea j for information
authentication. This block still includes three other elements, that
is, the Merkle root and previous and current hashes. The value of
the Merkle root is achieved by hashing the ciphertext Cj and the
pseudonym in the Merkle tree, as shown in Fig. 3. The hash value
of the current block is calculated as following equation:

Hcurr-block¼ SHA256

 
indexþHprev-blockþPseuijþ timestamp

þCjþ
X
ij

transactionsij

! ð8Þ

where this calculation process implies that once the block is added
into a chain, it is difficult to tamper with the block content since the
hash value of the previous block is involved in calculating the hash
value of the current block.

4.2.3. Blockchain generation
After the aggregation node creates a new block, the new block is

broadcast in this subarea. The ordinary node in this subarea veri-
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fies records in this new block, and each node only verifies the data
related to itself for meeting the real-time scheduling requirement
in the smart grid. If it is consistent with the original data, it passes
the verification and broadcasts the verification result to other
nodes in the user layer. After collecting the correctness
confirmation message sent by the other 2n=3þ 1 nodes or more,
this new block is considered to be valid and added to the
UA-blockchain. In our blockchain network, we assume that the
number of malicious nodes should be less than 1/3 of the total
number of network nodes. Because we define that a new block
can only be added to the blockchain when it passes the verifica-
tions of 2n=3þ 1 nodes or more, we set such threshold value for
security consideration. It also implies the attacker can tamper
the information in the block successfully only when it captures
more than 2/3 nodes of the network. The specific consensus
process is shown in Fig. 3.

4.3. Generation of FA-blockchain

Similarly, in the fog computing layer, the generation of the FA-
blockchain consists of the transaction generation, new block cre-
ation, and blockchain generation.

4.3.1. Transaction generation
The transaction generation of the fog layer is similar to that in

the user layer. First, when the fog node j receives encrypted data
from the UA-blockchain, these encrypted data will be digitally
signed for integrity at fog node j. Then, the selected aggregation
node at the fog layer performs the aggregation operation for all
of the Cj, j 2 f1;2; . . . ;mg, that is, it obtains the secondary aggrega-
tion result. Similarly, we choose the fog node with the largest
remaining computing resource as the aggregation node.

The generation of the signature: When the jth fog node fogj

receives the aggregated power consumption ciphertext Cj of the
corresponding subarea, it can calculate the signature rj:

uj ¼ H Cjjjts
� � ð9Þ

rj ¼ H ujjjPseuj
� �Yj ð10Þ

Next, this fog node sends the report ðrjjjCjjjtsjjPseujÞ to the cor-
responding aggregation node in the fog layer.

Verification and ciphertext aggregation: After the aggregation
node receives the reports from each fog computing device, it first
checks the effectiveness of the fog device’s pseudonym with the
Bloom filter. Then, the timestamp is checked to confirm the valid-
ity of these reports. Finally, it uses the batch verification to verify
these signatures, and the specific expression is given as

Ym
j¼1

rXj

j ¼
Ym
j¼1

H ujjjPseuj
� �

mod N2 ð11Þ

where this equation is derived from the aggregation operation and
the concrete values of the public and private keys. The detailed
expression is written as

Ym
j¼1

rXj

j ¼
Ym
j¼1

H HðCjjjtsÞjjPseuj
� �YjXj mod N2

¼
Ym
j¼1

H ujjjPseuj
� �YjXj mod N2

¼
Ym
j¼1

H ujjjPseuj
� �

mod N2

ð12Þ

After the successful verification of the smart meters’ signatures,
the aggregation node performs an aggregation operation to obtain
the secondary aggregation ciphertext CAS for all subareas.
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CAS ¼
Ym
j¼1

Cj mod N2 ð13Þ

Consequently, the aggregated ciphertext is combined with
other related information to generate the transaction
T 0x ¼ CAS;Pseuj; ts

� �
.

4.3.2. Creation of the new block
The aggregation node at the fog layer records the transaction

T 0x ¼ ðCAS;Pseuj; tsÞ in a block and broadcasts this block to other
fogs for information authentication. Similar to the creation of the
block in the user layer, this block includes the transaction, the
Merkle root and previous and current hashes. The hash value of
the current block is calculated as the following equation.

H0curr-block¼ SHA256

 
indexþHprev-blockþPseujþ timestamp

þCASþ
X
j

transactionsj

! ð14Þ
4.3.3. Blockchain generation
After the aggregation node creates a new block in the fog com-

puting layer, the new block is broadcast to other fog nodes and
added into the FA-blockchain through the consensus mechanism.
The consensus mechanism is similar to that of the user layer. First,
the ordinary node in the fog computing layer verifies the records in
this new block and each node only verifies the data related to itself.
If it is consistent with the original data, it passes the verification
and broadcasts the verification result to other nodes in the fog
computing layer. After collecting the correctness confirmation
message sent by the other 2m=3þ 1 fog nodes or more, this block
is considered to be valid and added to the FA-blockchain.

4.4. Service supporting

When the cloud server receives the FA-blockchain from the fog
computing layer, it reads the secondary aggregation ciphertext and
decrypts the ciphertext by using the Paillier decryption algorithm.
To leverage the Paillier decryption algorithm effectively, we further
specify the components of Eq. (13), that is, Eq. (13) can be rewrit-
ten as

CAS ¼
Ym
j¼1

Cj modN2

¼
Ym
j¼1

Yn
i¼1

Cij modN2

 !

¼
Ym
j¼1

Yn
i¼1

gdij � rNj modN2

 !

¼
Yn
i¼1

Ym
j¼1

gdij � rNj modN2

 !

¼
Yn
i¼1

gdi1 �gdi2 � � � � �gdim modN2
� � Ym

j¼1
rj

 !N

modN2

¼ ga1
Pn

i¼1di1 �ga2
Pn

i¼1di2 � � � � �gam
Pn

i¼1dim
Ym
j¼1

rj

 !N

modN2

¼ ga1
Pn

i¼1di1þa2
Pn

i¼1di2þ���þam
Pn

i¼1dim
Ym
j¼1

rj

 !N

modN2

ð15Þ
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Meanwhile, we respectively define symbols M and R as

M ¼ a1
Xn

i¼1di1 þ a2
Xn

i¼1di2 þ � � � þ am

Xn

i¼1dim ð16Þ

R ¼
Ym
j¼1

rj ð17Þ

Accordingly, the cloud server can organize the ciphertext CAS

into the following format, which is in accordance with the cipher-
text form of Paillier encryption.

C ¼ gM � RN mod N2 ð18Þ
Consequently, the cloud server can use the Paillier decryption

algorithm to decrypt the aggregated ciphertext directly and obtain
the aggregated plaintext M.

M ¼
L Ck mod N2
� �
L gk mod N2
� �

¼
L Ck mod N2
� �

L 1þ Nð Þk mod N2
h i

¼ L Ck mod N2
� �

� k�1

ð19Þ

Finally, Horner’s rule is employed to complete the high-speed
analysis of the aggregated plaintext and obtain fine-grained
aggregation results; the detailed solving process is shown as
Algorithm 1. In this algorithm, the coefficient denotes the total
power consumption of subarea j, which is defined as

UAj ¼
Xn
i¼1

dij ð20Þ

Due to the values of these coefficients, it achieves the fine-
grained aggregation successfully, that is, it not only obtains the
entire power consumption of the network but also recovers the
subarea’s data.

Algorithm 1. Horner rule-based analytical algorithm.

Input:
M and R.

Output:
Total power consumption UAj in each subarea j,
j ¼ 1;2; . . . ;m.

1: Begin

2: x0  M=R, a1 ¼ R1; a2 ¼ R2; . . . ; am ¼ Rm;

x0 ¼ UA1 þ R1UA2 þ � � � þ Rm�1UAm;
3: For j 1 to m do
4: UAj  xj�1 mod R;
5: xj  xj�1 mod R;
6: End for
7: Obtain ðUA1;UA2; . . . ;UAmÞ.
8: End

Once the cloud server gains the power consumption of each sub-
area through the above operations, these fine-grained data can be
explored to predict the power usage trend of each subarea, and then
provide decision support for power dispatching and price adjust-
ment. Accordingly, the smart contract enables these decisions to
be executed automatically and develops the time-of-use pricing
feedback strategy to encourage users to adjust their electricity use
habits for alleviating the burden of the power grid and improving
the power utilization efficiency.
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With the accumulation of data, the blockchain sharing ledger
will become increasingly larger, which is called blockchain bloat.
For example, in the past nine years, the size of the Bitcoin system
ledger has reached 153.1 GB [32]. All historical transaction items of
Bitcoin need to be kept for a long time because they are used to cal-
culate account balances. For the proposed aggregation mechanism
in this paper, the smart meter’s data item of the new generation
does not rely on the previous one, thus there is no need to save
all the data items on each node. We recommend regularly cleaning
out obsolete data items and releasing storage space in the relevant
nodes.
5. Security and performance evaluations

In this section, we will discuss the security and anonymity
properties of the proposed scheme, and analyze the performance
in terms of the computation cost. In particular, we perform a quan-
titative analysis on the successful probability of tampering attacks
under different scenarios, which proves the high security of our
proposed scheme. Furthermore, the computation costs of the iden-
tity authentication and whole system are given in detail, and they
show that the proposed scheme is lightweight and more suitable
for systems with real-time requirements.

5.1. Security analysis

Data confidentiality: In our defined threat model, the transmis-
sion of users’ power consumption data over channels is subjected
to the eavesdropping attack, and the fog and cloud nodes are both
honest-but-curious. To guarantee the confidentiality of users’ pri-
vacy data, Paillier encryption is employed to encrypt these con-
sumption data in the form of ciphertext Cij ¼ gdij � rN mod N2.
Even if the eavesdroppers observe all of these data and know the
encryption algorithm, they cannot decrypt the ciphertext to reveal
users’ data without the private key because an encrypted result of
Paillier encryption is semantically secure from the chosen plaintext
attack [33]. Similarly, the aggregation execution objects of fog and
cloud nodes are all encrypted data, so the fog node cannot obtain
the user’s real data without the corresponding private key.
Although the cloud server can recover the aggregated plaintext of
each subarea as UAj ¼

Pn
i ¼ 1dij by using the additive homomor-

phism of the Paillier algorithm, it still cannot deduce the original
meter data of each user. Therefore, our developed scheme provides
strong confidentiality for users’ power consumption data, that is, it
protects the users’ privacy information effectively.

Data integrality and validity: Aiming at resisting the active
attacks (e.g., tampering, forgery, replay) on the smart meter’s data,
in our scheme, the user signs the ciphertext Cij and timestamp ts as

rij ¼ H H Cijjjts
� �jjPseuij

� �Yij by using the batch aggregation signature

before sending it to the upper layer. Only when the
Qn

i¼1r
Xij

ij is

equal to
Qn

i¼1H H Cijjjts
� �jjPseuij

� �
mod N2, can the receiver confirm

that the received information has not been tampered with. Obvi-
ously, once the data rijjjCijjjtsjjPseuij

� �
is tampered with, this equa-

tion will not be established. That is, even if the attacker
successfully modifies the information or launches replay attacks,
the receiver can detect these threats effectively. As a result, our
developed scheme guarantees the integrity and validity of the pri-
vate data. It also provides the same security protections in the fog
layer.

Identity anonymity and authenticity: The user identity is usu-
ally associated with the private information, and the disclosure
of the user identity information can often cause a series of hazards.
In the proposed scheme in this paper, the identities of smart
meters and fog devices always exist in a pseudonym form,
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that is, Pseuij ¼ Xij mod N2 and Pseuj ¼ Xj mod N2, respectively,
where the public keys Xij and Xj are randomly selected by the user
and fog device, respectively, and the generated pseudonyms Pseuij

and Pseuj are random and are not associated with the true identity
of the user and fog device. Even if the malicious attacker decrypts
the meter’s data of users successfully, it still means nothing
because it cannot obtain the real identity of the user. Thus, our
scheme realizes the anonymity of the user identity. At the same
time, an illegal node may exist that attempts to impersonate the
legal user’s identity; however, our identity authenticity mecha-
nism can identify this identity fraud behavior since we have
already collected the legal pseudonym in advance and mapped it
in the Bloom filter. It can quickly determine whether the node’s
pseudonym is in the Bloom filter by the querying operation.

5.2. Successful attacking probabilities

According to the threat model definition in Section 3, we choose
two typical attacks to evaluate their impacts on aggregation
results, that is, tampering attacks in nodes and over links. To
demonstrate the advantages of our proposed solution, we compar-
atively analyze the successful probability of tampering attacks
under different solutions.

5.2.1. Tampering attack in nodes
In our threat model, we assume that the total number of smart

meters that attackers need to manipulate is w if they want to suc-
cessfully launch a tampering attack, and the total number that
attackers need to manipulate of fog nodes is f . To make it easier
to understand, we suppose that the compromised probability of
each smart meter is independent and denoted as ai, where
i ¼ 1;2; . . . ;w; . . . ;nm and 0 � ai � 1. Similarly, the compromised
probabilities of the fog node and cloud server are represented,
respectively, by bj, j ¼ 1;2; . . . ; f ; . . . ;m, 0 � bj � 1 and c. Mean-
while, we assume the intercepted probability of the smart meter’s
secret key by a malicious node is independent and set to be @ i,
where i ¼ 1;2; . . . ;w; . . . ;nm and 0 � @i � 1.

Therefore, the successful probability of tampering attack under
the traditional secure scheme can be given as

Pnode ¼ 1
3

Yw
i¼1

ai

 ! Yw
i¼1

@i

 !
þ

Yf
j¼1

bj

 ! Yfn
i¼1

@i

 !
þ c

" #
ð21Þ

where the weight is 1/3, indicating that the attacker chooses to
attack three category nodes equally. This traditional secure scheme
is that the data are transmitted among nodes without considering
blockchain, but it has other same secure mechanism with our pro-
posed scheme.

For the proposed scheme in this paper, the blockchain-based
secure scheme can tolerate less than 1/3 of compromised nodes
due to the existence of the consensus mechanism. Based on this
conclusion, we define the threshold w ¼ ceil½ð2=3Þðn� 1Þ þ 1� for
each subarea, where the function ceilðÞ is defined to return the
smallest integer that is greater than or equal to the specified
expression. In the meantime, the other threshold
w0 ¼ ceil½ð2=3Þðm� 1Þ þ 1� is given for the fog layer. Consequently,
the successful probability of a tampering attack under our pro-
posed scheme can be written as

P0node ¼
1
3

Ymw

i¼1
ai

 ! Ymw

i¼1
@i

 !
þ

Yw0
j¼1

bj

 ! Ynw0
i¼1

@i

 !
þ c

" #
ð22Þ
5.2.2. Tampering attack over links
In this part, we consider the attack that intercepts or forges data

packets over the communication channels.



Fig. 4. Successful attacking probabilities under different solutions.
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For the traditional secure scheme, the attacker may launch an
attack to tamper with power data before the fog node or cloud ser-
ver receives these data. This type of attack requires the successful
intrusion into the communication channel and obtains the private
key of the sender node to successfully modify the data. Therefore,
we denote gi, i ¼ 1;2; . . . ;w; . . . ;nm, 0 � gi � 1 as the successful
probability of an intercepting attack over the communication
link between smart meter and fog node, and denote gj,
j ¼ 1;2; . . . ; f ; . . . ;m, 0 � gj � 1 as the successful probability of an
intercepting attack over the communication link between the fog
node and cloud server. The independent successful probability of
this kind of attack is

Plink ¼ 1
2

Yw
i¼1

gi

 ! Yw
i¼1

@i

 !
þ

Yf
j¼1

gj

 ! Yfn
i¼1

@i

 !" #
ð23Þ

where the weight is 1/2, indicating that the attacker chooses to
attack the two kinds of communication links equally.

For the proposed scheme in this paper, considering that the pri-
vacy data are encapsulated into the blockchain between the user
and fog layer, as well as the link between the fog layer, and cloud
server, we know that generally, the data in the blockchain are not
tamperable, so we do not consider the successful possibility of a
tampering attack in the communication links among the user layer,
fog layer, and cloud server. However, a consensus process needs to
be executed before the blockchain is formed, in which nodes of the
user layer need to communicate with each other to form an inter-
nal communication network, and in this communication network,
it will be confronted with the tampering attack. This threat also
exists in the fog layer. Therefore, we will analyze the successful
probability of a tampering attack over these two internal networks.
First, we assume that there are xuc ¼ m � ceil½wðw� 1Þ=2� communi-
cation channels in the user layer, and the successful probability of
intruding a communication channel at the user layer is denoted as
gxuc , where xuc ¼ 1;2; . . . ; l; . . . ; L and 0 � gxuc � 1. Meanwhile, we
assume that there are xfc ¼ ceil½w0ðw0 � 1Þ=2� communication chan-
nels in the fog computing layer, and the successful probability of
intruding a communication channel at the fog layer is denoted as
gxfc

, where xfc ¼ 1;2; . . . ;K; . . . ;K and 0 � gxfc
� 1. Therefore, the

independent successful probability for tampering with data in
the proposed hierarchical blockchain network is

P0link ¼
1
2

Yl

xuc¼1
gxuc

� � Ymw

i¼1@i

� �
þ

YK

xfc¼1
gxfc

� � Ynw0

i¼1@ i

� �h i
ð24Þ

Finally, we assume that the tampering attack in nodes and over
links is independent, and the probability of being chosen by the
attacker is equal. Consequently, the total successful probability of
tampering attacks for the traditional and our proposed schemes
are, respectively, given as

Ptradition ¼ 1
2

Pnode þ Plinkð Þ ð25Þ

Pproposed ¼ 1
2

P0node þ P0link
� � ð26Þ

where the weight is 1/2, indicating that the successful probability of
an attacker launching two kinds of attacks is independent and
equal.

5.2.3. Successful probabilities
In the previous two parts, we analyzed the successful probabil-

ity of the tampering attack for the traditional and our proposed
schemes from a theoretical perspective. To show the analysis
results more intuitively, we use the Monte Carlo simulation
method to further analyze the successful probability. In this
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simulation scenario, we assume that there are 20 smart meters
in each subarea and 1 cloud server in the service supporting layer,
and the number of fog nodes is 50. Then, we assume that the prob-
ability that attackers need to manipulate smart meters is 10% to
100%; thus, the w is variable from 100 to 1000 in the entire
network. Meanwhile, we define that the range of variables
a; b; @;g and g all vary from 0.9 to 1, and the range of c is set to
be [0, 0.1]. The values of variables a; b; @;g and g are randomly
selected within their ranges, and we execute the experiment
1000 times to evaluate the average value of the simulation results.
The experiment runs on a notebook with an Intel Core i5-7200U
CPU @ 2.50 GHZ, with 8.00 GB RAM.

Fig. 4 depicts the interrelation between the successful attacking
probability and the total number of smart meters that attackers
need to manipulate. Notably, the successful probability exhibits a
continuous decline with the increase of the number of the manip-
ulated smart meters, and our proposed scheme demonstrates a sig-
nificant advantage in the reduction of security threats. In
particular, the successful attacking probability approaches 0 in
our scheme when the total number that attackers need to manip-
ulate is more than 500. The main reason for this result is that our
proposed scheme designs two consensus mechanisms in the gen-
eration of the UA-blockchain and FA-blockchain, and the consensus
mechanism needs group verification. Therefore, the use of the
double-blockchain significantly enhances the robustness of the
system.

5.3. Computation cost

In this subsection, we analyze the computation costs of identity
authentication and the entire system. In the simulation scenario,
we assume that the number of fog nodes is variable from 5 to
50. Meanwhile, we set the error probability of the Bloom filter to
0.01, and define the RSA modulus N and parameter p as 1024 bits
and 160 bits, respectively. Although the content-based Bloom filter
usually has conflicts, the conflict probability is very small. For
example, in the case of using seven different hash functions, to
use a bit string of 2 MB size, the overall error rate is less than
0.01. Therefore, it is reasonable to set the error probability of the
Bloom filter to 0.01. For convenience of explanation, we denote
TE1; TE2; TM and TP as the exponentiation operations in Z�N2 , the
exponential operations in G, the multiplication operations and
the bilinear pairing in G, respectively. We use the pairing-based
cryptography (PBC) library to implement these operations. The



Table 1
Operation notations and time costs.

Notation Description Time cost (ms)

TE1 Exponentiation operation in Z�N2 1.60
TE2 Exponentiation operation in G 1.62
TM Multiplication operation 0.06
TP Pairing operation 17.70

Table 2
Time costs.

Scheme Operation

DA-SADA ð4mnþ 2mþ 1ÞTM þ ðmnþ 2mþ 2ÞTE1

SEDA 2TP þ 4TE1 þ ð6nmþ 3ÞTE2 þ ð2nmþ 1ÞTM

LPDA-EC 2TP þ 4TE1 þ ð3nmþ 3ÞTE2 þ ð2nmþ 1ÞTM
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data set of simulation is from Commission for Energy Regulation
Ireland [34]. Table 1 lists the operation notations and their time
costs in the evaluation process.

Fig. 5 shows the time cost of identity authentication with and
without the Bloom filter. Observing from this figure, we can find
that the time cost of the traditional scheme without the Bloom fil-
ter grows sharply with the increase of the number of smart meters,
but our proposed scheme has a limited increasing range and the
time cost is much lower than the traditional scheme. This is
because the Bloom filter uses multiple hash functions to improve
space utilization, which greatly improves the query efficiency of
the authentication process.

Subsequently, for the sake of comprehensively displaying the
computation cost, we analyze the computation cost of the entire
system with our developed scheme, and conduct a comparison
with two benchmark schemes, that is, the security-enhanced data
aggregation scheme (SEDA) [13] and a lightweight privacy-
preserving data aggregation scheme for edge computing (LPDA-
EC) [21]. Because the computation cost of the hash operation is
negligible compared with exponentiation and multiplication oper-
ations, we do not consider the cost of the hash operation in our
evaluation process.

Specifically, in the user layer, the generation of ciphertext

Cij ¼ 1þ dijN
� � � s and signature rij ¼ H uijjjPseuij

� �Yij requires two
multiplication operations TM and one exponentiation operation
TE1 in Z�N2 , respectively. After the aggregation node in the user layer
receives the report rijjjCijjjtsjjPseuij

� �
from n smart meters, it first

authenticates the validity and integrity of the received data by
batch verification, which includes n multiplication operations TM

and one exponentiation operation TE1 in Z�N2 . Next, the aggregation
computation of the user’s data needs n multiplication operations
TM. Finally, the aggregation node sends the report to the fog layer.
In the fog layer, to generate the signature rj, one exponentiation
operation TE1 in Z�N2 is needed; then, fog nodes send the report
rjjjCjjjtsjjPseuj
� �

to the aggregation node at the fog layer, and the
Fig. 5. Time cost of identity authentication.
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aggregation node first authenticates the received data by batch
verification, which includes m multiplication operations TM and
one exponentiation operation TE1 in Z�N2 . After the successful
authentication, the aggregation node aggregates the first-level
aggregation report Cj, j ¼ 1;2; . . . ;m, and the aggregation computa-
tion needs m multiplication operations TM. Then, the fog node
sends the aggregation report to the upper layer. Upon receiving
the report from the fog node, the cloud server decrypts the aggre-
gation report, and this Paillier decryption includes one exponenti-
ation operation TE1 and one multiplication operation TM. From the
above analysis, the entire calculation process of our proposed
scheme includes ð4mnþ 2mþ 1ÞTM þ ðmnþ 2mþ 2ÞTE1 opera-
tions. Similarly, we can obtain the computation costs of other
schemes. The specific operation statistics of these schemes are
shown in the Table 2.

In Fig. 6, similar to the computation cost of identity authentica-
tion, the total computation cost of the system is proportional to the
number of smart meters. Meanwhile, we can observe that our pro-
posed scheme achieves a significant reduction in the total compu-
tation cost compared with SEDA and LPDA-EC. For example, when
the number of smart meters is 500, the total computation cost of
our proposed scheme is 103 ms, which reduces by 80% and 60%
that of SEDA and LPDA-EC, respectively. Furthermore, the reduc-
tion of the computation cost will become more pronounced with
the increase of the number of smart meters. This is mainly because
the required time for bilinear pairing is much larger than that of
other operations, and both SEDA and LPDA-EC include the expen-
sive bilinear pairing operation during the verification process.
However, in our proposed scheme, the use of the pairing calcula-
tion is effectively avoided, which significantly reduces the compu-
tation cost at the same time.

From the above security and performance analysis results, we
can conclude that the proposed security and anonymous data
aggregation scheme significantly reduces the system computation
Fig. 6. Total computation cost of the system.
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cost while providing strong security and anonymity protections.
Moreover, it is more suitable for systems with real-time high-
frequency data collection and aggregation requirements in the
smart grid.
6. Conclusions

The smart grid can achieve reliable and stable services by col-
lecting and analyzing the users’ electricity consumption data, but
the users’ security and privacy are usually threatened during these
operations. Therefore, we propose a DA-SADA scheme. Specifically,
we construct a security-enhanced three-tier architecture by com-
bining fog computing and the blockchain, and the local resources
are exploited effectively. Subsequently, a lightweight secure aggre-
gation mechanism is developed to ensure the confidentiality,
integrity, and authenticity of private data. In particular, in order
to realize the flexible regulation of power, we design the double-
blockchain to achieve fine-grained aggregation of the users’ power
consumption data, and the double-consensus in the formation of
the double-blockchain further enhances the security of the system.
Finally, the security analysis confirms the high security of our pro-
posed scheme, and the comparison analysis of computation costs
in the entire system further validates its performance advantage,
providing a more suitable solution for systems with real-time
requirements. Although our proposed scheme provides an efficient
and secure data collection mechanism for smart grid, it still lacks
an efficient and smart method to select aggregation node. There-
fore, in future work, we plan to develop a dynamic and smart
aggregation node selection mechanism to improve the applicable-
ness of developed scheme in the real network scenario by integrat-
ing machine learning method.
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