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a b s t r a c t

During the coronavirus disease 2019 (COVID-19) emergency, many hospitals were built or renovated
around the world to meet the challenges posed by the rising number of infected cases. Environmental
management in the hospital life cycle is vital in preventing nosocomial infection and includes many
infection control procedures. In certain urgent situations, a hospital must be completed quickly, and work
process approval and supervision must therefore be accelerated. Thus, many works cannot be checked in
detail. This results in a lack of work liability control and increases the difficulty of ensuring the fulfillment
of key infection prevention measures. This study investigates how blockchain technology can transform
the work quality inspection workflow to assist in nosocomial infection control under a fast delivery
requirement. A blockchain-based life-cycle environmental management framework is proposed to track
the fulfillment of crucial infection control measures in the design, construction, and operation stages of
hospitals. The proposed framework allows for work quality checking after the work is completed, when
some work cannot be checked on time. Illustrative use cases are selected to demonstrate the capabilities
of the developed solution. This study provides new insights into applying blockchain technology to
address the challenge of environmental management brought by rapid delivery requirements.

� 2022 THE AUTHORS. Published by Elsevier LTD on behalf of Chinese Academy of Engineering and
Higher Education Press Limited Company. This is an open access article under the CC BY-NC-ND license

(http://creativecommons.org/licenses/by-nc-nd/4.0/).
1. Introduction

The coronavirus disease 2019 (COVID-19) that started in 2019
has spread rapidly to become a global pandemic. During the pan-
demic of the new coronavirus, many patients developed into sev-
ere cases and required hospitalization [1]. Individuals who
require hospitalization have higher viral loads than other patients,
increasing the risk of hospital cross-infection [2]. A contaminated
environment is highly significant in pathogen transmission. Thus,
maintaining a safe and clean hospital environment is critical for
breaking chains of transmission and preventing nosocomial infec-
tion during the pandemic. According to the World Health Organi-
zation (WHO) Pan American Regional Office, more than 570 000
healthcare workers (HCWs) were infected and 2 500 around the
world died during the pandemic before September 2020 [3]. In
some healthcare facilities, HCWs had a tenfold higher risk of infec-
tion than non-HCWs [4]. An analysis showed that over one in ten
infected cases in the UK’s first pandemic wave were hospital-
acquired [5]. Air and surface contamination by pathogenic biolog-
ical aerosols is recognized as a major potential route of hospital
cross-infection [6].

Environmental management for infection prevention in COVID-
19 healthcare facilities requires interdisciplinary cooperation. Tra-
ditional environmental infection control strategies, including per-
sonal protective equipment (PPE) usage and scheduled
disinfection and cleaning procedures (i.e., disinfection of indoor
air and object surface cleaning), have received the most attention
in the literature [7–9]. As a crucial way to combat airborne patho-
gens, engineering control measures such as ventilation, air filtra-
tion, indoor pressure gradient control, and avoidance of
recirculation have also played a key role in environmental safety
[10–12]. A previous study found that the addition of engineering
infection control measures without altering the traffic and work-
flow patterns of HCWs can reduce healthcare-associated infections
by 45% [13]. Both traditional environmental infection control
strategies and engineering controls are conducted during the
operation stage of healthcare facilities. During the COVID-19
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pandemic, new infectious disease hospitals have been built to cope
with the increasing need for hospital-based healthcare services
during a surge of patients, and general hospitals have been retro-
fitted to provide negative-pressure isolation spaces. The effective-
ness of engineering control measures in the operation stage is
directly affected by design and construction factors such as designs
for the ventilation and air conditioning system, healthcare unit lay-
out design, equipment installation, construction quality of isola-
tion wards, and so forth. For example, badly designed isolation
rooms with, for example, inadequate air-change rates can increase
the risk of airborne transmission [14]. To sum up, the success of
nosocomial infection control requires integrated and targeted
measures in the design, construction, and operation stages.

During the emergency of a pandemic, medical workers, states,
and local governments must prepare for an increase in critically
ill patients and be ready to act quickly. Under such circumstances,
the work of building new infectious disease hospitals or expanding
negative-pressure wards in existing hospitals needs to be finished
in a short time. In such an urgent situation, some work cannot be
checked as carefully as usual, and there might be a lack of work
quality control for activities in the design and construction stages,
which may increase infection risk in the operation stage. A similar
situation occurs in the operation stage of the hospital. During the
operation of the hospital, many medical workers in the COVID-19
pandemic frontline do not have enough requisite expertise and
context about nosocomial infection prevention [15]. Studies show
that, in 258 cleaning cases reported in a hospital, the rate of com-
pliance with disinfection measures was only 35% [16]. Meanwhile,
a lack of maintenance or the unexpected failure of devices in
negative-pressure wards can lead to the spread of pathogens to
neighboring areas. Viral RNA was detected on 114 of 218 (52.3%)
surface samples and in 14 of 31 (45.2%) air samples in hospitals
during the peak of the COVID-19 pandemic in London, UK [17].
Thus, whether in the design and construction stages or in the opera-
tion stage of hospitals, strict compliance with infection control
procedures is of key importance in reducing hospital-acquired
infection. Considering the need for the rapid completion of new
hospitals or hospital renovations brought by a surge in infection
numbers, compliance with infection prevention procedures in the
design, construction, and operation stages cannot be checked on
time and must be checked later. To ensure the fulfillment of noso-
comial infection control, the critical work process needs to be reli-
ably recorded in order to support accountability and auditability.

Blockchains are an emerging technology that can improve data
security, transparency, and traceability and that have shown
potential in information-tracking applications such as supply-
chain management [18,19] and healthcare records management
[20,21]. They can ensure that data is protected against loss, corrup-
tion, and manipulation. Existing studies have explored how block-
chain technology can help the healthcare system in combating the
COVID-19 pandemic. Most previous studies have focused on block-
chain applications for early warning and vaccination management,
including contact tracing [22–24], pandemic surveillance and
reporting [25–27], verifiable vaccine certificates [28], electronic
medical records management [29], and vaccine supply-chain trac-
ing [30]. However, no study has used blockchain technology in hos-
pital environmental management to prevent nosocomial infection
under the COVID-19 pandemic. During the rapid delivery of a hos-
pital project under the extreme circumstances of a pandemic,
many processes may not be under strict quality supervision due
to the requirement for speed; however, mistakes in design, con-
struction, and operation activities may increase the risk of nosoco-
mial infection. Given this background, this study aims to answer
two research questions:

� How can a blockchain-based system help nosocomial infec-
tion prevention in newly built or renovated hospitals?
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� How can blockchain technology address work inspection
challenges to help with environmental management during
an accelerated work mode?

To answer these research questions, this paper presents a
blockchain-based life-cycle hospital environmental management
framework to ensure the traceability and accountability of work
procedures. With the nonrepudiation feature of blockchains, work
can be checked later if it cannot be checked on time during an
urgent situation. The blockchain’s immutable process information
storage can improve the sense of responsibility of different partici-
pants, help reduce the risk of data manipulation, make the work
quality more transparent, and ultimately help to ensure the safety
of the hospital environment. In addition, the smart contract
embedded in a blockchain can monitor the fulfillment of the pro-
ject’s conditions and support real-time environmental monitoring
and equipment maintenance by sending notifications to hospital
staff. The major contributions of this study are as follows: First, this
study fills a research gap in the application of blockchain technol-
ogy in hospital environmental management by developing a
blockchain-based nosocomial infection control solution. Second,
this study presents a new quality management workflow enabled
by blockchain technology to address the challenge of quality
inspection during an accelerated work mode.

The rest of this paper is organized as follows. In Section 2, we
review the literature related to this study and define the research
gap; we then demonstrate the reason for choosing a consortium
blockchain in this study. Section 3 describes the conceptual model
and system architecture of the proposed blockchain-based frame-
work, and Section 4 illustrates blockchain-enabled key applica-
tions for environmental quality management in the hospital life
cycle. We also present illustrative use cases to provide examples
of how the proposed framework can benefit the environmental
management of hospitals. Section 5 analyzes the performance of
the proposed scheme, while Section 6 discusses the managerial
implications and theoretical implications. Finally, Section 7 pre-
sents the conclusions.
2. Related work

2.1. Blockchain-based healthcare applications for COVID-19

The concept of a blockchain was developed by Satoshi
Nakamoto [31] in 2008 to solve the double-spend problem of
cryptocurrencies. A blockchain is a distributed ledger that
chronologically and securely records all data shared among all par-
ticipants in a peer-to-peer (P2P) network [32]. Nodes on the chain
will propagate transaction information on the P2P network, with
each node having a copy of the ledger [33]. The P2P propagation
mechanism ensures that records cannot be tampered with. Block-
chain technology was originally proposed to solve the security and
privacy issues of digital currency transactions (i.e., Bitcoin), but the
application of a blockchain is not limited to digital currencies. The
technology also has the potential to generate disruptive
applications for different industries.

Several blockchain studies examine infection control in the
healthcare domain, aiming to solve different challenges in the
COVID-19 pandemic. The related studies are listed in Table 1
[22,23,25,26,30,34–38], and are categorized into multiple domains
(e.g., pandemic control and surveillance, health and immunity cer-
tificates, etc.). The first type of blockchain application is pandemic
control and surveillance. For example, Ouyang et al. [25] proposed
a framework for collaborative early warning for COVID-19 based
on a blockchain and smart contracts to reduce the risk of
decision-making errors during early warning. Lee et al. [26]
developed a blockchain-based architecture that can be used for



Table 2
Comparison of public, private, and consortium blockchains.

Blockchain
type

Public Private Consortium

Access level Anyone Single
organization

Multiple
organizations

Authority Highly
decentralized

Partially
decentralized

Partially
decentralized

Transaction
reading/
writing

Anyone Single
organization

Selected multiple
organizations

Consensus
mechanisms

Distributed
consensus (PoW,
PoS)

Voting/multi-
party consensus

Voting/multi-
party consensus

Speed Slow Fast Fast
Scalability Low High High

Table 1
Blockchain-based healthcare applications for COVID-19.

Category Related topics in the field Research focus Publications

Healthcare Pandemic control and surveillance COVID-19 early warning [25]
Global infectious disease surveillance and infected case tracking [26]

Health and immunity certificates Verification of tamper-proof test results [34]
Medical supply-chain management Vaccine supply management [30]

Medical equipment supply-chain management [35]
Supply-chain management of ventilators and PPE [36]

Contact tracing Privacy-preserved contact tracing [22]
Contact information sharing [23]

Electronic medical records Patient health information sharing [37]
COVID-19 patient reports sharing [38]
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information retrieval on disease transmission in order to achieve
global infectious disease surveillance and infected case tracking.
The second type of blockchain application is related to health
and immunity certificates. Eisenstadt et al. [34] proposed a block-
chain framework combined with an encryption algorithm to real-
ize the verification of tamper-proof test results in a mobile
application. The third type of blockchain application is about
supply-chain management for vital supplies such as vaccines,
PPE, and medications [39–43]. Another important application sce-
nario is contact tracing. Bandara et al. [44] developed a blockchain-
empowered COVID-19 contact tracing platform that can notify
people who are near positive cases while preserving the privacy
of the infected people at the same time. The above studies have
shown the potential of blockchain technology for helping in the
fight against the pandemic in the healthcare domain. These studies
have covered many aspects related to containing the spread of a
pandemic. Nosocomial infection prevention is a critical aspect of
controlling a pandemic; however, no study as yet has discussed
the role of blockchain technology in nosocomial infection
prevention.

2.2. Blockchain technology in project management

A significant number of disputes and litigations can occur in a
project [45]. Blockchain technology has attracted a great deal of
attention in project management, as it can help in many aspects
of a project such as trust, information sharing, and process automa-
tion. Several researchers have begun to study the technical charac-
teristics of blockchains and their potential applications in project
management. Turk and Klinc [46] illustrated the challenges in
engineering management and pointed out that a blockchain can
improve the reliability and trustworthiness of construction logs,
works performed, and material quantities recorded. Li et al. [47]
stated that the properties of blockchains, such as immutability,
traceability, and transparency, can lead to better accountability
and auditability, which will enable the industry to manage
resources better while reducing costs, project duration, and pay-
ment disputes.

Aside from theoretical analysis, some scholars have studied
how blockchains can be implemented into specific management
processes. The completion of a project is primarily a collaborative
effort between different participants, and liability control is an
essential task in process management. Pradeep et al. [48] devel-
oped a blockchain-based design workflow that aims to improve
design liability control in the design process. Sheng et al. [49]
developed a blockchain-based construction quality management
platform to provide error traceability in construction activities.
Lu et al. [50] proposed a blockchain-based framework to realize
information sharing, tamper proofing, and traceability in the
supervision of construction works.

Furthermore, blockchain applications are implemented in con-
struction supply-chain management [51,52] and project delivery
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management [53]. Although an increasing number of blockchain-
based applications have been proposed to deal with various
engineering management problems, few studies have considered
how blockchains can help engineering management in emergency
situations. Many emergency hospitals have been built, trans-
formed, or expanded all over the world to meet the rapidly increas-
ing demand for medical treatment in the context of COVID-19.
Schedule, cost, and quality are known as the ‘‘iron triangle” in pro-
ject management [54]. The compressed schedule of emergency
hospital projects has brought great challenges to quality manage-
ment [55]. A case study of the Huoshenshan and Leishenshan
Hospital projects in Wuhan indicates that the sharp schedule com-
pression resulted in less supervision and quality defects; however,
it is difficult to deal with these issues within a limited time [56].
This study aims to employ blockchain technology to address the
quality supervision challenges brought by rapid delivery require-
ments during the COVID-19 emergency. A blockchain-based
environmental management framework is developed, which can
provide an immutable work record storage so that work that can-
not be checked on time can be checked later.
2.3. Selection of a blockchain system

At present, many types of blockchain systems exist; these can
be divided into the following three categories according to the
degree of decentralization and transparency: public, private, and
consortium blockchains [57]. A comparison of the three types of
blockchains is shown in Table 2.

� Public blockchain: A public blockchain is usually regarded
as a permissionless blockchain [58]. This blockchain type is
open to anyone who wants to join the network. Anyone in
the network may view, read, and write data on the public
blockchain. The blockchain is completely decentralized, and
no third-party management system exerts control over the
blockchain network [59]. Transaction data that are confirmed
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and uploaded to the blockchain cannot be changed. Well-
known public chains mainly include Bitcoin and Ethereum
[60,61]. These public blockchain platforms have relatively
slow transaction speeds because they require time for all
nodes to reach a consensus for each transaction [62,63].
Proof of work (PoW) and proof of stake (PoS) [64] are the
most commonly used consensus mechanisms in public block-
chains. Although they can enhance the reliability of transac-
tion confirmation on the blockchain, they also reduce the
transaction speed. For example, Bitcoin processes roughly
seven transactions per second (tps), whereas Visa can com-
plete more than 20000 tps [47].

� Private blockchain: A private blockchain network is limited
to users who have been invited or permitted to join [62]. The
private chain is not fully decentralized, is managed by a
specific subject, and requires participants to apply for per-
mission to read and write to the blockchain [65]. The data
on the network are not visible to the public and can only be
viewed by the participating nodes. Compared with a public
blockchain, a private blockchain provides more data privacy
protection. A private blockchain has fewer nodes, resulting
in a faster transaction speed. Private blockchains are more
suitable for situations in which information only needs to
be shared by a limited number of participants.

� Consortium blockchain: A consortium blockchain is partly a
private blockchain solution, but it is managed and main-
tained by multiple organizations instead of a single-owner
organization [66]. This blockchain type has some advantages
similar to those of private chains, such as fast transaction
confirmation, low storage cost, and good privacy protection.
Nevertheless, as a semi-decentralized blockchain, it is under
the supervision of a handful of predefined nodes to prevent
monopoly [67]. The management nodes in a consortium
Fig. 1. Conceptual model of t
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blockchain can create channels so that blockchain members
can communicate with each other. In addition, different
channels can be set for different business activities to achieve
transaction data isolation. A consortium blockchain is a bet-
ter solution for a setting in which multiple institutions coop-
erate in the same industry and need a trusted environment.

In the scenario of a hospital project, there are many different
organizations involved, such as material suppliers, construction
managers, designers, hospital staff, and so forth. Project documents
such as design files and construction records have strict privacy
protection requirements. The participants are assigned defined
roles to perform only permitted activities in the project process.
Hence, this study employs a consortiumblockchain to build the sys-
tem architecture. In addition, compared with public blockchains,
consortium blockchains are less expensive to implement because
they consume less electricity, as no mining tasks are involved.
3. A blockchain-based hospital environmental management
framework

The fulfillment of critical infection control precautions in the
design, construction, and operation stages is vital for the environ-
mental safety of the hospital and must be critically monitored. In
the following sections, a conceptual framework and system archi-
tecture are proposed to help improve the traceability of key pro-
cess information related to hospital environmental management
during an accelerated work mode.
3.1. Conceptual model of the proposed blockchain-based framework

The conceptual model of the proposed blockchain-based
framework is shown in Fig. 1. The model consists of five key
he proposed framework.
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components: the business, data traceability, blockchain network,
off-chain, and user layers.

The business layer describes key activities throughout the entire
life-cycle of the infectious disease hospital project and includes
design, construction, operation, and maintenance. Each stage pro-
duces information related to the key infection control measures.
The related information must be digitalized in blockchain transac-
tions to make the work quality traceable.

The data traceability layer collects key process information in
the project life cycle related to hospital infection prevention. This
layer manages the life-cycle project information throughout the
design, construction, and operation stages. The American Society
of Heating, Refrigerating, and Air-Conditioning Engineers (ASH-
RAE), the WHO, and the Centers for Disease Control and Prevention
(CDC) have issued guidelines and regulations to provide key infec-
tion control measures during the design, construction, and opera-
tion stages. In the design stage, design files must be checked for
compliance with infection control requirements. In the construc-
tion stage, it is important to verify that systems are functioning
as designed during system commissioning. The key construction
quality records must be stored in the system, especially the quality
records of negative-pressure wards (e.g., air pressure, airtightness,
airflow direction, etc.). In the operation and maintenance stage,
Internet of Things (IoT) sensors are used to monitor environmental
changes, such as differential pressure meters, temperature, and
humidity sensors. In general, this layer aims to collect the
environmental-safety-related process information in the project
life cycle.

The blockchain network layer realizes information exchange
between different participants and makes all the hospital life-
cycle data transparent and traceable, especially for tracing the
source of quality problems. This layer includes a consensus mecha-
nism, smart contract, and hash. First, the consensus mechanism is a
multi-party collaboration means of coordinating multiple partici-
pants to reach an agreement and ensure that this process is not
readily deceived and continues to operate steadily. Second, smart
contracts are rules written in certain business logic. When the
requirements of the rules are met, the obligations stipulated in
the code will be automatically executed. Third, a hash is a crypto-
graphic algorithm used to encrypt transactions. In a blockchain, it
can be used to verify digital identities and store encrypted data.

The off-chain layer processes the collected data and sends key
information to the blockchain network layer. Storage cost on a
blockchain is high and unsuitable for storing large amounts of
high-frequency data. The design files, IoT data, some large files,
and unstructured documents are stored in the cloud server, and
the hash values of these files are generated and stored on the
blockchain.

The user layer contains the participants on the blockchain, cov-
ering the entire life cycle of the project. In the present case, block-
chain users include government regulators, owners, designers,
contractors, hospital staff, facility managers, etc. Each user has dif-
ferent data access rights and participates in different transactions
under the framework of smart contracts. The blockchain network
allows only authorized users with signatures to write data and
start transactions.

3.2. System architecture

This section proposes a system architecture for the blockchain-
based life-cycle environmental management system according to
the proposed conceptual framework. In this architecture, Hyper-
ledger Fabric (henceforth denoted as Fabric) is selected to imple-
ment the blockchain network because of the requirement of data
privacy and a permission mechanism. Fabric is an open-source
consortium blockchain framework developed under the Linux
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Foundation and is one of the most popular and widely known con-
sortium blockchain network frameworks [49]. The system archi-
tecture is shown in Fig. 2. The architecture integrates blockchain,
IoT, and cloud technologies to develop a decentralized application
(DApp) to support environmental management in hospitals. This
implementation architecture has been verified by two software
developers who are experienced in blockchain technology. The fol-
lowing subsection explains the details of the main components in
the system.
3.2.1. Identity management
The participants must register digital identities through the

membership service provider (MSP) in the blockchain network.
The MSP is a mechanism that enables participants to convert their
identities into digital certificates that can be recognized by a per-
missioned blockchain network. MSP implementation employs a
certificate authority (CA) in Fabric to define trusted organizations
and set roles for members in the organizations. Each member is
assigned a public key and a private key to prove their identity,
which in turn determine the participant’s access to the records.
Stakeholders such as owners, designers, contractors, hospital staff,
facility managers, and regulators are regarded as different organi-
zations in the consortium blockchain. The exact authority in rela-
tion to the resource and access to records of each peer node in
the organization is determined by the MSP. Registration is also
required for IoT devices. When a new IoT device is added to the
network, a hash value is generated from the product information
of the IoT device as registration information. Once sensor data
are uploaded to the blockchain, the hash value of the device config-
uration file is also uploaded to the blockchain, and the trusted IoT
data source prevents the data collected at the front end of the IoT
sensors from being tampered with and destroyed.

In Fabric, separate channels can be created to isolate transaction
data. A channel is used for communication between different orga-
nizations. Different members of different organizations can join the
channel, with one channel corresponding to one blockchain. Peer
nodes in this channel can initiate transactions with each other
and share the same ledger. Transactions are invoked by chaincode
in Fabric, and a chaincode holds world state and ledger data. For
example, we can choose two contractor nodes, one owner node,
one government regulator node, and one hospital staff node to
form a channel. Each peer node can send records through the
web client and invoke the chaincode function in Fabric to initiate
a transaction. Once the transaction is verified, the updated transac-
tion information will be broadcast on the channel. This ensures
that the information on the channel is synchronized and cannot
be tampered with by unauthorized parties.
3.2.2. Off-chain data management
The blockchain-based system architecture can provide partici-

pants in the project life cycle with tamper-proof traceability data
and an open environment. However, given the distributed storage
characteristics of the blockchain, some non-transactional data in
the life cycle are too large to be stored on the chain and will reduce
the speed of the platform. At the same time, some private data dur-
ing activities cannot be stored publicly because of privacy issues. In
this work, the proposed system architecture provides an off-chain
data storage solution.

The proposed system implementation architecture is based on a
web client that communicates with the Fabric blockchain network
and holds the state of participants on the P2P network. The cloud
service processes off-chain data, and Fabric processes on-chain
data. All participants must install the client. Participants are
assigned with different project data access rights, and life-cycle
business data are communicated through the web client.



Fig. 2. System architecture of the blockchain-based hospital project life-cycle environmental management system. CA: certificate authority; MSP: membership service
provider; API: application programming interface; ORG: organization; SDK: software development kit.
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The privacy requirements and amount of data are the criteria
for choosing either on-chain or off-chain storage. Off-chain data
include large files and documents such as sensor data, design files,
and forms. On-chain data mainly involve information related to the
state of a process in the environmental management of infectious
disease hospitals such as task-checking information, warning
information, abnormal environmental state, and so forth.

We use design files and sensor data as examples to illustrate the
off-chain information flow. This process is shown in Fig. 3. The cre-
ation and modification of the design file in different stages can
reflect the progress of the project, and the blockchain can provide
trust for the exchange of design files. The participant uploads the
design file to the cloud through the web client, and the hash value
of the design file is subsequently generated. The hash value of the
design file, file name, timestamp, and digital signature are
Fig. 3. Off-chain information flow in the proposed system architecture.
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uploaded to the blockchain network as immutable digital proof.
When verifying the version of the file, the hash of the design file
is calculated again to verify whether it is consistent with the hash
value of the previous design file stored off-chain to determine
whether the file has been modified. All sensor data are stored in
the cloud, and the hash value is generated and stored on-chain.
Simultaneously, some critical process data can be stored on-
chain, given the traceability requirements in environmental
monitoring.
3.2.3. Smart contract
A smart contract allows transactions to interface with the

blockchain ledger. It serves as a conduit between project partici-
pants and blockchain ledgers. Below, we describe the functions
of smart contracts and associated algorithms.

� Workflow coordination smart contract: This smart contract
facilitates the creation and execution of document approval.
The main application scenarios of this smart contract in the
project life cycle are design cooperation and compliance
checking. Algorithms 1–3 describe the logic for recording
the document’s life cycles (creation, feedback, and revision).
First, a document is created and uploaded to the off-chain
layer, the hash value of the file is returned, the document
uploader signs on the file, and the transaction TXh is recorded
on the blockchain network. Then, the document will be
reviewed by another node. The reviewer can add feedback
on the document, and the feedback transaction TXh-feedback

is recorded on the blockchain ledger. Suppose that an opera-
tor wants to update an existing document. In that case, the
smart contract will verify the digital signature on the original
document with the operator’s public key, and the document
revision transaction TXh-revision will be recorded on the
blockchain.



B. Zhong, H. Gao, L. Ding et al. Engineering 20 (2023) 208–221
Algorithm 1. Generate a document for approval.

Input: Document
Output: Document transaction TXh

1. Foreach Document do
2. Send Document to off-chain storage node;
3. Off-chain storage node returns HD = Hash(Document);
4. Tsh = getTimeStamp();
5. Generate signature of WorkflowInvoker Sigh;
6. Generate document creation transaction id IDDh;
7. Record HD, Tsh, Sigh, IDDh in the transaction and generate

TXh;
8. Return TXh;

9. End

Algorithm 2. Feedback on a document.

Input: Document id IDDh

Output: Feedback transaction TXh-feedback;

1. Search IDDh and download the document from the off-chain
storage node;

2. Add a comment on the document then generate a new file;
3. Send the new file to the off-chain storage node;
4. Off-chain storage node return HF = Hash (File);
5. Generate a timestamp Tsh;
6. Generate signature of reviewer Sigh-reviewer;
7. Record HF, Tsh, Sigh-reviewer in the transaction and generate

TXh-feedback;

8. Return TXh-feedback;

9. End
Algorithm 3. Update an existing document.

Input: Document id IDDh1 (old version), new_document (new
version), signature on existing document Sigh, operator’s
public key PK;

Output: Document revision transaction TXh-revision;

1. If Sigh = PK then
2. Send document2 to the off-chain storage node;
3. Link the old version’s document id IDDh1 with the

document id IDDh-new in the document manager;
4. Record the old version’s transaction detail and generate

TXh-revision;

5. Return TXh-revision;

6. Else
7. Reject the transaction
8. End

� Automatic form-checking smart contract: Many forms (e.g.,
construction quality inspection forms and daily hospital main-
tenance record forms) can be predefined to support automatic
work record checking in the project life cycle. Algorithm 4
shows the logic for automatic form checking. The value ranges
for different items in the form are predefined in the smart con-
tract. When an operator fills in the required values in the web
interface and confirms the operation, the smart contract auto-
matically checks the values in the form. If all values are within
a predefined range, the form state is set to Pass. If there are
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values in the form that are out of range, the form state is set
to Fail, and warning information is sent to the person in
charge. If the form state passes, TXh-form is generated and
uploaded to the blockchain network.

Algorithm 4. Automatic form checking.

Input: Form, Lower_limit_value, Upper_limit_value
Output: Form checking transaction TXh-form;

1. Search Lower_limit_value and Upper_limit_value for each
Item in Form;

2. If all values are in value_range[Lower_limit_value,
Upper_limit_value] then

3. Set Form_state as Pass;
4. Send Form to the off-chain storage node;
5. Off-chain storage node returns HF = Hash (Form);
6. Tsh = getTimeStamp();
7. Generate form creation transaction id IDFh;
8. Record HF, Tsh, Form_state, IDFh in the transaction and

generate TXh-form;

9. Return TXh-form;

10. Else
11. Send warning information to the form creator node;
12. Set Form_state as Fail;
13. Send Form to the off-chain storage node;
14. Off-chain storage node returns HF = Hash(Form);
15. Tsh = getTimeStamp();
16. Generate form creation transaction id IDFh;
17. Record HF, Tsh, Form_state, IDFh in the transaction and

generate TXh-form;

18. Return TXh-form;

19. End
� Environmental warning smart contract: In the operational
stage, the indoor environmental parameters that affect
biosafety are monitored by IoT sensors. Algorithm 5 was
developed for monitoring the hospital environmental
parameters in the operation stage. Each IoT sensor is
assigned a unique ID, and the hash value of the sensor
identity information is uploaded to the blockchain ledger,
which ensures the reliability of the data source. The algo-
rithm continuously judges whether the sensor value
exceeds the acceptable range. Once the value of the device
is out of range for a while, an alert is automatically sent to
maintenance personnel, and the environmental warning
transaction TXh-EW is sent to related participants in the
blockchain network.

Algorithm 5. IoT-based environmental warning.

Input: sensor_ID, parameter_threshold_range, time_interval
Output: Environmental warning transaction TXh-EW;

1. Search sensor_ID in IoT Server, get current_time, get
sensor_value at current_time;

2. If current_sensor_value is not within
environmental_threshold_range then

3. Get average_sensor_value in time_range[current_time,
(current_time + time_interval)]

4. If average_sensor_value is not within
parameter_threshold_range then

5. Send records in time_range[current_time, (current_
time + time_interval)] to off-chain storage node;

6. Off-chain storage node returns HD = Hash(records);
7. Tsh = getTimeStamp();
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(continued)

Algorithm 5. IoT-based environmental warning.

8. Generate warning_information including warning
content, space_ID, sensor_ID, etc;

9. Generate environmental warning transaction TXh-EW,
including HD, Tsh, warning_information, etc;

10. Send TXh-EW to maintenance personnel;
11. Return TXh-EW;
12. End
13. End

4. Use cases

In this section, we develop use cases in the design, construction,
and operation stages to illustrate how the blockchain-based frame-
work can benefit healthcare facilities’ infection control while
allowing them to meet fast delivery requirements in a pandemic
situation. The user interfaces in these use cases are designed with
Axure RP 9, a design tool for creating interactive HyperText
markup language (HTML) prototypes for web applications. These
use cases can be developed based on the proposed system architec-
ture. These applications are related to the key infection control
measures recommended in the guidelines published by the WHO,
CDC, and ASHRAE for the design, construction, and operation of
hospitals in the context of COVID-19.

We first introduce the use case in the design stage. During the
COVID-19 pandemic, new hospitals were built, and some rooms
in existing hospitals were retrofitted to create negative-pressure
isolation wards for critically ill patients. Infection prevention
guidelines published by the WHO and ASHRAE provide several
key recommendations for reducing airborne infectious aerosol
exposure in the design stage, including the layout design of differ-
ent areas (polluted area, semi-polluted area, clean area, medical
worker passage, and patient passage); the configuration of the
negative-pressure ward; and the design of ventilation, filtration,
and air cleaning [68,69]. The proposed blockchain-based solution
Fig. 4. Typical design review process for a newly bu
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can transform how design collaboration and design approval occur
and contribute to design liability control. It can ensure that the
source of design errors that may affect the hospital’s environmen-
tal safety can be traced and that design files can be checked later if
they cannot be checked on time in an urgent situation.

A typical scenario of a cycle of a design review process for a
newly built healthcare facility or retrofitted healthcare unit in a
normal situation is illustrated in Fig. 4. First, designers in different
disciplines finish their design and submit the design files to the
design team leader. The design team leader then checks the com-
pliance with the design requirements. If the review items meet
the requirements, the design documents are sent for approval. In
a rapid delivery mode, there is not always enough time to complete
a detailed design review and receive administrative approval, and
designers must take more responsibility for their work quality. To
meet the need for fast delivery, the framework developed in this
study enables a different design review workflow based on a block-
chain, which allows design files to be checked later so that the con-
struction work can start earlier. The blockchain provides
immutability and traceability for design files in order to realize
design liability control. Due to the distributed storage characteris-
tics of the blockchain, every upload and modification of the design
file is recorded on the blockchain with a timestamp and the digital
signature of the designers, so that the file cannot be tampered
with. Fig. 5 shows that government regulators can approve the
design first and review the design documents later or just review
historical design files if problems occur in the construction or oper-
ation stage. The design team leader can also reduce the time
required for a detailed design review. All design files are stored
off-chain, and the hash values corresponding to the files are stored
on the blockchain. With the unchangeable timestamp and digital
signature in each transaction, the design approval process can be
shortened while enhancing the designer’s sense of responsibility
at the same time.

Fig. 6 shows a screenshot of the design collaboration inter-
face in the prototype. All design participants can upload design
files concerning the key infection control measures and related
documents to the web client. The design files and some
ilt or retrofitted hospital in a normal situation.



Fig. 5. New blockchain-enabled design review process under the fast delivery requirement.

Fig. 6. Screenshot of the prototype (designed through Axure RP 9) for blockchain-based design collaboration.
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unstructured files are stored in the cloud, whereas the hash
value is stored on the blockchain. In the system, the digital sig-
nature, timestamp, file name, and file identity (hash) are
recorded in the data exchange history to make the design pro-
cess traceable. The history of design collaboration is perma-
nently stored in the blockchain, and the record can be traced
and cannot be tampered with. For example, if maintenance per-
sonnel detect a problem with the ventilation system in a
216
negative-pressure ward, they can easily search the heating, ven-
tilation, and air conditioning (HVAC) design files and design
review records in the blockchain storage with timestamps and
the digital signature of the person in charge, which contributes
to the accountability and traceability of environmental issues.
The blockchain can record all design attempts and provide vis-
ible evidence of trust in the design process. The design files are
stored in the off-chain layer. Moreover, design files are
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encrypted into a hash, and the hash value is placed into on-
chain storage. The hash value can be used to check the consis-
tency of the file version.

Second, we illustrate how the proposed blockchain-based
framework can transform the work mode of the construction
inspection procedure during rapid delivery mode while ensuring
the quality of delivery. In traditional construction inspection pro-
cedures (shown in Fig. 7), the next construction process can only
be approved to start after the previous construction process has
been checked. Similar to the transformation of the design review
process, the construction process must be accelerated during a
rapid delivery mode (shown in Fig. 8). With the proposed block-
chain solution, the key construction process is immutably recorded
on the blockchain and can be checked later so that the next con-
struction procedure can start earlier.

According to the Guidelines for environmental infection control in
health-care facilities [70], the construction quality of negative-
Fig. 7. Construction inspection procedure in a normal situation.

Fig. 8. Blockchain-enabled construction inspection procedure during a rapid
construction mode.

Fig. 9. User interface (designed through Axure RP 9
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pressure wards is critical to the safe environment in healthcare
facilities and must be monitored during the construction or reno-
vation process. The construction quality of the negative-pressure
ward is inextricably linked to the construction quality of the ven-
tilation, filtration, and air cleaning system. After the construction
of the negative-pressure isolation ward is completed, the construc-
tion quality of the negative-pressure ward must be checked, and
indicators such as the pressure difference, room airflow direction,
and air filtration efficiency must be strictly checked before they
can be put into use. Fig. 9 shows that the construction quality
record of the negative-pressure ward and other key items related
to environmental safety of the hospital can be recorded to the
blockchain with a timestamp and digital signature. The records
can be checked by the owner or facility manager later, so that
the engineers and workers can start the next construction process
earlier. The immutable record will help improve the work quality
in the construction process. The blockchain records facilitate the
traceability of work liability during hospital operation. For exam-
ple, if a quality problem occurs in the operation stage, the mainte-
nance personnel can easily trace the construction quality record
and ask for repair.

Third, we show how the proposed framework can help ensure a
healthy and safe hospital environment for both patients and HCWs
in the operation stage. As mentioned in the Practical guidelines for
infection control in health care facilities published by the WHO
[71], it is important to ensure that cleaning and disinfection proce-
dures are followed consistently and correctly and that the devices
of the ventilation, filtration, and air cleaning system are working
properly.

First, as shown in Fig. 10, after completing the daily disinfection,
cleaning, and inspection tasks for the ventilation, filtration, and air
cleaning systems, the operator must upload the record to the
blockchain for storage. The records can be checked by the facility
manager in the future.

Then, the pressure difference of the negative-pressure ward is
monitored in real time by the IoT sensor. Abnormal conditions
are automatically uploaded to the blockchain as permanent
records, and early warnings are sent to relevant network partici-
pants through the smart contract predefined in Fabric. Fig. 11
) for process tracking in the construction stage.



Fig. 10. User interface (designed through Axure RP 9) for daily environmental disinfection records tracking.
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Fig. 11. Transaction detail of a hospital environmental monitoring record (designed through Axure RP 9).
shows the front page of the designed prototype for blockchain-
based hospital environment monitoring. In Fig. 11, the pressure
difference in a negative-pressure ward is lower than the standard
value, and the record is automatically uploaded to the blockchain.
Concerned participants can view the warning information in the
transaction detail on the webpage. The transaction details
include the transaction hash, timestamp, transaction status, space
type, space ID, sensor ID, and other information. Moreover, the
maintenance personnel can access the history state of the
device. The maintenance staff must address the environmental
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issue and then upload the maintenance record with a digital
signature.

In summary, the selected use cases demonstrate that the pro-
posed framework has the potential to help trace environmental
issues and provide transparent and trustworthy documentation
of process data related to nosocomial infection control measures
through the life cycle of a hospital. It has the potential to change
the way in which work inspection is done during a rapid delivery
mode and to reduce the risk of hospital environment safety prob-
lems caused by a lack of thorough process inspections.
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5. Evaluation

For the performance evaluation of the proposed system archi-
tecture, we first use the blockchain benchmark tool Hyperledger
Calipery to test the latency and throughput. Caliper can generate dif-
ferent transaction workloads by controlling the transaction sending
rate. Then, the data storage is compared between the on-chain stor-
age model and the off-chain storage model. The simulations are con-
ducted on a computer with AMD Ryzen 7 4800U (1.80 GHz) and
16 GB RAM. The computer runs Ubuntu 20.04 LTS with Hyperledger
Fabric (version 1.4.0) installed.
Fig. 12. Average transaction latency at different send rates.
5.1. Latency

Transaction latency is the time that elapses between submitting
a transaction and the result being widely available in the network.
In the proposed scheme, records related to infection control mea-
sures should be recorded as transaction data on the blockchain.
The project file sending transaction is considered to be the transac-
tion with the highest frequency. The transaction send rate is a key
factor for the blockchain performance test. We simulate the aver-
age transaction latency at different transaction send rates (i.e.,
50, 100, 200, 500, and 1000 tps). The simulation results are shown
in Fig. 12. The maximum transaction latency reaches 820 ms when
the send rate reaches 500 tps, and the latency is less than 1 s.
Unlike applications such as banking and online trading, the sce-
nario in this study does not have a high requirement for latency,
so the latency meets the requirement for the project.
Fig. 13. Average transaction throughput at different send rates.
5.2. Throughput

The transaction throughput is the rate at which valid transac-
tions are committed by the blockchain in a certain time period.
We test the average throughput of transactions at different trans-
action send rates. Fig. 13 shows that, when the send rate reaches
50 and 100 tps, the throughput reaches 48 and 99 tps, respectively.
As the number of transactions increases after 200 tps, the through-
put becomes stable near 140 tps. For a consortium blockchain
application, there are a limited number of participants in the net-
work; thus, the throughput meets the operational requirement of
the system.
5.3. Storage analysis

To compare the storage cost of the off-chain storage and on-
chain storage, we set the block header to the standard 80 B and
the block size to 1 MB. Take the storage of the work process record
form as an example. Let us assume that the average data size of the
work checking form is 20 KB. For the off-chain storage scheme, the
maximum data size of a transaction is 300 B in the proposed appli-
cations. The capacity of a block is 1 MB. Thus, 100 blocks can hold 5
120 transactions in an on-chain storage scheme and 349 525 trans-
actions in an off-chain storage scheme. A single block can hold a
greater number of transactions in an off-chain storage scheme than
in an on-chain storage scheme. To store 1 000 transactions, the off-
chain storage scheme requires 300 000 B, whereas the on-chain
storage scheme needs 20 480 000 B. Therefore, the off-chain stor-
age model saves more storage space and achieves higher through-
put. The off-chain storage model enables every node to download
the full transaction history of the block, instead of only the block
header.
y https://github.com/hyperledger/caliper.
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6. Discussion

This study explores how blockchain technology can assist in the
environmental management of COVID-19 healthcare facilities dur-
ing a rapid delivery mode. The main theoretical implications are as
follows. First, compared with previous literature on the application
of blockchain technology for coping with the COVID-19 pandemic,
this study provides a new blockchain application for nosocomial
infection control in healthcare facilities. Second, this study pro-
vides an example of how blockchains can help to address chal-
lenges in emergency engineering management. Third, the
previous studies focusing on nosocomial infection control are usu-
ally limited to a specific aspect, such as ventilation, disinfection, or
PPE wearing. Unlike the previous literature, this study addresses
environmental management problems from the perspective of
the project life cycle and provides traceability for key infection
control measures in different aspects throughout the design, con-
struction, and operation stages.

From the managerial perspective, the environmental manage-
ment of COVID-19 healthcare facilities is crucial in containing the
spread of pathogens and protecting the health and safety of people.
During the rapid delivery of a new hospital or hospital renovations,
there may be a lack of work quality control, which could lead to
issues with the hospital environment. In a COVID-19 emergency,
the proposed framework can ensure an immutable record of events
and guarantee the authenticity of records. This enables work that
cannot be checked on time to be checked later. It provides a

https://github.com/hyperledger/caliper
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potential solution for the contradiction between speed and work
quality during a rapid delivery mode by providing data traceability
and accountability for the fulfillment of key infection control
measures in the design, construction, and operation of COVID-19
healthcare facilities.

The proposed work provides a possible option for establishing a
consortium blockchain for healthcare facilities in multiple regions.
When there is a surge in infection cases in a certain area and hos-
pitals must be built or renovated, the proposed blockchain solution
can help with environmental management in the project life cycle
in order to reduce the risk of nosocomial infection.

7. Conclusions

At present, the COVID-19 pandemic has rapidly progressed
worldwide. To ensure biosafety in hospitals during a rapid delivery
mode, a life-cycle environmental management framework is pro-
posed in this study. A consortium blockchain is developed to
record process data into a distributed ledger in order to support
accountability and traceability of the fulfillment of key infection
control measures. The need for the rapid delivery of infectious dis-
ease hospitals during certain urgent situations introduces difficul-
ties into work quality assurance. The main contributions of this
study are as follows: ① This study provides new insights into the
research area of using blockchain applications to cope with the
COVID-19 pandemic. A blockchain-based framework is developed
to deal with nosocomial infection control in the environmental
management of healthcare facilities. ② The proposed blockchain-
based framework holds potential to benefit work quality inspec-
tion practice during a rapid delivery mode. It can provide
immutability for work records so that some work can be checked
later in urgent situations. The conceptual framework, system archi-
tecture, and use cases are developed from the perspective of the
hospital life cycle and can provide guidance to practitioners in
developing blockchain solutions for work process tracking during
the design, construction, and operation of hospitals.

The investigation of blockchain-based hospital environmental
management is still in a preliminary stage. The configuration of
the blockchain network in practice must consider different organi-
zations, participants, and privacy protection requirements. Stan-
dardization and modularity must be considered in practice,
which can help reduce costs and improve deployment efficiency.
This study only considers the role of blockchain technology in
emergency engineering projects from the perspective of work
quality management. Future work will explore how blockchains
can facilitate collaboration among various parties in emergency
projects and will study the responsibility-sharing mechanism
among project participants in blockchain-based work
environments.
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