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Fig.1 Anomaly detection model
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Fig.2 Bayesian belief network for anomaly detection
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Fig.3  Fuzzy membership function models
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A Novel Bayesian Anomaly Detection Model Using Fuzzy
Probability Assignment

Jin Shu, Liu Fengyu
( Computer Science Department, Nanjing University of Science & Technology, Nanjing 210094, China)

[Abstract | To enhance the intrusion detection system with more accuracy and less false positive rate while
still providing acceptable performance and adaptability, a Bayesian anomaly intrusion detection system using
fuzzy probability assignment is presented in the paper. After categorizing the security related system events and
properties into four models, which are represented by their corresponding fuzzy membership functions, the real-
time probability of a specific security event will be calculated as according to the fuzzy membership function of
the model it belongs to and a decision whether the supervised system is in a abnormal state is thus made from the
synthesized probabilities of all these registered security events. Two separate algorithms, namely simple
probability algorithm and Bayesian belief network algorithm, are provided in combining with the real-time fuzzy
probabilities calculated. Simulations with a group of fine tuned coefficients prove the effectiveness of the two
algorithms. Compared with previous work that employs the simple threshold methods in judging security related
system events, the fuzzy approach suggested describes the probabilities of security events more accurately
through utilizing the continuous fuzzy probability model and scales better as well for modeling various kinds of
security related system properties in normal system behavior profiling.

[ Key words | IDS; anomaly detection; fuzzy probability assignment; Bayesian belief network



