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A maximum reliable network
interdiction model with limited
resources

Zhao Jia, Yu Hua

(College of Engineering and Information Technology, University of Chinese Academy of Sciences , Beijing
100049, China)

[Abstract] This paper proposes a maximum reliable network interdiction model, which is to
maximize the reliability of an interdicting network with limited resources by setting sensors in
arcs to prevent any flow between given two nodes in a given graph even though some sensors
could be failed, i.e., given a directed graph with a source and a sink, several arcs need to be se-
lected such that each path from the source to the sink contains as many arcs in the selected sub-
set as possible. In any given graph, the number of paths between any given two nodes is expo-
nential to the size of this graph, so this model is transferred to a bilevel program. We solve this
bilevel integer program by finding out the relationship between the lower level integer program
and its linear program relaxation, also using the duality theory because a bilevel program is in-
tractable in common sense. Lastly, we reduce the number of the constraint to one order of the
size of the graph from its exponential order. Besides, we also demonstrate an approach to re-
solve the bilevel program.

[Key words] interdiction model; k-reliability; duality; linear programming relaxation; com-
plementary slackness
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