PETIEME 2021 FF F23% H3H

DOI 10.15302/J-SSCAE-2021.03.004

ETATERNASRE A RABEIS

AAbai, FaKtH

(ZTssg =, B 311121)

WE: WERLERBMEENENGEY, URERNEFEEGG. 2. BEZRNER, N LR B WA 4
THER EE M. AT N TR EEN N R LB RRIE TR A, WET AN RBUR S kKBS, BETHT
N TR N R 2 A OCEE AR R, AT FEERH,  Fe MR =08 SRS A Rt A I 3 T N TR B N B L R R TEXTBL
PEMLES 2] TR N TR BE VRGBSR B8 KNI I N R L A T T T R ER GBI, R R i 3 SR vk AR U
MU R R THT I P 25 JBC05 (1 o9 448 37« TH [ LIRS TACB5 (1) DK RIAS e £ 2R AL 0) 20 25 P 75 22 4 T KRB 1 it

KR N TRRE: NAELS: RARER

FESHES: TP309  ICEFRIRED: A

Development of Content Security Based on
Artificial Intelligence

Zhu Shiqgiang, Wang Yongheng
(Zhejiang Lab, Hangzhou 311121, China)

Abstract: Content security refers to the protection of information content and that the information content meets the requirements at
political, legal, and moral levels. The recent development of artificial intelligence (Al) has had a very important impact on content
security. In this article, we summarize the research status and development trends of Al-based content security in China and abroad
based on the major strategic demand therefor, and presents the key technical issues regarding Al-based content security. This study
proposes to build the world’s leading Al-based content security system through a three-step strategy. Innovation and breakthroughs
should be made in areas such as adversarial machine learning, explainable Al, hybrid enhanced intelligence, and knowledge-driven
content security. Meanwhile, the construction of policies, regulations, and regulatory mechanisms should be emphasized. Furthermore,
major content security infrastructure such as cyber ranges for content attack and defense and large-scale social system simulation
devices for public opinion attack and defense should be established.
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