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Robust RL with safety guarantees
for trustworthy decision-making

<
«

arr, (als)

Traffic environment
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Input: State of the autonomous driving agent
Initialize a mask M_= [0, 0, 0, 0, 0]

if D, < DS then

M [4] = - *Mask accelerating decision-making
end if
if D, <Dy then

M[5]= - *Mask decelerating decision-making
end if

. —RSS —RSS
if Dy <D g or D, < Dy, o then

MJ[2] = -0
end if

*Mask left lane-changing decision-making

if D, < ijns worD_< BnR]?,fn then
M[1]=-»
end if
Output: M,

*Mask right lane-changing decision-making
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BR2 A fERERERL

Initialize actor model parameters 6, adversary model parameter @, critic

model parameters ¢' and ¢, target action—value function parameters '«
o' and p*—¢?, and an empty replay buffer B
for episode step e =1, 2,..., E do
Reset state s,
for time step in the environment =1, 2,..., T'do
Determine a safe policy 7 (s,; 6) via Algorithm 1:
(s, 0) = softmax(m(s,; 0) + M)
Select an action via the safe policy 7 (s,; 6):
a,~m(s,; 0)
Execute a, in the environment and receive a transition:
Spop Tp &~ PSS @)
Store the transition in the replay buffer B:
B<—BU{(s,a,r,s,.,,d)}
end if
for gradient step g =1, 2,-+-, G do
Sample a batch of transitions from the replay buffer B
Update the actor model parameters via Eq. (21):
0 V,J,0)
Update the critic model parameters via Eq. (15):
@'V, Iy @), @ <V, I @)
Update the target action—value function parameters via Eq. (16):

o' up'+ (1-p)p" .0 —ug+ (1-)g?

if g mod 6 then
Update the adversary model parameters via Eq. (23):
0V ,J,(0)
end if
end for

end for

AR AT B BeAh, R
i, TATB R AT AR

R R I 2 I SR RS T 2 TR
WER—A™ B 32 BB Ge AR
TR TEERAE, ek . X (24) ZwihmE
iR &L r(+), Hdr, e AEBXNE, v vEIREE. o,
A={FHEIE ). B={v,>30} Ml C={Hli i} e HF4E. AiX
B, RIEE AR A2 IR R B A2 2R 2 [R] R A
e ' —vy,/350 AABA—=C=1
e 0.5 v,/100 —~(AAB)AC=1
0= & 10 /350—0.5—1,/100 AABAC=1

e/

(24)

otherwise

4. (HEMKL%

4.1, Hk

FATAEAT AN L 5 fe St (1 RL B BEARHEAT T LE

B, DAXFRRL-SG 7 iEgEAT S, eI el (51 |3
O

HTXIHIDDQN (D3QN) & — i ik Q % 2 5
1E[52-53], AHFFC R D3QN fE 3Lz —. tb4h, &
AR T i i SR ALtk (PPOD [54]. M B -1F e 5K
(SAC) [50,55] M & xt itk RL (OARL) [56]5EAE N
TR RLLR, AR RGNS b SRS AN E R
RLEAR,

4.2. 85

FRATTR F TR [ 48 ke VEAli B 20 25 s 84 R Ak 1) 25 6 1k
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R AT TP 4, &N (D H T4
B IR AR AN I S, R T 1 S R A Ak
N, R B R R
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Normal-density traffic flows, P=0.12
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AN MBI A BB S8R T H S B B R i g it 45

Low-density traffic flows

Normal-density traffic flows

High-density traffic flows

Method ~ Metric
Without attacks  With attacks Without attacks With attacks Without attacks With attacks
D3QN Return 151.64 £25.67 34.89+42.83 148.72 £32.69 17.21+32.97 100.82 £ 38.53 230+ 14.71
Speed 27.78 £4.95 16.33+£9.17 27.08 +6.15 13.09 + 8.04 21.8245.90 10.08 + 6.04
Robustness — 0.17 £ 0.07 — 0.21+0.07 — 0.22+0.07
Number of collisions ~ 0.68 + 1.17 3.70 £3.29 1.02 + 1.45 4.68 +3.27 2.84+2.28 6.24+£2.51
PPO Return 178.99 £ 11.10  59.91 +21.00 169.65+16.15 31.24+16.70 122.17+£27.04 6.46 £ 4.64
Speed 32.65+0.46 23.06 £2.76 32.24+0.56 17.45+493 30.10+1.29 8.01 £4.43
Robustness — 0.21+0.03 — 0.23+£0.03 — 0.25+0.03
Number of collisions  0.88 + 0.89 7.86 £ 1.22 1.32+1.14 9.02+1.10 424 +£1.96 9.92+£0.27
SAC Return 174.41 +£23.44 128.64 £ 66.03 164.85+23.63 81.20+58.03 143.55+£22.25 29.22 +44.26
Speed 30.56 +3.51 26.40 £ 7.61 29.09 +3.75 21.61£9.28 25.83+3.73 9.97+7.87
Robustness — 0.21+0.21 — 0.26 £0.22 — 0.41+0.23
Number of collisions ~ 0.06 + 0.24 1.30+2.02 0.28 £0.57 4.14+3.35 0.72+1.11 6.42 +3.90
OARL  Return 190.53 £1.88  187.06 +5.44 178.38 £10.33  179.49 +14.28 15820 +21.91 163.96 +22.56
Speed 33.04 = 0.26 32.83 +£0.39 32.30+0.73 32.72+£0.42 31.65+0.95 31.98 +0.76
Robustness — (5.06+3.16)x 10*  — (7.05£427)x 10" — (1.29+0.73) x 107
Number of collisions  0.02 +0.14 0.22+0.41 0.70 £0.78 0.74 = 1.00 2.18 £ 1.65 1.58 +1.44
RRL-SG Return 18991 +£1.66 18598 +8.38 181.90 £5.03  175.27+17.30 180.09 £5.07  178.70 +7.56
Speed 32.88+0.36 32.02+1.82 31.23+£1.07 29.87+3.78 30.90 +1.08 30.59 + 1.64
Robustness — (3.91+6.83) x 107" (3.94+£10.92) x10°? — (1.96 + 3.69) x 107
Number of collisions 0+ 0 0£0 00 00 0£0 00

Bold numbers indicate the best values for each metric.

P, PRI T AW O SEHL E 22 B R AE R
FETTHR

4.3.2. MIEICAN5¢

N TPV A B B B R AR R TS R, AT
Bhn 7 NRES IR — DA 5. ANE 4 1)
GIT A FBULRINSE R, QWHEIHZE . R AT G )
Ehn.

BT NOMES IS T ZwE e () Fis.
TR E Y, JRA BB A = i A B 5 R I GRS
BB BN NLE & I sch i AT K. B B 2072 5k
REAEA T E 0L T s 2% (P=0.24) BENLAIASAEIE
WE T TSI 100 S TR PPl . 5 EndE ARk

[

L, AR PP T TR 10 AN S S dE bR
TS £ 2 A 200 N (] D A

mEe (b M (o) Fia, iAot
RRL-SG H 32 B8 R AR LEAT Bl SCR AN G I 1Dl 28 07 THI 1Y)
PERE AR W25 T2 46

R4 TIEN OIIE A I3 5 PR BTG 25 I °F
Yitabr. MESTFFRoRE—d i % i, fER
Hx g (s, 5 D3QN. PPO. SAC AlOARL
TR L, RRL-SG % BEARTE Rl 2 7 T 73 345 T K
2116.97%- 21.91%- 29.63% F121.18% [ ckidt . 7E5A Xt
PSR, 5 D3QN. PPO. SAC fl OARL A
tt, RRL-SG % fe 1& 1) 3 FE 7 Al 48 /= 1 49 31.84%.

K2 AFEBGEERE TN AR D EE S I 5 b 33 B3R Bk gt 45 R

Method Return Speed Robustness Merging success rate

Without attacks ~ With attacks Without attacks With attacks ~ Without attacks ~ With attacks Without attacks ~ With attacks
D3QN 128.02 + 12.12 97.15+27.49 18.28+3.22 9.55+7.81 — 0.39+0.07 0.98 £ 0.04 0.87+0.17
PPO 122.83 £ 11.73 75.42+2.57 16.90 +3.20 3.36+0.81 — 0.19 £ 0.02 0.98 +0.04 0.91+0.10
SAC 115.51 £ 23.66 97.95+17.35 14.82+6.67 9.96+489 — 0.28 £0.16 0.96 £ 0.08 0.94 +0.08
OARL 123.57 £ 6.40 123.11+£6.77 17.13 +1.81 17.02+191 — (0.89 £ 1.15) x 10°  1.00 £ 0.02 0.99 +0.03
RRL-SG  149.74 +£3.93 149.61 £4.15 24.10 +1.02 24.04+1.10 — (0.87 £1.11) x 10*  1.00 £ 0.00 1.00 + 0.00

Bold numbers represent the best in each column.
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Low-density traffic flows, P=0.06
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High-density traffic flows, P=0.24
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High-density traffic flows, P=0.24
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SAC-driven autonomous vehicle trajectory
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