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1. Data security in smart manufacturing 

The global manufacturing sector is undergoing a digital trans-
formation as traditional systems—reliant on physical assets such 
as raw materials and labor—struggle to meet demands for greater 
flexibility and efficiency. The integration of advanced information 
technology facilitates smart manufacturing (SM), which optimizes 
production, management, and supply chains [1]. In conventional 
computer-integrated SM, data processing and decision-making 
typically rely on predefined rules and algorithms. In contrast, arti-
ficial intelligence (AI)-enabled SM leverages complex machine 
learning and deep learning techniques, enabling systems to itera-
tively learn from data, adapt dynamically, and improve operational 
flexibility in response to changing conditions. Central to this para-
digm is the synergy between AI and data-driven design, where data 
serves as a core element of production. By employing advanced 
sensing, computation, and modeling, AI-enabled SM trains models 
on diverse data sources, enabling the models to improve schedul-
ing, quality control, and predictive maintenance [2]. In this way, 
data directly influences the effectiveness and adaptability of AI in 
manufacturing. 

However, the openness of AI technologies in SM has raised sig-
nificant data security concerns. Large-scale data collection and 
real-time transmission increase the risk of breaches, manipulation, 
and cyberattacks [3]. First, physical-layer data used for AI training 
can expose sensitive information about manufacturing processes, 
such as device status and configurations, potentially breaching 
commercial confidentiality. In addition, as manufacturing net-
works become more interconnected, they present more opportuni-
ties for cyberattacks. A prominent example is the 2017 WannaCry 
ransomware attack [4], which infected over 200000 computers 
across 150 countries, resulting in 4 billion USD in damages. The 
attack disrupted manufacturing operations, causing significant 
financial losses and widespread supply chain disruptions. 

Frequent data exchanges make global supply chains vulnerable, 
while differing security practices across enterprises, especially in 
data-sharing environments, complicate data security management. 
Traditional security measures, such as encryption and access con-
trol for static data, may be inadequate for protecting dynamic 
real-time data flows in AI-enabled SM. Due to the physics of feed-
back actuation, data flows exhibit temporal correlations and are 
often interdependent. This opens up novel solutions for detecting 
and counteracting data security and privacy attacks. 

Cyber–physical integration is a defining feature of SM, yet it 
also introduces new challenges in data security and privacy 
(Fig. 1). On the one hand, the exchange and fusion of heteroge-
neous manufacturing data in the cyber layer enhances AI model 
generalization, thereby improving decision-making and produc-
tion efficiency in the physical layer. On the other hand, the AI-
driven nature necessitates large volumes of diverse, real-time data 
for model training, which expands the attack surface for potential 
adversaries. Specifically, malicious actors could exploit AI models 
to infer sensitive information through joint inference attacks. Addi-
tionally, the interconnectedness between cyber–physical layers 
and across manufacturing systems creates opportunities for 
stealthy data-/model-poisoning attacks, where subtle manipula-
tions of input data can significantly degrade model performance. 
Moreover, the fusion of low-quality and multimodal data may 
introduce misalignment and inconsistencies, compromising model 
accuracy and increasing error rates. Collectively, these challenges— 
exacerbated by cyber–physical integration and AI deployment— 
can lead to severe operational consequences, including equipment 
downtime, system instability, and diminished operational effi-
ciency. Table 1 [5–19] systematically summarizes the key data 
security and privacy challenges in AI-enabled SM alongside their 
corresponding representative solutions. 

(1) Challenge 1: joint inference risks for sensitive informa-
tion. Data circulation and sharing are vital for AI-driven improve-
ments in manufacturing, but they can expose sensitive 
information, such as system operations and human-related data. 
Manufacturing data often involves strong spatiotemporal correla-
tions [20], making single-point protection methods insufficient to 
prevent adversaries from exploiting these correlations to jointly 
infer sensitive information. In addition, privacy-preserving
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Fig. 1. Data security and privacy challenges in SM. 

Table 1 
Data security/privacy challenges and existing solutions for AI-enabled SM. 

Representative 
solutions 

Data security/privacy 
challenge 

Response strategy 

Joint inference risk 
for sensitive 
information 

Optimizing data circulation and 
blocking potential attack 
pathways 

Data synthesis [5] 
Bit/domain 
embedding [6] 
Differential 
privacy [7–9] 
Incentive 
mechanism [10] 

Stealthy data-/ 
model-poisoning 
attack 

Identifying/tracking stealthy 
dynamic poisoning attacks and 
ensuring algorithmic resilience 

Digital 
watermarking [11] 
Variational 
autoencoders [12] 
Smart contract 
detection [13] 
Unlearning 
verification [14] 
Resilient loss [15] 

Enhancing subpar data, 
maximizing cross-modality 
information utilization, and 
aligning local models and 
representations 

Diffusion model 
[16] 

Fusion discrepancy of 
low-quality and 
multimodal data Multi-task 

learning [17] 
Graph 
convolutional 
networks [18] 
Local-global 
alignment [19] 
techniques have their own limitations: Federated learning (FL) 
enables cross-system collaborative learning without raw data 
sharing but is vulnerable to model inversion attacks that can reveal 
private information [21]. Cryptographic methods such as homo-
morphic encryption are resource-intensive, making them impracti-
cal for field sensors and devices with limited resources. Non-
cryptographic approaches, such as noise perturbation, may 
35
degrade model performance [22]. Hence, developing protection 
strategies that balance privacy, resource cost, and model perfor-
mance is critical to mitigate joint inference risks. 

(2) Challenge 2: stealthy data-/model-poisoning attack. The 
integration of AI in manufacturing is challenged by frequent data 
exchanges, dynamic network environments, and the lack of cen-
tralized regulation, creating opportunities for malicious adver-
saries to launch data- or model-poisoning attacks. Attackers can 
use both short-term static and long-term dynamic methods to 
manipulate data or model parameters while evading detection. 
Additionally, the uncertainty introduced by privacy-protection 
methods can further aid attackers in bypassing detection systems 
[23]. Thus, the key challenge in identifying and defending against 
poisoning attacks in a fine-grained manner is to develop effective 
strategies that leverage multidimensional information. 

(3) Challenge 3: fusion discrepancy of low-quality and multi-
modal data. Reliable data fusion is essential for unlocking the full 
value of manufacturing data, but the diversity of equipment and 
environments in the industry introduces significant challenges. 
First, many data-collection and sensing devices operate in dynamic 
industrial settings, resulting in noisy and biased real-world data-
sets. Second, differences in data formats across enterprises and a 
lack of expert knowledge can lead to missing key data blocks, such 
as labels, resulting in incomplete data modalities. Additionally, 
structured, semi-structured, and unstructured data vary signifi-
cantly in type and size, while semantic mismatches and imbal-
anced modalities further complicate the fusion process [24]. In 
such cases, significant discrepancies in data and improper fusion 
may yield only marginal improvements in generalization while 
severely compromising cross-task adaptability. Worse, such data 
can effectively function as malicious inputs, degrading overall 
model performance. More critically, adversaries could exploit 
these mismatches to launch stealthier poisoning attacks, as sys-
tems must employ broader detection thresholds to avoid excessive
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false alarms. Addressing these fusion discrepancies is critical in 
improving the robustness and reliability of AI models when pro-
cessing low-quality, multimodal data across platforms and enter-
prises—a key data security challenge for AI-enabled SM. 
2. Existing solutions for challenge 1: Privacy leakage mitigation 

To mitigate privacy leakage and sensitive information inference 
risks in AI-enabled SM, as highlighted in challenge 1, researchers 
have developed methods to optimize data circulation and block 
potential attack pathways. 

2.1. Privacy metric selection 

Selecting an appropriate privacy metric is essential in order to 
design effective protection schemes. Differential privacy (DP) [25] 
is a commonly used non-cryptographic method that ensures the 
outputs from two adjacent inputs remain indistinguishable 
through noise injection. A key challenge in DP is calculating the 
sensitivity of the original data processing function, which often 
requires simplifying assumptions. To address this, Kullback– 
Leibler DP [10] has been introduced, which combines the degree 
of sensitivity and privacy protection by using relative entropy to 
analyze the similarity between output distributions. This approach 
moves away from analyzing output differences from a probabilistic 
perspective, making it more suitable for the cross-system collabo-
rative algorithms used for data circulation. 

2.2. Privacy protection mechanisms 

To meet the specific privacy protection needs of manufacturing 
enterprises, protection mechanisms have been designed to ensure 
that participants are motivated to share data while preserving pri-
vacy. Various privacy-preserving solutions cater to the heteroge-
neous protection requirements of users in different settings. For 
trajectory data analysis—an essential task for the path planning 
of industrial robots—a novel algorithm has been introduced for 
generating differentially private synthetic trajectory data using 
Markov models of varying orders [7]. The algorithm employs an 
adaptive model-selection strategy to enhance data utility, selecting 
high-quality models while reducing noise. Similarly, the work in 
Ref. [8] introduces a DP solution for the privacy-aware range query 
problem. For distributed machine learning, the scheme in Ref. [9] 
integrates label randomization and combined noise addition with-
out a central server, offering heterogeneous privacy guarantees 
based on data sensitivity and participant trust levels. These 
privacy-aware approaches address diverse computing and learning 
requirements across manufacturing systems and enterprises while 
facilitating secure data sharing. 

2.3. Inference attacks defense 

To counter inference attacks, researchers have developed meth-
ods based on data generation and embedding techniques. First, 
synthetic datasets can be utilized to replicate the statistical prop-
erties of sensitive manufacturing data [5]. These datasets preserve 
the overall patterns while omitting specific operational details, 
allowing insights to be shared without disclosing proprietary infor-
mation. By maintaining statistical integrity and removing identifi-
able links, the risk of re-identification or fusion attacks is reduced. 
Additionally, various embedding techniques, such as least-signifi-
cant bit embedding, frequency domain embedding, and spatial 
domain embedding [6], integrate sensitive data into transmitted 
data while maintaining the appearance and structure of the origi-
nal. These methods effectively conceal sensitive information, sig-
36
nificantly increasing the difficulty for adversaries attempting to 
exploit private data. 

2.4. Privacy and performance balance 

Balancing privacy protection and algorithm performance is vital 
for the wide-spread adoption of perturbation-based protection 
methods in AI-enabled SM, as computed results or trained AI mod-
els directly impact the optimization of the manufacturing system. 
To address this challenge, two incentive mechanisms have been 
designed to encourage participants to contribute data or interme-
diate information with reduced noise perturbation [10]. The first 
mechanism, based on contract theory, offers a monetized incentive 
that achieves optimal computation accuracy within a given budget. 
The second, a non-monetized counterpart, introduces computation 
accuracy as a key optimization objective for participants. By mini-
mizing an objective function that includes both privacy loss and 
computation deviation, participants can self-select an optimal 
noise perturbation level. Both incentive mechanisms establish 
optimal privacy settings that effectively balance privacy protection 
with performance trade-offs. 

2.5. Limitations and future challenges 

Although existing methods have achieved a partial balance 
between privacy protection, data sharing, and algorithm optimiza-
tion, they still face challenges: ① inevitable data utility loss from 
privacy-preserving noise injection; ② limited adaptability of pri-
vacy protection in diverse manufacturing scenarios and evolving 
threats; ③ difficulties in enabling cross-domain data sharing due 
to heterogeneous systems and policies; and ④ computational com-
plexity that hinders real-time deployment. Addressing these issues 
requires developing adaptive privacy frameworks that can accom-
modate varying sensitivity levels while maintaining practical util-
ity, as well as establishing efficient cross-system collaboration 
mechanisms for AI-enabled SM environments.
3. Existing solutions for challenge 2: Poisoning attack detection 
and defense 

Efforts to solve challenge 2 have led to the development of sev-
eral advanced defense methods, particularly in identifying and 
tracking stealthy dynamic poisoning attacks. When poisoning 
attacks evade detection, ensuring algorithmic resilience while 
maintaining high performance also remains a critical research 
focus. 

3.1. Attack detection mechanisms 

The core principle of poisoning attack detection lies in identify-
ing their malicious characteristics. One approach, model water-
marking, embeds imperceptible markers into a model during 
training to verify its authenticity [11]. These markers remain intact 
during normal usage but are distorted if the model is tampered 
with or stolen. Such distortions enable the detection of adversarial 
modifications and help trace malicious activity. Another technique 
leverages variational autoencoders, which learn the distribution of 
benign training data by encoding it into a latent space and recon-
structing it [12]. Reconstruction errors are computed, with large 
errors indicating deviations from the normal pattern, thereby per-
mitting anomaly detection. Malicious attacks can be identified by 
flagging data points that deviate significantly from the learned dis-
tribution. Additionally, blockchain-based detection employs smart 
contracts to monitor the model’s training process in real time [13]. 
These contracts automatically trigger countermeasures upon
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detecting malicious alterations. By integrating these methods, sys-
tems can detect complex and continuously evolving poisoning 
attacks, ensuring stable manufacturing operations despite escalat-
ing security threats. 

3.2. Attack-resilient defense 

Ensuring the resilience of learning algorithms against stealthy 
poisoning attacks is critical for deploying intelligent models in 
real-world manufacturing systems. To enable secure cross-system 
collaboration under adversarial conditions, Wang et al. [15] pro-
posed FENDER, an alternating direction method of multipliers 
(ADMM)-based resilient defense scheme against label-flipping 
attacks. This scheme integrates a resilient loss function designed 
to handle unknown and asymmetric flipping rates. This scheme 
ensures consistent classification probabilities, regardless of flipped 
or true labels, and converges at a linear rate. To mitigate vulnera-
bilities in existing unlearning verification mechanisms (e.g., sus-
ceptibility to data breaches and verification manipulation), Gao 
et al. [14] introduced VeriFi, a structured local verification frame-
work for departing participants. This framework operates in two 
stages, making and checking, ensuring that data from departing 
participants is effectively erased once the model stabilizes. By inte-
grating watermarking and fingerprinting modules, along with 
Byzantine-robust aggregation rules, the framework increases the 
security and robustness of the verification process. These defense 
schemes are tailored to align local models with the unique charac-
teristics of devices and production environments, ensuring robust 
operation under diverse adversarial scenarios. 

3.3. Limitations and future challenges 

Despite recent advances, existing defense mechanisms exhibit 
several critical limitations. First, high rates of false positives and 
false negatives hinder reliable discrimination between benign sys-
tem variations and poisoning attacks. Second, many approaches 
impose substantial computational overhead, compromising their 
suitability for real-time manufacturing applications. Current solu-
tions also demonstrate limited adaptability to increasingly sophis-
ticated and heterogeneous attack strategies, rendering them 
ineffective against dynamically evolving threats. Additionally, scal-
ability remains a key challenge—some methods exhibit perfor-
mance degradation when handling high-dimensional data or 
operating in large-scale distributed environments, significantly 
reducing overall system efficiency. 

4. Existing solutions for challenge 3: Fusion discrepancy 
alignment 

To address challenge 3, existing studies have focused on 
enhancing subpar data and maximizing cross-modality informa-
tion utilization to reliably fuse low-quality and multimodal manu-
facturing data. A critical aspect of this challenge is achieving 
alignment between local models and representations to facilitate 
robust multimodal information exchange across enterprises, a 
topic gaining attention in FL-enabled SM applications. 

4.1. Robust fusion for low-quality and multimodal data 

To handle low-quality data, diffusion models employ robust 
denoising and data-recovery techniques, mitigating fusion discrep-
ancies in complex manufacturing environments [16]. These models 
extract meaningful signals from noisy inputs, generate high-
fidelity samples, and reduce the biases induced by environmental 
fluctuations. For multimodal data fusion, multi-task learning trains 
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a single model to perform multiple related tasks simultaneously 
[17], promoting knowledge sharing across tasks. This approach 
also enables the model to better interpret and manage the com-
plexities of manufacturing environments. Additionally, graph con-
volutional networks (GCNs) [18] leverage structural relationships 
between manufacturing system components to reduce fusion 
inconsistencies, enhancing the model’s ability to extract meaning-
ful patterns from multimodal data. 

4.2. Model alignment for heterogeneous data 

To ensure alignment between local models (maintained by indi-
vidual enterprises) and a global model, recent work introduced a 
secure FL framework based on model similarity optimization 
[19]. This approach combines a federated contrastive learning 
framework with a triple Siamese network for local training with 
a dual aggregation mechanism for global model generation. In par-
ticular, it uses model similarity to adjust the update directions of 
local models and aggregation weights for the global model. Fur-
thermore, applying a stop-gradient scheme creates an adversarial 
training effect, ensuring the global model continuously updates 
toward the local model during the local training process, maintain-
ing a balance between both models. The dual aggregation mecha-
nism dynamically aggregates local models, enabling the global 
model to incorporate more personalized knowledge. As a result, 
this framework enables local models to retain enterprise-specific 
knowledge while benefiting from the generalization capabilities 
of the global model, achieving effective local–global alignment. 

4.3. Limitations and future challenges 

While current methods have advanced low-quality and multi-
modal data fusion, they still face several critical challenges. Diffu-
sion models and multi-task learning require substantial 
computational resources, leading to long training times, especially 
when handling large-scale datasets. GCNs are limited by their 
dependence on carefully constructed graph representations, which 
may not always be available or reliable in manufacturing settings. 
Furthermore, existing local–global collaborative optimization 
approaches might remain vulnerable to privacy breaches through 
inference attacks shown in challenge 1, necessitating the integra-
tion of enhanced defense mechanisms like adaptive DP or multi-
level secure aggregation. 

5. Conclusion and future opportunities 

Data is a critical component in modern manufacturing indus-
tries. Due to the strong spatiotemporal correlations inherent in 
manufacturing processes, as well as the complex data flows 
between cyber–physical layers and across enterprises, ensuring 
reliable data security and privacy is essential to unlocking the full 
potential of data. This paper has systematically analyzed emerging 
data security threats in AI-enabled SM environments, including 
privacy leakage, poisoning attacks, and fusion discrepancies, while 
evaluating existing countermeasures. However, current solutions 
often address these challenges in isolation, whereas real-world 
manufacturing scenarios increasingly exhibit concurrent or inter-
dependent threats. There remains an urgent need for an integrated 
security framework that holistically addresses these intercon-
nected challenges while accounting for manufacturing-specific 
constraints. 

Drawing insights from existing solutions, potential integrated 
security countermeasures for manufacturing systems could 
encompass both single- and cross-system environments. In 
single-system settings where manufacturers serve as both data
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generators and consumers, possible countermeasures might 
include: generating synthetic datasets with embedded watermarks 
alongside privacy-preserving data embedding techniques during 
production, and utilizing variational autoencoders for secure trans-
mission combined with diffusion models and multi-task learning 
to mitigate fusion biases induced by low-quality multimodal data. 
For cross-system scenarios, a prospective framework could explore 
decentralized approaches featuring adaptive privacy guarantees 
through Kullback–Leibler DP optimization for local training, robust 
loss functions derived from benign data characteristics for model 
security, and watermarking/fingerprinting for parameter verifica-
tion. These could potentially be integrated with a local–global col-
laborative training scheme enhanced by multi-level secure 
aggregation to balance security, generalization, and personaliza-
tion in heterogeneous data fusion. By aligning security solutions 
with specific problem domains and operational scenarios, one 
can develop optimized lightweight methods for each system mod-
ule. This targeted approach would significantly reduce the cumula-
tive overhead of security measures while maintaining robust 
protection, thereby better meeting the practical constraints and 
performance requirements of manufacturing environments. 

Beyond the integration and enhancement of existing security 
algorithms, several promising research avenues remain underex-
plored in data protection and privacy preservation for AI-enabled 
SM: 

(1) Matching mechanism of customized model setup and 
personalized privacy protection. Customized models better 
address the specific needs of production equipment, improving 
predictions and optimization for manufacturing systems. However, 
this personalization increases the risk of privacy leakage due to a 
reliance on sensitive enterprise data [26]. By introducing personal-
ized noise into customized models, adaptive DP can help strike a 
balance between achieving optimal customization and ensuring 
sufficient protection for sensitive data. 

(2) Collaborative design of large-scale model integration and 
lightweight model training. A collaborative framework of large 
and small models addresses privacy and security risks in data shar-
ing [27]. Lightweight models enable personalized training within 
enterprises, abstracting knowledge for secure transmission. Larger 
models enhance resource integration and information fusion. This 
large-small model collaboration paradigm ensures efficient cross-
enterprise data sharing with strong privacy protection. 

(3) Dynamic optimization of computation and communica-
tion resources under efficient data flow. Effective resource allo-
cation is critical for both security enhancement and personalized 
model training. Reinforcement-learning-based strategies [28] 
dynamically assess and adapt computation and communication 
workloads, optimizing system efficiency while facilitating robust 
security countermeasures. 

(4) Effective AI-based defense against emerging data security 
threats. Advanced threats, such as deepfake-based attacks, pose 
significant security risks in critical manufacturing domains, includ-
ing product quality control and equipment monitoring [29]. By 
integrating diverse AI techniques, their complementary strengths 
can be leveraged to develop robust solutions against evolving 
threats. For example, combining generative adversarial networks 
with watermarking can simultaneously prevent sensitive data 
inference and trace malicious activities [30], offering dual protec-
tion through privacy preservation and attack detection. 

In summary, the growing demand for data security and privacy, 
alongside rapid AI advancements, presents significant technical 
challenges for the manufacturing industry. By leveraging emerging 
technologies and addressing these challenges, a connected, effi-
cient, and resilient manufacturing ecosystem can be built, fostering 
enterprise innovation while ensuring robust data security and pri-
vacy protection. 
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