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The select SEP 2.0 function sets used to implement the TDR activities are listed in column 1 of Table S1. The functionality enabled by each set is given in column 2, the telemetry type in column 3, and the data flow server/client status in columns 4 and 5. The last column lists the essential attributes and elements of each function set. Attributes group similar elements and convey related metadata to support the parsing of data in the elements. These elements contain the requisite data on which TA and HEMS agents operate. We use the DemandResponseProgram function set to initiate the DR event. The essential attributes are availabilityUpdatePercentChangeThreshold, which allows one to specify the granularity of updates to the available load shed as a percentage; availabilityUpdatePowerChangeThreshold, which specifies it in power units (e.g,. Watts); and primacy, which shows the provider type (e.g., home energy management, contracted, or non-contractual service provider). To perform a specified action during a DR event, we use the EndDeviceControl function set, which may be considered as an asset container that performs one or more end-device functions. The essential attributes used here are summarized as follows: creationTime is the timestamp at which the DR event is created; EventStatus indicates general information about the event current status, such as scheduled, active, or cancelled; dateTime and potentiallySuperseded provide a timestamp of when the current status was defined, and if there are other events that may overlap this event, respectively; interval identifies the period during which the DR event applies; and randomizeDuration and randomizeStart are random values that may be applied to the associated interval duration and starting time to avoid synchronized actions across multiple devices. The drProgramMandatory element is a flag to indicate the nature of the DR request. We use this flag to distinguish between negotiation steps and the final DR request by asserting each to be FALSE and TRUE, respectively. The drProgramMandatory flag alerts the user that they will be subject to a penalty if they do not comply with the DR request, and overrideDuration is the time the user may override EndDeviceControl and still remain compliant with the DR request. TargetReduction is the power reduction requested during negotiation.
In response to EndDeviceControl, all clients must perform a response using DrResponse, which contains elements similar to those that are listed in the EndDeviceControl. In addition, AppliedTargetReduction is the reduction actually applied by the HEMS agent or individual device. ApplianceLoadReduction is typically used to do DR; for non-emergency DR, its value is FALSE (operation can continue), whereas for emergency/spinning reserve events, its value is TRUE (appliance should shed load).

Table S1. 
Select SEP 2.0 function sets and their corresponding essential attributes as used in our API.
	Function set
	Functionality
	Telemetry type
	Data flow
	Essential attributes

	
	
	
	From
	To
	

	DemandResponseProgram
	DR program references
	Command
	TA
	HEMS agent
	availabilityUpdatePercentChangeThreshold, availabilityUpdatePowerChangeThreshold, primacy

	EndDeviceControl
	 in Eq. (2)
	[bookmark: _GoBack]Command
	TA
	HEMS agent
	creationTime, EventStatus, interval, randomizeDuration, randomizeStart, drProgramMandatory, overrideDuration, TargetReduction

	EndDeviceControl
	Controlling smart appliances
	Command
	HEMS agent
	Loads
	creationTime, EventStatus, interval, randomizeDuration, randomizeStart, drProgramMandatory, DutyCycle, loadShiftForward, Offset, overrideDuration, SetPoint, TargetReduction

	DrResponse
	Monitoring smart appliances for  and  in Eqs. (1) and (2)
	Response
	Appliances/HEMS agent
	HEMS agent/TA
	ApplianceLoadReduction, AppliedTargetReduction, DutyCycle, Offset, SetPoint

	LoadShedAvailability
	 in Eq. (3)
	—
	HEMS agent
	TA
	sheddablePower, availabilityDuration

	MirrorUsagePoint
	Monitoring smart meter
	Response
	Smart Meter
	HEMS agent/TA
	timePeriod, Reading

	DERSettings
	Controlling DER
	Response
	HEMS agent
	DER
	setMaxChargeRate, setMaxDischargeRate, setMaxW

	DERCapability
	Monitoring DER to find  and  in Eqs. (1) and (2)
	Response
	DER
	HEMS agent
	rtgMaxChargeRate, rtgMaxDischargeRate

	DERAvailability
	Monitoring DER to find  and  in Eqs. (1) and (2)
	Response
	DER
	HEMS agent
	availabilityDuration, maxChargeDuration, reserveChargePercent, reservePercent



LoadShedAvailability addresses how long the consuming device is able to reduce consumption and at what maximum response level. With sheddablePower, we can find the maximum amount of current operating load that is estimated to be sheddable for a specific duration, which is indicated in availabilityDuration. In the case of an emergency, when prompt load shedding is needed, the aggregated data from this function set is helpful.
MirrorUsagePoint mimics meter reading, using Reading for the meter value, and timePeriod for the duration. This permits the use of aggregated customer consumption data. This data will be used to cluster customers according to their consumption patterns, as described in the main sections.
The last three rows address DER. In DERSettings, setMaxChargeRate is used to set the maximum rate of received energy, setMaxDischargeRate sets the maximum rate of delivered energy, and setMaxW sets the limit for maximum active power capability of the battery storage system. DERCapability addresses DER type and nameplate ratings, where the HEMS agent uses rtgMaxChargeRate and rtgMaxDischargeRate, the maximum rate of energy received and delivered by the battery storages, respectively, in its control response to negotiation. DERAvailability designates the current reserve generation status, with availabilityDuration and maxChargeDuration used for DER duration in receiving active power and delivering reactive power, respectively, while reserveChargePercent gives an estimate of the continuous percentage of received active power, and reservePercent gives an estimate for the continuous percentage of delivered active power, both of which are expected to be available in reserve.
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