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Abstract: With the development of the Internet, the major issues of cyberspace security related to national security have arisen. This 
paper first introduces some of classic cyber defense technologies. It then introduces the technology of mimic defense, including mimic 
defense systems, scientific problems with mimic defense, and the theoretical framework. The effectiveness of a mimic defense system 
is also analyzed in comparison with traditional cyber defense technologies. Finally, some problems worthy of study are presented 
regarding the basic theory of mimic defense.
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1  Introduction

Many powerful countries have recently begun paying more 
attention to the rising field of cyberspace security, and are rival-
ing each other in terms of its development, control, and domina-
tion. With the increasing importance of cyberspace security, vital 
problems need to be resolved regarding the core technologies of 
national interest and security [1]. 

Traditional cybersecurity defense is built on existing Internet 
network infrastructure, including the establishment of a security 
gateway, firewall, security router/switch, intrusion detection, 
virus protection, user authentication, access control, data encryp-
tion technology, security assessment and control, trusted com-
puting, and hierarchical protection, and improve cybersecurity 
and its application. It is based on different traditional security 
technologies. However, increasing number of cybersecurity 
accidents have been exposed, which indicates the presence of 
a serious flaw in the current system. Hence, the breakthrough 
of the limitation of a static and passive defense technology de-
pending on prior knowledge, the proposition of innovative ideas 
regarding dynamic cybersecurity defense, and the study on the 
basic theory and key technologies of the new cybersecurity ar-

chitecture have become important research directions in the field 
of cybersecurity.

2  Related theoretical research results at home and 
abroad

2.1  Moving target defense technology

Moving target defense (MTD) is one of the revolutionary 
technologies in cyberspace proposed by the United States in 
recent years, and is “changing the rules of the game.” Its con-
struction, evaluation, and deployment mechanisms and strate-
gies are diverse and ever-changing [2–5]. Such variability can 
increase the difficulty and cost of attacks, effectively limiting the 
vulnerability of exposure and the chances of being attacked, and 
improving the flexibility of the system. In a theoretical study, 
Zhuang et al. [6]. proposed a preliminary theory as a solution 
to the validity of MTD. In addition, they formally discussed 
the key concepts and basic properties of the MTD system and 
proposed an MTD entropy hypothesis. Finally, they determined 
that the larger the entropy of the system configuration, the more 
effective the system becomes

DOI 10.15302/J-SSCAE-2016.06.013



002

A Review of the Basic Theory of Mimic Defense

2.2  End-hopping technology

End-hopping technology refers to that both parties of com-
munication in an end-to-end data change the port, address, time 
slot, encryption algorithm, and even the protocol information 
pseudo-randomly according to an agreement to undermine ene-
my attacks and interference and achieve active protection.

An active protection model based on end hopping includes 
four modules, i.e., early warning analysis, cooperative control, 
end information management, and task switching, as well as 
several task clusters. The early warning analysis module is re-
sponsible for information collection and analysis of attacks suf-
fered by the current Internet network. The cooperative control 
module is the core of the whole system, and it is responsible for 
the coordination of the module to achieve network defense. The 
end-information management module is used to pseudo-randomly  
generated end information jump patterns. A task-switching module 
is responsible for task switching in accordance with instructions 
regarding the co-control module interference, communications, 
honeypots, and other tasks required to achieve a collaborative 
defense. The results illustrate that compared to traditional Internet 
network-protection technologies, terminal information hopping 
has the advantage of a strong anti-attack capability, initiative, anti- 
interception ability, and performance improvements [7].

2.3  Dynamic game model based on a mimic honeypot

A mimic honeypot refers to a simulation of the evolution 
of pseudo-mimicry and a confrontation game through the inte-
grated use of a protective coloration mechanism of simulated 
service environment and a warning coloration mechanism of the 
simulated honeypot characteristics based on a traditional hon-
eypot network to effectively confuse and trick an attacker into 
achieving a network confrontation. Protective coloration refers 
to that honeypots imitate the characteristics of the surrounding 
server and Internet network environment in hardware, software, 
data, service information, and other aspects, making it difficult 
for attackers to identify the presence of the honeypots. Warning 
coloration refers to that the server imitates the honeypot charac-
teristics regarding hardware, software, or data to allowe attack-
ers to identify a system as a honeypot and avoid an attack [8,9].

A honeypot defense is a rational and non-cooperation decoy 
process in which both the defender and attacker participate. The 
two strategies are interdependent, and both expect to protect 
their own information and obtain information on the other side 
to maximize their profit. Thus, a non-cooperative incomplete 
information dynamic game is formed. From the point of view of 
different players in the game, the game opponents have different 
types: from the attacker’s perspective, the game opponent is no 
longer only a rival with “real service” in this single type of ser-
vice, but rather an increased “honeypot” or “pseudo honeypot” 
of the two types of deceptive services. From a defensive per-

spective, the game opponents have legitimate users and attackers 
of two different types of visitors. According to whether or not 
an attacker knows the existence of a pseudo honeypot, the con-
ditions of the two strategies to reach Bayesian-Nash equilibrium 
can be determined.

2.4  Dissimilar redundancy computer system

A computer system of dissimilar redundancy is a computer 
system used in a flight control system, which uses a different, 
completely independent design group through different devel-
opment languages and different development tools, and runs on 
different processors, to avoid common faults and improve the 
mission reliability of the critical system. The designer applies 
a simplified Markov model to a reliability analysis. The results 
show that the reliability of a dissimilar redundancy computer 
system（DRCS）is improved and that the mean time between 
failures (MTBF) is more than 9 000 h [10].

3  Formalized description of the information 
system and its security

To carry out reasonable mathematical modeling in cyberspace, 
and determine the relationship between various perplexing factors 
and their influence, more scientific and reasonable descriptions 
of the information system are needed. In addition, formalized 
methods are then used to describe a mimic defense system. This 
formalized description of a mimic defense system can provide a 
theoretical solution to explain how to apply the ideas regarding 
mimic defense to protect an information system in cyberspace and 
introduce the principle and method of a mimic transformation.

3.1  Formalized description of a traditional information 
system

Based on different perspectives and research purposes, infor-
mation systems can be described using different core elements. 
Generally, there are many elements of an information system, 
such as software, hardware, operations, and strategies. For a 
convenient expression, a vector group (v1, v2, …, vn) in a multi
dimensional space can be applied as a tool (Fig. 1).

Information systems are usually not static and often need 
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Fig. 1. Multi-dimensional vector diagram of an information system.
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to change according to the external or surrounding conditions, 
and thus, an information system can be affected over time. If 
the current research focuses on m information system elements 
in addition to the time factor, then the information system may 
have a number of different states at different times. Of course, 
these different elements can be further subdivided into smaller 
indicators, that is, according to the needs of the research issues, 
and the appropriate size of the representation of an information 
system can be selected.

3.2  Example of an information system from the perspective 
of security

There are many factors related to the security of an infor-
mation system in cyberspace, and a specific factor that has an 
impact on information system security is called a basic element, 
which is the basic unit we intend to study. These basic elements 
can usually be classified as the network, platform, running envi-
ronment, software, data, and other categories, and form a differ-
ent level of the system.

In general, the number of basic elements of each factor 
differs, and to describe the unified factors and basic elements, 
we assumed that the information system has m factors, each of 
which has n basic elements. Let n = max {n1, n2, ..., nm}, i = 1, 2, 
..., m, where ni is the number of basic elements of the ith factor. 
If the number of basic elements of one factor is less than n, then 
the number of basic elements is expanded by an empty element. 
Let xi

j be the state of the jth basic element of the ith factor, then 
the state of the information system at time t can be represented 
through matrix Ω(t). 
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To facilitate this study, we assumed that the current security- 
related factors are divided into the following five categories: the 
network, platform, running environment, software, and data. 

(1) Network factors include the form of the network connec-
tivity, communication standards, security protocols, topology, 
network address, and network port.

(2) Platform factors refer to the hardware, support software, 
and other components that the information system depends on, 
including a variety of hardware devices, operating systems, pro-
cessor architecture, virtual machines, and storage systems.

(3) The running environment factors refer to the interfaces 
between the platform and the application of upper layer, includ-
ing the instruction set and address space.

(4) Software factors refer to a variety of application software 
types installed in the information system, including the executive 
entities of different software, the program instruction sequence, 
the instruction format, and the internal data structure.

(5) Data factors refer to all types of data stored in the system 
related to the information services, such as the format, syntax, 
and coding. The above network, platform, running environment, 
software, and data contain all elements that are closely related 
to the security of an information system. In this sense, the infor-
mation system can be regarded as being composed of network, 
platform, running environment, software, and data in a five-tier 
architecture.

4  Mimic defense system and its formalized 
description

The existing information systems in cyberspace are mostly 
static, similar, and deterministic, and their security flaws are 
persistent, stable, and usable at the architecture level; they can 
be easily attacked or controlled. Attacks against these systems, 
based on vulnerabilities and backdoors, are highly dependent on 
the static nature, similarity, and determinacy of the target system. 
The longer the target system is exposed, the more time an at-
tacker has to study its operational rules, discover its weaknesses, 
and create and validate attack methods. If one can dynamically 
change the state of an information system, blocking or disrupt-
ing the static nature, similarity, and determinacy that the chain of 
attacks depends on, risks to system security can be controlled.

4.1  Mimic defense system

A mimic defense system generally consists of information 
systems, mimic transformations, heterogeneous executive enti-
ties, and voting devices, among other elements. A mimic defense 
system can proactively change the state of the elements of an 
information system, changing the state of the information system 
itself. Such a method is called a mimic transformation. A mimic 
transformation can effectively change the static and deterministic 
nature of the system, which cyber attacks rely upon. A mimic 
transformation is described in detail in the following section. The 
introduction of a voting device is aimed at confusing an attacker 
further, reducing the risk of the system being attacked, and in-
creasing the system reliability. Moreover, uncertainty mapping 
is introduced between the meta-function of a target object and its 
equivalent multivariate implementation structure or algorithm, 
concealing the real relationship between the system input and 
output. An MTD system can be seen as a special case of a mimic 
defense system, which makes the system possess dynamic char-
acteristics through certain mimic transforms; however, the system 
does not apply a heterogeneous redundant architecture [11,12].

4.2  Mimic transformation

A mimic transformation is implemented by changing the 
basic elements of the information system components. A mim-
ic transformation can transform only one basic element of a  
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certain constituent element, transform a plurality of basic ele-
ments of the constituent element, or transform the basic elements 
of a plurality of constituent elements at the same time, which 
can be regarded as the superposition of a plurality of basic mim-
ic transformations. To achieve the goal of confusing an attacker, 
the transition of the information system between different states 
during its lifetime should be random. That is, the type of mimic 
transformation that should be used to change the state of the in-
formation system at different times, and the elements and basic 
components that should be transformed must have uncertainty 
and randomness.

A mimic transformation should satisfy the following properties:
(1) Functional equivalence: The system functions are the 

same before and after the mimic transformation.
(2) Security: The system security after the transformation is 

higher than that before the transformation.
(3) Randomness: An attacker cannot predict the state of the 

system after the transformation.
(4) Superposition: The effects of a number of mimic transfor-

mations acting on the system are equivalent to a more complex 
mimic transformation.

4.3  Design of the mimic transformation

The design of a mimic transformation is mainly based on the 
principles of heterogeneous redundancy, dynamism, randomiza-
tion, fragmentation, and hiding and camouflage, and it needs to 
consider the characteristics of the constituent and basic elements 
at different layers. Changing the state of an element may cause 
other elements to change their state, which may affect changes in 
the system state. Therefore, this needs to be analyzed based on 
the specific situation. Here, we only consider the construction of 
different mimic transformations, changing a state to obtain a ba-
sic transformation, and do not consider the equivalence between 
mimic transformations changed from different element states.

(1) Heterogeneous redundancy principle
The heterogeneous redundancy principle is used to produce 

many heterogeneous executive entities or variants for the basic 
elements of the system, and switch randomly in these isomers 
according to a set of rules. At the platform layer, for example, 
the operating system is a basic element, and the heterogeneous 
redundancy principle is used to prepare a variety of different op-
erating systems for an information system.

(2) Dynamism principle
The dynamism principle is used to make the state of the ba-

sic elements of an information system change dynamically. In 
a network layer, for example, the system IP address is a basic 
element, and dynamism is used to design a mechanism, dynami-
cally changing the IP address of the system.

(3) Randomization principle
The randomization principle is used to change the basic ele-

ments of the information system into random information within 

a certain range. For the data-storage state element at the data 
layer, encryption is a well-understood mimic transformation that 
can change the stored information into random information.

 (4) Fragmentation principle
Fragmentation is the main principle for the data layer, which 

indicates that a file can be divided into several fragments stored 
at different locations in order, or divided into more fragments 
stored in random locations. Assuming a file size of 1 Mb, a mim-
ic transform can be designed as follows: The file is divided into 
1 000 fragments, each 1 Kb in size. It is assumed that the number 
of file directories in computer system is 2 000, from which we 
randomly select 1 000, where we store the file fragments.

 (5) Hiding and camouflage principle
The hiding and camouflage principle refers that a system pro-

actively hides the true properties of a state to confuse an attack-
er. For example, we define a mimic transformation and change 
the suffix of the file name. Suppose that M is a PDF file, and 
through a transformation, its file name type is changed to a Word 
type ended with “.doc.” Thus, if an attacker gets access to this 
file, the attacker cannot open it using Word, and will mistakenly 
believe it is a corrupt file and discard it. Thus, the transformation 
plays a role in protecting the file.

Based on the above principles, according to the basic ele-
ments at different layers, we can design the corresponding basic 
mimic transformations, and then construct more complex mim-
ic transformations than these basic mimic transformations. In  
Table 1, we list the main elements for the five-layer architecture 
of an information system, where some transformations can be 
designed.

5  Scientific problems and theoretical framework 
of mimic defense

5.1  Scientific problems of mimic defense

The goal of theoretical research on the security of mimic 
defense is to solve the scientific problems regarding the mecha-
nism of active mimic defense in theory, and to establish a basic 
theoretical security system of mimic defense. Based on this, the 
key technologies applied in the security of mimic defense and 
the evolution methods of an existing system to a security system 
of mimic defense are studied. The basic scientific problems of 
mimic security include the rules of cyber-attack behaviors, the 
mimic security mechanism, the validity of mimic security, and a 
quantitative assessment of the mimic security system.

The study on the rules of cyber-attack behaviors is based on the 
cyber-attack methods of the information system. A model of the 
cyber-attack chain has been established. The relationships between 
the establishment of the attack chain and the static nature, deter-
minacy, similarity, and persistence of the network system have 
been researched. In addition, a formalized description method of 
the exploitation mechanism of vulnerabilities has been studied.
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The mechanism of mimic security has been studied regarding 
the reconfiguration, polymorphism, randomization, and other 
characteristics of the system, as well as the degree of change in 
its static nature, similarity, determinacy, and persistence. The 
mechanism of the damage to the formation of the attack chain 
has been described, and the attack success rate has been reduced 
to reveal the nature of risk control of mimic security. Through 
the abstraction of relevant concepts, a formalized language to 
describe the basic idea of mimic security has been established.

The scientific proof of the validity of mimic security is based 
on a rule of cyber attacks, as well as a formalized description of 
the mimic security system based on the mimic security mecha-
nism.

A quantitative evaluation method for a mimic security system 
establishes a quantitative assessment model of the security eval-
uation of the mimic system. In addition, new problems brought 
about by the changes in the mimic security system structure are 
analyzed and compared with traditional information-security 
evaluation methods.

5.2  Theoretical framework of mimic defense

Based on the scientific problems of mimic defense, theoret-
ical studies on mimic security are mainly concentrated on the 
following five aspects.

5.2.1  Analysis and modeling of the cyber attack behaviors
There are many methods of modeling for cyber attacks, such 

as attack language, attack tree, attack network, state transition 
diagram, and attack graph. The mimic defense system abstracts 
the information system into five layers, extracts the variable ele-
ments of each layer, and formalizes the description. In the attack 

and defense of an information system, attackers need to use five 
layers and their elements to achieve the purpose of the attack. An 
analysis of cyber attack behaviors is conducted mainly through 
the analysis of the attack process extracting knowledge related 
to the system and establishing a knowledge map. The attacked 
surface and knowledge flow are unified to represent the cyber 
attack behaviors, and a cyber-attack chain model is established.

5.2.2  Theory of mimic transformation
According to the idea of mimic security, a mimic transforma-

tion can be defined as follows.
σ: Ω(ti) → Ω(ti + 1)

The domain of definition of this transformation is a set of all 
states of the system, Ω. The range is also Ω. Different elements 
of the transformation method correspond to different transfor-
mations, which is referred to as σ = {σ1, σ2, …, σn}, where σ1 de-
notes the mimic transformation of the first element, and so on. If 
Ω(t) is represented by a (0, 1) sequence, then σ can be regarded 
as a scrambling sequence, where different scrambling sequences 
correspond to different transformations.

The goal of a mimic security system can be formalized as fol-
lows:

Condition 1: sr (Ω(t, σ)) ≤ a, where sr denotes the function 
used by Ω(t) to calculate the resources such as storage intercon-
nections.

Condition 2: pf (Ω(t, σ)) ≤ b, where pf represents the perfor-
mance function of Ω(t), and b is a constant.

Under Constraint 1 or 2, the appropriate mimic transforma-
tion σ is chosen to achieve Max(spt|σ).

The mimic transform gives the mimic security system the 
characteristics of randomness, dynamism, and diversity, which 
effectively improves the determinacy, static nature, and similar-

Table 1. Mimic transformation in a mimic defense system at different layers.

The main layers or  constituent elements The basic elements in a layer or unit The main mimic transformations

Network layer Address, protocol, port, etc. Change the IP address of the target information system
Change the port of the target system
Change the protocol used by the target system
The superimposition of the above three transformations

Platform layer Operating systems, heterogeneous redundant 
devices, virtual machine instances, storage 
systems, etc.

Change the operating systems
Heterogeneous device switching
Change the virtual machine instances
Change the storage systems
The superimposition of the above four transformations

Running environment layer Instruction set, address space, etc. Instruction set randomization
Address space randomization
The superposition of the above two transformations

Software layer Software heterogeneous variants, software 
program instruction sequence, instruction format, 
internal data structure layout, etc.

Software variant switching
Change the executive instruction sequence and form
Dynamic storage resource allocation scheme
The superimposition of the above three transformations 

Data layer Data form, syntax, coding, etc. Change the data form
Change the data syntax
Change the data coding
The superimposition of the above three transformations
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ity of a traditional system, as well as the security of the entire 
information system.

5.2.3  Construction methods for the mimic security system
The construction methods for a mimic security system mainly 

include the methods of situational awareness, mimic methods, 
and synergistic methods. The methods deploying a soft sensor 
in the mimic security network and application strategy, the 
awareness of security threat and security situation, and risk as-
sessment and security-situation evolution prediction have been 
studied, and a unified description model, parameter set, descrip-
tion language, description method, reasoning rule, decision- 
making model, and a knowledge-based system are implemented 
to support perception, cognition, and decision-making. This can 
optimize and decide the intensity, active changes, synergetic 
timing of a mimic security system. This paper studies the mimic 
methods of randomization, diversification, and dynamism of a 
mimic security system to provide a specific method and a com-
bined application method to implement a dynamic randomiza-
tion mechanism, input-output agent mechanism, heterogeneous 
redundancy mechanism, fragmentation mechanism, single-line 
contact mechanism, as well as camouflage, honeypot, and other 
“deceptive” mechanisms.

5.2.4  Validity theory of mimic security
A study on the active defense theory and the mechanism 

with the characteristics of reconfiguration, diversification, and 
randomization verifies the validity of current mainstream cyber 
attacks. A study on the effective combination of various mimic 
defense mechanisms can establish a description for attacked sur-
face for the mimic security defense of an information system. A 
study on the influence of mimic security defense on the attacked 
surface can describe its contribution to resisting attacks.

5.2.5  Quantitative assessment theory of mimic security
The traditional quantitative evaluation models of cyberse-

curity include a fault tree model, an attack tree model, a Petri 
Net model, a privilege graph model, and an attack graph model. 
Although these models have certain reference values, the charac-
teristics of a mimic defense system are different from the deter-
ministic, static, and similar aspects of these traditional systems. 

Therefore, it is necessary to establish an evaluation model for 
mimic cybersecurity according to the definition and character-
istics of the mimic network and the attributes of security at all 
levels of the network, refine the evaluation indexes on different 
dimensions in the model, and construct a hierarchical mimic  
cybersecurity-evaluation index system. According to the eval-
uation index system and the safety factor model of the mimic 
network, the mappings between the safety index and the security 
element state of the mimic network are established, which can 
clearly depict the security protection capability of the mimic 
network based on the evaluation indexes. The security space is 
divided through clustering and other means, and the mimic cy-
bersecurity grade is established.

6  Analysis of the validity of the mimic defense 
system

Under normal circumstances, the attackers divide the attack 
processes into several steps to achieve their goals. The results 
show that different mimic mechanisms enforce stronger security 
against cyber attacks. The analysis of the validity of the mimic 
defense system based on a cyber-attack chain model is shown in 
Table 2.

Heterogeneous redundancy mechanism: The redundancy 
mechanism can effectively defend against attacks based on vul-
nerabilities or backdoors. In particular, if each redundant compo-
nent is heterogeneous, the probability of success in accessing the 
systems or elevating the operating privilege through such attacks 
will fall sharply. 

Single-line contact mechanism: Through this mechanism, be-
cause of the different permissions in the sensitive paths and key 
links, the information and Information interception is incom-
plete, which may minimize the successful probability of attack.

Fragmentation mechanism: The files and system information 
are divided into storage slices and multi-path transmissions, 
which can effectively reduce the probability of success through 
illegal access to them. This means can effectively counter the 
information collection and information interception.

In the attack chain model, each attack chain, under different 
mimic mechanisms, can reduce the successful probability of a 
few steps to attack them, thereby reducing the probability of 

Table 2. The analysis of the validity of the mimic defense system.

Security mechanism Information 
collection

Accessing Obtain permission Information 
interception or 

destruction
Password 

sniffer
Brute-force 

attack
Penetration 
testing tool

Password 
cracking

Vulnerability
exploitation

Heterogeneous redundancy 
mechanism √ √

Single-line contact mechanism √ √ √

Fragmentation mechanism √ √ √

Input /output agent mechanism √ √

Random and dynamic mechanism √ √ √ √ √ √
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attacking the whole attack chain successfully. Therefore, and the 
probability of attacking a mimic security system successfully is 
less than that of attacking a traditional information system suc-
cessfully.

7  Conclusions

Research on mimic security systems is still in its primary 
stage. Many researchers have focused on the formalized descrip-
tions of an information system and a mimic defense system. 
Some specific methods to realize different mimic mechanisms 
have been proposed. In the next step, the basic theoretical re-
search of mimic security will focus on a fine-grained formalized 
description of information systems, a formalized description of 
cyber attack behaviors, a classification and description of cyber 
attack scenarios, the security evaluation of cybersecurity, the de-
tailed analysis on validity of five mechanisms of mimic security, 
and mathematical abstraction of a mimic security architecture.
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